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Abstract—The interest in analyzing loosely connected and
decentralized terrorist networks of global reach has grown during
the past decade. Social Network Analysis (SNA) is one approach
towards understanding terrorist networks since it can be used
to analyze the structure of a network and to detect important
persons and links.

In this work we study decentralized terrorist networks with
different types of nodes. The nodes can be either organizations,
places or persons. We use a combination of different centrality
measures to detect key players in such networks.

I. INTRODUCTION

Criminal and terrorist social networks can often be divided
into hierarchies with actor roles varying from ordinary opera-
tives to the finance manager and the leader. The most important
roles include the leader who acts as the guide and mentor for
the whole group, besides giving directions about the operations
that need to be planned and carried out by the group. The
finance manager deals with the execution of planned events
and also manages the financing of all other operatives of the
group. The finance manager is usually the node that is directly
connected to most other nodes in the network. Other roles
may include media manager — responsible for propaganda,
claiming responsibility for terrorist events and promotion of
the group and its objectives on media, military manager —
responsible for arranging equipment used in terror related
incidents, and operatives — responsible for carrying out the
planned events.

In the post-9/11 war on terror era, terrorist organizations
around the globe have evolved a decentralized strategy to carry
out successful operations in the Middle East. A decentralized
approach in practice puts almost the entire responsibility
related to operations on the finance manager. The finance
manager gives directions for carrying out various operations
to other group members and provides the members with
finances. Detecting the finance manager in a terrorist network
is important in order to effectively counter the operations of
the network.

Social network analysis (SNA) [1] is a set of powerful
techniques that can be used to identify clusters, patterns and
hidden structures within social networks. In this work we
present an algorithm that can be used to detect the finance
manager in a decentralized terrorist network. The network is
represented using a subset of the categories that are present
in the NATO AlIntP-3 data model. The finance manager is
the node in a network that is most operationally central,
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active and that acts as gateway in the network. The finance
manager is detected using a combination of different well-
known centrality measures.

Terrorist social networks are also known as dark networks.
Recent studies such as [2] have explored the use of SNA
methods to analyze dark networks mostly focusing on as-
signing roles to actors in the network. In [3] the use of
centrality measures to identify key actors in criminal networks
is explored and in [4] centrality measures are used to identify
the group leader of the September 11th hijackers. However,
none of these operates on networks with different categories
of nodes.

In [5] SNA is used to determine the leader and gatekeeper
role for individual nodes in addition to hierarchical clustering
methods to identify subgroups within criminal networks. In [6]
an algorithm that automatically detect the hidden hierarchy
in terrorist networks is presented. The algorithm is based on
centrality measures that are commonly used in social network
analysis. Two measures of centrality: termed degree, and
Eigenvector centrality are introduced as well as a dependence
relation.

The Investigative Data Mining (IDM) toolkit is used for
subgroup detection and terrorist intelligence analysis [7]. In
the toolkit centrality measures combined with data mining
techniques is used to find the hierarchy of a group and the
leader of the group. However, our work is different from theirs
since we consider decentralized terrorist networks, whereas
their work is mostly related to networks with centralized
hierarchy.

II. PRELIMINARIES
A. Graphs and Networks

A graph G consists of a pair (V, E) where V is the set
of nodes, and E the set of edges that connect the nodes. We
assume in the following a graph G = (V, E). Social networks
are naturally modeled using graphs where nodes represent
actors and edges relations between them. In the following,
we often say network to mean the graph modeling it.

Edges might be undirected or directed depending on
whether they reflect symmetrical or not symmetrical relations
between actors.

We write uwv € FE, for u,v € V, to denote that there
is an edge between nodes w and v in the graph (V,E).
Most SNA techniques focus on undirected graphs since the
considered relations are typically mutual and bi-directional.
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Unless otherwise specified, we only consider in this work
techniques for undirected graphs. In other words, we consider
that the pairs in the set of edges E are unordered. Also, and
otherwise specified, the relations we represent with the edges
are not reflexive, i.e., there are no self loops in E.

a) Basic notions and notations.: Many graph algorithms
initially select a single node in V' and refer to as the ego
node. This node can be predefined or obtained either randomly
or using some calculations. Given a set S, we write |S| to
mean the size of S. For instance, we write |V| (respectively
|E]) to mean the number of nodes (respectively of edges)
in the graph. Given a node v € V, all nodes connected to
u in E are neighbors of u and make up its neighborhood,
written Ng(u). In other words, Ng(u) = {v s.t uv € E}.
The degree of a node u, written dg(u), is the number of nodes
in G having an edge with the node u, i.e., dg(u) = |Ng(u)|.
Given two nodes u and v in V, a path between u and v is
a succession of edges connecting nodes u and v. Formally,
a path 7(u,v) between two nodes u and v is a sequence of
edges wowy, WiWs, . .., Wy_1Wy, With wg = v and w, = v.
We write w € 7(u,v) to mean that the node w participates
in the path 7(u,v), and |7(u,v)| to mean the length of the
path. The length of a path is the number of occurrences of
the edges participating in the path. The geodesic distance,
written dg(u,v), is the length of a shortest path connecting
the two nodes u and v if such a path exists, and is undefined
otherwise. The geodesic distance between a node and each
other node in the simple unweighted graphs we consider can
be obtained using a breadth first traversal of the graph, i.e.,
iteratively exploring all neighboring nodes to those nodes that
have already been searched. We use SPg(u,v) to denote the
set of shortest paths between nodes v and v in the graph G.

III. CENTRALITY

Analyzing social networks typically aims at categorizing
and identifying the roles played by the participants in the
network. The analysis estimates the relation of each node
to the other nodes. In this context, centrality measures are
commonly used and aim at capturing the relative importance
of nodes in a network. To achieve this, the centrality of a node
takes into account how other nodes in the network are related
to the node through direct or indirect relations.

There are various measures of centrality to determine the
importance of a node in the network by taking into account
different aspects of the relations between the nodes in the
network.

Centrality is one of the network properties that have been
frequently used to study actors or events in terrorist social
networks. The most used centrality measures in this context
are degree centrality, betweenness centrality, and closeness
centrality. In the following section we introduce common cen-
trality measures and a particular closeness centrality measure,
that we denote as alternative closeness.

A. Degree Centrality

Degree centrality estimates how important a node is by
analyzing the number of direct relationships it has with other

298

nodes in the network. The degree centrality of a node simply
corresponds to the degree of the considered node [8]. This
measure can be normalized by the number of nodes in the
graph G less one (recall we exclude self loops):
d de(v)
CG(U) - |V| 1

In the case of a directed network, two types of degree
centrality are considered: in-degree and out-degree. Whether
directed or not, the idea is that the more edges a particular
node participates in, the higher is its degree centrality value.

The actor with the highest degree centrality is considered
to be the most strongly (or most frequently) connected node
in the network. Such a node holds an advantaged position in
the network in terms of connectivity with other nodes which
gives it a key role to propagate information. In other words,
degree centrality of an ego node is a measure of immediate
influence, that is, what proportion of the nodes in the network
are influenced by the ego if the latter influences its neighbors
with a piece of information and none of the influenced nodes
is allowed to further spread the information. The higher the
proportion of nodes influenced, higher will be the degree
centrality of the ego node.

Other variants of degree centrality (ex [9]) count the number
of nodes related by paths of lengths less or equal to some
predefined number (one for the original definition). The idea
is that a node with few edges related to nodes with many edges
still can have a high centrality (degree centrality). For instance,
when the degree centrality is obtained with respect to maximal
path lengths of two, it measures how much influence a node
has if it influences its neighbors with a piece of information
and the influenced nodes in turn are allowed to spread it to
their neighbors, but the latter nodes are not allowed to further
pass the information. A major advantage of degree centrality
is its simplicity as it only takes into account the immediate
neighborhood of a node when computing its centrality.

B. Betweenness Centrality

In betweenness centrality, higher betweenness is attributed
to nodes that occur most often on the shortest paths between
other nodes. Nodes that have a higher probability of being
located on the shortest path between other distinct nodes
have higher betweenness than other nodes. Such nodes can
also be described as gateways. Nodes with high betweenness
have a control over the data flowing among the different
groups of nodes in the network, since such nodes often act
as bridges. In criminal or terrorist networks, nodes with high
betweenness usually indicate the most important or involved
actors. An actor with a high degree of betweenness centrality
usually holds a favored position in the network. Such a
node has greater control over information propagation within
the network and represents a bridge which can potentially
be a single point of failure. Disconnecting such nodes can
effectively disrupt communication within the network.

Original definitions of betweenness centrality ([10]) for
an ego node v compute all shortest (geodesic) paths among



all pairs of nodes in the network. More specifically, the set
{m(s,t) s.t |m(s,t)| = dg(s,t)} is computed for each pair of
nodes s,t € V different from v. Then, the number of times
the ego node v was found on these shortest paths, i.e., the size
of the set {n(s,t) s.t v € w(s,t) and |7(s,t)| = dg(s,t)} is
counted. Betweenness C%(v) is then calculated as follows:

H{m(s,t) st vemn(s,t)and |n(s,t)| =da(s,t)}]
H{m(s,t) st |m(s,t)| = da(s,t)}]

Calculating all geodesic paths between all pairs is costly.
Instead of using geodesic paths, as in the original defini-
tion, different alternatives have been considered. One alterna-
tive [11] is to only consider, when computing betweenness
centrality for an ego node, the network resulting from the
nodes directly related to it together with the edges among
them. Other alternatives involve statistical sampling in order
to randomly select paths between two random nodes in the
network and then to count the number of times the ego node
appears on the randomly selected path.

Y tev\{v}

C. Closeness Centrality

Closeness centrality of a node in a network is another
variant for measuring the centrality of a node. It is a measure
of how close a node is to all other nodes in the network
(directly or indirectly). Closeness centrality measures how
quickly a node can access information through other nodes
in the network. A node with a high closeness centrality has a
short path to other nodes in the network, and can reach them
(i.e. propagate information to them) quickly. Such a node has
high visibility as to what is happening in the network, and
that is because information in the network may usually flow
through nodes with high closeness centrality.

Typically [12], closeness centrality is measured using the
geodesic distance (shortest path). The node with the highest
closeness centrality is the one with the smallest distance to all
other nodes in the network. One way to take into account the
distance of a node v in a graph G(V, E) to all other nodes is
to sum the distances between v and each of the other nodes:

Yuev\{vyda (v, u)

Where dg (v, u) is the geodesic distance between the nodes v
and u. Closeness centrality is then defined as the inverse of
the average of this sum:

V-1
wev\{v}dac (v, u)

Cev) = 5

Measuring closeness centrality for all nodes boils down to
a breadth first search of the entire network for every node.

As a result, closeness centrality does not scale as well as
degree centrality. Nevertheless, the obtained result takes into
account the network as a whole, instead of limiting to a local,
and possibly misleading fraction.

In [13], [14] an alternative defintion of closeness centrality
is presented. The idea is to sum, when computing closeness
centrality for a node v, for each node w different from v, the
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result of applying a strictly decreasing positive function « to
the distance d¢g(u,v) between nodes u and v, formally:

E'U.GV\{U}CY (dG(Uv U))

For example, when « : x +— 1 we get the definition in [13],
and when « : z — 27" we get the one in [14]. Unlike the
original definition of closeness, this definition is well suited
for disconnected graphs when «(z) takes 0O for infinite z. In
the rest of this paper, we say alternative closeness centrality to
mean the closeness centrality obtained by using the function
a:x— 2L and write:

ca -1
CG (U) = EuEV\{v} (dc(’l},u))
IV. TERRORIST NETWORKS

A terrorist network consists of a group of people that are
members of or somehow related to a terrorist organization.
After 9-11 the structure of terrorist networks changed. The
structure of the networks became more decentralized and
the geography of the network became more global [15]. By
analyzing terrorist networks related to well-known terrorist
attacks such as: 9/11 [16], the London bombings [17], Detroit
Christmas in 2009 [18], the Times Square event in 2010 [19],
and the planned attack in Sulaimanyah 2011 [20] we can ob-
serve that all these terrorist networks are global. The members
of the networks did not stay in one place since they needed
military training, finances, and indoctrination.

A. Structure of a Terrorist Social Network.

Terrorist social networks can be represented as graphs
where nodes in the network represent actors or groups, and
the links between the nodes demonstrate their relationship
with each other. The working structure of a terrorist social
network was published in 2010 by the counter terrorism
agency of Iraq [21]. The report discussed operational and
general working structure of terrorist groups in the region
and state that the organization of modern terrorist groups is
decentralized. A simplified example of such a network can be
found in Figure 1. The network has leader who mostly acts
as a mentor and only provides guidance on how to organize
and motivate the group operatives. The actual activities are
managed by the finance manager on behalf of the leader. The
finance manager acts as the defacto leader of the group. In
addition to the finance manager, there are other managers with
limited roles such as organizing media propaganda for the
group, organizing security related matters for the operatives
and managing equipments for militant operations. All group
members holding managerial roles are directly supervised by
the finance manager. In addition to the managers, the finance
manager also provides direct instructions to the operatives
directly involved in militant activities.

The finance manager is the one who occupies the most
central and active role in a decentralized terrorist network. The
finance manager has the most contact with all other members
of the group. Besides that, the finance manager is the only one
having direct contact with the actual leader of the group. The



leader of the group only sets the goals for the group, and the
finance manager manages to achieve those goals.

Leader

Finance Manager

Security Manager

Media Manager Military Manager

Operator 4

Operator 1 Operator 2

Operator 3

Fig. 1. A decentralized terrorist network.

B. AIntP-3 Data Model

The AlIntP-3 data model is a standard that is used within
NATO to facilitate the electronic and manual exchange of
intelligence data between databases. The AlIntP-3 data model
defines several categories to capture information about con-
cerned persons, organizations, events, places and equipments.
These categories are related to each other with the help of
well-defined sub-categories.

In this work we use a subset of the AIntP-3 data model to
represent and structure terrorist networks. Using a well-defined
standard to represent social networks and to define algorithms
is crucial if the methods are to be applicable on information
coming from several different sources.

There are five main categories in the data model:

o Equipment - Materials or tools used to equip investigators
or investigative organizations to fulfill their roles. Such
equipments or installations may be owned and/or oper-
ated by military or civilian and may exist on land, in air
space, in outer space (as satellites) or under the sea.
Organization - An organization is a grouping of individ-
uals, with a well-defined hierarchy, aiming to achieve a
common goal. Each individual in the group is assigned a
role to complete individual tasks aimed towards achieving
the goal. An organization can also be of criminal orien-
tation. An organization in general may be divided into
sub-organizations with their own specific hierarchy and
well-defined sub-functions.

Place - Point or area on earth or space, identifiable
through a set of reference coordinates, that is occupied
by an entity (unit, equipment, person or organization) or
is associated with the occurrence of an incident or event.
Biography - The description of the appearance of an
individual, personal and professional attributes, personal
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background (family, education, career etc.) and social
behavior patterns.

« Event - The description of an incident or occurrence that
has some intelligence significance. An event can usually
be broken down into several smaller sub-events that are
in some way immediately or remotely (loosely) related.

V. DETECTING KEY ACTORS IN TERRORIST NETWORKS

Finances are an important part of a terrorist operation and
Levitt states in [22] that without funds no terrorist events can
take place. The finance manager holds information of most of
the members and the activities carried out by the network since
it is not possible to carry out any terrorist related activities
without material support (which requires finances). Because
of the risk of being caught by security agencies, information
about the leader is usually hard to obtain and therefore it
is easier to identify and find information about the finance
manager.

The leader is the only one who can make a decision about an
operation and all operations need financial resources. Usually
the leaders’ only relationship in the network is with the finance
manager, which in turn is in direct contact with other involved
(or required) actors and operatives [21]. In [23] the tracking
of two identified terrorists is described. They found that the
finance manager acted as a local leader, and they could track
his relations and find the actual leader through him.

The terrorist network Al-Qaeda which is believed to be
most strongly present in Pakistan, Iraq, Yemen, and the
Magreb (Morocco to Libya) has started to become extremely
decentralized in its operations, the decentralized structure of
Al-Qaeda is also mentioned in [6], [24], [25].

In this work, we present a method for detecting the finance
manager in a decentralized network. The finance manager
is in charge of the activities of terrorist groups in different
geographic locations and has to provide funding to the oper-
atives performing those activities. For this reason the finance
manager has the most relations in many different regions. We
can find the node in the network with the most relations to
different places with the measure of degree centrality [26].
This is due to two reasons, the finance manager has cluster
relations to almost all other members of the group.

o The salary of the group members is managed by the fi-
nance manager (in case of Al-Qaeda in Iraq, all members
receive at least 100 dollars every month from the finance
manager [21])

Because of the operations of the group, the finance
manager supports every active operative with extra funds
and therefore has close relations with them [21].

One of the problems of the terrorist groups is the procure-
ment of funds and their secret transfer to other people in other
places. After 9/11 government security organizations around
the world have focused on transfers of funds when they are
large in amount, and also when funds are transferred from
countries with conflicts to EU or North America [27]. The
finance manager of a group needs to avoid being tracked by
any security agency and avoid tracking by:



e Acting as the supervisor for his organization. He orga-
nizes different projects and organizations globally and lo-
cally overseeing different businesses. This helps procure/-
generate funding for various activities of his group [21].

o The finance manager has relations besides the organiza-
tions that he oversees with other groups or organizations
that provide funding to his group [21].

From this we can observe that the finance manager acts as
a gatekeeper between the organizations that provide funds to
his organizations. Besides that he also manages the finances
of his group’s organizations and businesses. As a result, the
finance manager is represented by a node with high between-
ness centrality with local and global organizations within the
network.

We are interested in developing a technique to track the
finance manager in terrorist organizations that follow the
modern trends of post 9/11 decentralized terrorist networks.
So finding the finance manager will require employing a
combination of strong centrality measurements as

« Finding the node with most relations with other nodes,
using degree centrality.

« Finding the node that has the most relations with other
places, using node centrality.

« Finding the node with the most closeness to all other
nodes, both with the original and the alternative defini-
tions of closeness centrality.

o Finding the node that is the gateway between all the
organizations that have relations with this group using
betweenness centrality.

Following these steps can help in narrowing down the focus
to the key actors in the social network and detecing the finance
manager.

VI. ALGORITHM FOR DISCOVERING FINANCE MANAGER

In this section we present an algorithm designed to find the
node in the network that

1) represents a person having highest degree centrality
among all other persons and places,

is closest to all other nodes in the network, and

has highest betweenness centrality between the organi-

zations.

2)
3)

This way we can discover the node that is operationally
most central, active, gateway and controllable in the network.
The social network is represented by an undirected graph
(V, E') with n vertices composed of the following subgraphs.

o (V,, E,) — graph representing persons as nodes and re-
lations between them. The number of vertices is denoted
Np.

e (V,, E,) — graph representing organizations as nodes and
the relations between them. The number of vertices is

denoted n,,.

o (Vui,Ep) — graph representing places as nodes and
the relations between them. The number of vertices is
denoted ny,;.
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The sum of all the nodes in the above subsets equals the
total number of nodes in the entire graph, i.e., n = n, + n,
+ ny. In addition to the given edges in (V,, E,) , (Vpr, Epl),
there are three additional subsets of edges that are a part of
the set E in (V| E). These sets of edges sets are:

e L,., — edges representing relations between persons and

organizations.

e E,.,; — edges representing relations between persons and
places.

e I, — edges representing relations between organiza-

tions and places.

The purpose of the algorithm is to find a node in the network
that represents a person that is operationally most central to
the network and also closest to other nodes. The algorithm
consists of the following five steps.

1) Degree Centrality is calculated for each node v, in
graph (V),, E,); that is,

d(vvaP) (Up)

d —
C(VP,EP)(UP) T, -1

is calculated for each v, in the set V.
Degree Centrality is calculated for each v, in V}, in the
subgraph (V,, U V,,y, Ep.p); that is,

2)

d(VpUVplvEp-Pl)(vPl)
Npr — 1

d _
C(vpuvpl,Ep.,,l)(Upl) =

is calculated for each v, in the set V.
Closeness Centrality is calculated for each node v, in
V), and with respect to all nodes in (V.E)!; that is,

Vi-1

weV\{v, 1 (v, E) (Vp, 1)

3)

C(CV,E) (vp) = 5

is calculated for each v, in V.
Alternative Closeness Centrality is calculated for each
node vy, in the set V,; that is,

4)

ca —1
Ci 1) (Vp) = Zuev\ (v} (d(v. ) (v, )

is calculated for each node v, in V,.

Betweenness Centrality? is calculated for each node
vp in V, and with respect to all organizations
in V,; that is, C?\/,JUVO,E,,.O)(UP)’ defined as
{m(s,t) s.t vpem(s,t) and |m(s,t)|=d(v, v, Ep.0)(5:t) }]

5)

b
steVo {m(s.0) st [7(s,0)|=dev,0v,, 5y, o) (50

is calculated for each node v, in V.

Once all the centrality scores have been measured as de-
scribed in above items, the key actors in the social network
can be identified. The nodes with high scores for most of the

'Measuring closeness centrality separately for organizations and places does
not produce very meaningful results. We consider all nodes (including persons,
organizations and places) and calculate closeness centrality for them, but for
targeting purposes the most useful node is the one with the highest Closeness
Centrality score and represents a person.

2We only consider nodes and edges between persons and organizations in
this case. We do so by measuring betweenness centrality for all nodes between
vertices that represent organizations. Our interest here is the node with the
highest betweenness centrality score that represents a person.



centrality measures represent all the key actors in the network.
The node with the highest score on all the centrality measures
represents the finance manager. This is also expected since
the finance manager in decentralized networks has all the
properties to have largest scores on all mentioned centrality
measures. The most important properties of the finance man-
ager include - (1) most direct or 1-hop neighboring nodes,
which makes it score higher on closeness centralities, and (2)
most common occurrences on all shortest paths between all
nodes in the network, making it score higher on betweenness
centrality.

VII. CONCLUSIONS AND FUTURE WORK

In this work we present an algorithm that can be used
to detecting the finance manager in a decentralized terrorist
network. The finance manager plays a central role and is the
most active actor in a terrorist network.

The networks that we consider contains different categories
of nodes. The categories we use are a subset of categories that
are presented in the NATO AlIntP-3 data model. Detecting the
finance manager is done by using a combination of different
well-known centrality measures on the different categories of
nodes in the network.

One direction for future work is to investigate more complex
terrorist networks with different relations as well as different
types of nodes. To analyze such networks properly new
measures and algorithms are needed. Analyzing more com-
plex networks may provide analysts with more information
regarding the key players, structure and information flow in
the network than using the traditional social networks where
only persons and relations are present.
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