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1. Introduction

In today’s international peace-keeping and peace-enforcing missions, the “adversary”
is normally a multi-faceted loosely-coupled combination of well-armed soldiers, irregular
forces, criminals, civilian groups and other entities, using various types of vehicles and
low or high-level technical equipment. These actors interact with sometimes hidden and
non-correlated agendas, and collaborate if they judge it to be supporting their specific
goals. In order to support the mission goals, our troops sometimes have to counter-act
their objectives; this will make them regard us as an enemy. They try to find our
weaknesses in unconventional ways, and often use technically primitive weapons. Due to
their loose organization, they are very difficult to regard as a physically well-defined
adversary. All of this, taken together, forms what has come to be known as an
asymmetric threat.

Even if we still have to be ready for facing a “classical” military adversary with its
arms, vehicles, sensors etc, the “normal picture” in international missions is often
dominated by asymmetric threats. Intelligence information gathered during a mission
under such threats can often be disparate and difficult to use for understanding what
could be going on. Some pieces of information can be more usable than others when
trying to figure out what possible goals the enemies have. Some other pieces of
information tend to indicate that some type of event could be going on, and sometimes
the combination of several obtained pieces of information makes some specific course of
action much more plausible. Efficient tools that make it easier to reason about possible
future events can give us time to counteract undesired events.

In this report we present two prototype softwares, recently developed at FOI,
designed to show how incoming (sensor and HUMINT) reports could be:

Used to test hypotheses about the intent of the adversary (Capabilities-based force
aggregation)

Interpreted as so-called Indicators to have influence on hypotheses about future
events and courses of action (Impact Matrix)

The technical level in the presentation of the two tools is intentionally kept as low as
possible. For more technical details, the reader is referred to [13, 14, 12] as well as the
final report of the project, scheduled for publication in December. This publication will
alsg contain more details about the demonstration performed in Enkdping on September
20" 2006.

1.1. Capabilities-based force aggregation

Here, we want to show a method on how to interpret incoming reports about an
adversary in order to test different hypotheses concerning its intent. From observations
and processed intelligence on what resources it seems to have (weapons, vehicles, other
equipment), we try to assess what combined capability it would obtain in the current
scenario context if it, within a certain geographical region, groups together its different
resources in different ways. These capabilities are then matched against the weaknesses
of ourselves and “protection objects” that we are tasked with protecting. The user can
look at such a protection object (e.g., a hospital or refugee camp), and get estimations of
the likelihood that the enemy will attack it.

1.2. Impact Matrix

The Impact matrix (IM) is a tool that allows user to analyse the probability for
example an event or action to take place and the impact of that event or action on their
operation. It was used in the “Demo 06 Var” demonstrations at FM Ledsyst UtvC in
Enko6ping and is briefly described in [8].
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The IM has been used for many years in the private and public as a tool for
environmental scanning and risk assessment. The IM can be used for many different
applications, including

e Risk analysis
e SWOT analysis (strength-weaknesses-opportunities-threats analysis)
e Pattern recognition

H= High
M=Medium
L=Low

Prohability

Figure 1. Example of an impact matrix.

In general, the IM can present both threats and opportunities. The IM can also help
the user to make sense of incoming reports by associating the reports with the events or
actions in the matrix. The events and/or actions in the thus IM serve as “labels” for
clusters of events or actions relevant to the desired End-state of the operation. A report
often does not make sense alone and without context; the IM is one way of providing the
operators with a context within which to understand it.

The hypotesis is that the IM can help to detect and identify a “window of
opportunity” when it occurs in the real world, that is in the field, air or at sea. The same
thing goes for incoming threats to the desired end-state that have to be dealt with. In an
Effects Based Approach to Operations (EBAO) context, we believe that the IM will be a
product of the EBP (Effects Based Planning) process and used in the EBE (Effects Based
Execution) process.

In the concept demonstrator presented here, we take the impact matrix one step
further by including a semi-automatic coupling to real world events that change the
probability that an event is occurring or will occur in the near future. This is done by
coupling incoming HUMINT reports to indicators [9, 10], that give a high-level
description of what they are about. Indicators, as used in this prototype, could be
compared to tags as used in a wiki or collaborative database to mark things.

Indicators are via a so-called Bayesian network linked to hypotheses about the
realization of events; that is, the indicators put together give different probabilities that a
certain event will happen. When the probability of an event changes, it is indicated in the
matrix by changing the colour of the event. Thus, by looking at the matrix, it is possible
for the user to immediately spot events that are happening right now, leading to increased
situational awareness.
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A tool like this is mainly intended to be used in the JOC' to keep track of what the
different pieces of situational information received so far reasonably could say about the
future. Thus it is, in short, a tool to help the JOC staff to, using available information,
reason about different hypotheses on future events. In the JOC, the situation is analysed
at the operational level. The tool can here help the staff to analyse how information of
different character — from battle-technical to strategic — can be “aligned” and put into the
operational context, making it easier for the staff to make predictions.

A current limitation in our tool is that it does not handle conditional probabilities, i.e.
if an event A happens, how will that influence the probability that some other events will
happen. Also, it will not flag that events can be mutually exclusive or conflicting. A
development of the tool toward a full “cross-impact analysis” would therefore be
preferred.

1.3. Connection to models of decision making

The impact matrix can, we believe, be a very useful way of presenting information of
various kinds to the user. We also believe that it will be fruitful to connect it to the so-
called BK-model [7], which shows how decision makers work according to theories from
Brehmer [2] and Dérner [4], figure 2. This is a model of conditions for good decision-
making and it is intended to describe the conditions on an operative level, preconditions
and working method.

The preconditions are: there must be a goal, the current system state must be
observable, it must be possible to influence the system by taking action, and there must
be a model of the system.

The ingredients of the working method are working systematically, gathering
information, evaluating hypotheses, taking an interest in causality, and engaging in self-
reflection. At what time preconditions and working method occur during an event

depends on the specific task and function.

GATHER
INFORMATION
\ / v /
PRECONDITIONS WORKING
METHOD

IS

Figure 2. The BK-model, conditions for good decision-making in an operative staff.

N

Joint Operations Centre



FOI-R—2052--SE

Johansson and Kylesten [5] used the BK model when analysing interviews of officers
with abroad mission experience trying to describe extraordinary events along a timeline.
Knowledge of decision points, working methods and tools used during the described
event was part of the aim with the study. Furthermore the results can be used to find out
which type of information that different functions need during decison making.

This could be done by studying the same extraordinary event from different
functions through interviews. In [5] it was above all the factors observability and gather
information which were analysed. The method used, i.e. interviews focusing on an event
describing different functions requirements of observability and information gathering,
have been discussed further and it seems to be possible to integrate this way of describing
an event with the use of the Impact matrix.

Figure 3 below shows how the decisions at different levels could be visualized. The
figure shows a series of “actions” that are performed at different levels in the command
and control structure of our forces. The indication that is first noted at the company level
influences the decisions that are later taken at the battalion level. In the figure shows, all
actions are assumed to be related. In order to provide the commanders with situational
awareness regarding the information load that various C&C levels are currently acting
under, it would be useful to display a similar visualization where all the actions (i.e.,
classifying an observation as being an indicator of a specific event and handling this
event) are shown.

Actions that belong to different events would in this figure be color-coded, so that
they could be distinguished from each other. By looking at such a figure, the commanders
can get a quick estimate of the work-loads at different levels, and they can also see if
there are a number of observations that are handled at lower-levels but do not reach the
higher levels. An interesting speculation is that this kind of information could be used as
an additional “higher-order” indicator that something out of the ordinary might be taking
place.

Function
A
Battallion -
w
Company
Platoon
Staff
| N

Time

Figur 3. Situations described from several functions. The figure shows the command levels at which
different events (indicators, decisions) occur.

2. Scenario

To test our developed softwares, we needed a scenario of peace-keeping or peace-
enforcing character. The so-called “Bogaland” scenario was developed by the Swedish
Armed Forces to be used at the “Demo 05 Host” and “Demo 06 Var” demonstrations at
FM Ledsyst UtvC in Enkoping, as well as during the “Viking 05 exercise. We studied
this scenario, but it was not followed by us in detail, rather the scenario was used as an
inspiration. The scenario contained too few detailed intelligence reports on what could
reasonably have been observed in such a mission. Therefore, with this scenario in mind,
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we invented reports that could typically be generated from observations, and received
from other channels such as news or allied troops.

We focused on the “South-Mida” part of Bogaland, and Norrkdping as the main town
in the imagined Swedish (or future NBG?) AOR’. For the Capabilities-based force
aggregation part of the program, we generated a number of possible resources and
capabilities as well as corresponding weaknesses for protection-objects.

Concerning the Impact Matrix software, a set of 64 reports constituting “typical”
reports in such a scenario was generated. The reports had various depth in detail and
tactical “level” ranging from pure observations such at “X and Y was seen having a
meeting at corner Z to general news such as “The Bogaland legal government in
Stockholm has decided to...”. For the demonstration, a subset of these reports was used.
We also generated a list of events that could happen and the indicators that are associated
with them, as well as the Bayesian networks needed to link the indicators to the events.
The connection between observations and indicators was done manually, using a separate
program. In the future, it would be interesting to investigate how this could be done semi-
automatically.

As mentioned in the introduction, the scenario will be presented in more detail in the
final report of the project. We did not aim at complete realism in the reports or the
networks that link indicators to event. Instead, we tried to make them realistic enough
that the concept that we are trying to demonstrate is made clear.

3. Capabilities-based classification

In operations other than war, we face many different kinds of opponents: clans,
gangs, terrorists, guerillas and militias. Most of these opponents do not have a detailed
organizational structure, and can hence not be analysed and described using standard
military hierarchical doctrines for units. Thus, methods previously developed for force
aggregation do not work.

One important application of information fusion is the ability to reduce the amount of
information that is displayed on a situation map. In traditional warfare-situations, this is
done by repeated applications of an aggregation module [1, 11]. Aggregation consists of
two steps. First, observed objects are clustered into groups that belong together. Then, an
appropriate label is determined for each group. The first step in constructing a situation
picture consists of doing this for reports, which are clustered into vehicles; the reports
that refer to the same object are then used to determine the type of vehicle. If the
reduction in information displayed is not sufficient, aggregation is performed once again,
by first grouping vehicles that are in the same platoon together and then classifying the
type of the platoon. The process can continue indefinitely, as long as we have sufficient
background information so that it is meaningful to introduce yet another layer of
abstraction.

Since these methods rely heavily on the presence of rigid templates that describe what
organizational principles an enemy force follows, they are mostly useless in the
asymmetric situations facing us today. There is thus a need for developing methods that
make less use of a priori doctrinal knowledge.

Here we deal with two issues: how can we classify a group of objects or persons if we
do not know anything about the possible force structure of the enemy, or even if the
enemy even has a force structure?

The approach to solving this problem which we have chosen is to look at what the
commander intends to use the situation picture for. In most cases, commanders are
interested in being able to act pro-actively. To be able to do this, they need both a current

2
3

Nordic Battle Group
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situation picture and the ability to predict what goals the enemy has. How does an
experienced commander determine what their opponent's goals are? One way is to look at
what capabilities the enemy has. In the same way that the capability of our forces to
achieve their desired effects is constrained by our resources and current geographical
position, the enemy can only achieve those goals for which it has the necessary resources.
By determining the capabilities that the enemy has and comparing these to lists of
weaknesses of protection objects, it is possible for the commander to get an estimate of
the threat or risk level for different protection objects. This knowledge can be used by the
commander to act proactively and try to prevent the adversary from reaching their
objectives.

€ Analyze 200601251500 [BES

Sl Ecit Scanaro View havigate Sourte Buid Run CVS Tms Window belp

)

x| [repotsanl x5 mdnen_<| G Bogabndris * @
Pu by A @ & B Prath v Belect
an s

L ] o emc | wow peetons wnm o s

! Northland

Southland

Figure 4. This figure shows the interface to the capabilities-based classification program.

Figure 4 shows our first prototype. On the map of Bogaland several protection
objects are shown. These are objects or areas that we have reason to believe that the
enemy wants to damage. We also show known groups of enemies, labeled Crowd A, B
and C in the figure.

For each protection object, it is possible to indicate what weaknesses it has. The
weaknesses are given as a list of capabilities that could be used to damage the protection
object. Since it is possible to do damage in several different ways, the weaknesses are
given as a boolean formula in disjunctive normal form, i.e., on the form “(A and B) or
(C)...”. These lists of weaknesses are assumed to be input by the human operator.

The interface also shows the groups of people that have been observed. Reports on
such groups are assumed to come from the sensor systems or from human observers.
Since it might be difficult to determine resources and capabilities automatically, we
believe that observations by humans will be the most important input to the program for
the foreseeable future.

11
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Figure 5. This figure shown the resources that belong to an observed group.

The resources and capabilities of these groups are shown in figure 5. Note that it is
resources (e.g., jeeps, bazookas, chemical substances) that can be observed. These are
then mapped into capabilities by using a lookup-table. A real system would use a
sophisticated ontology-based database to do this transformation.

Each protection object also shows the threats that are posed against it. This is shown
in figure 6 below. For each combination of observed enemy groups, the threat level
which the combination poses on the protection object is calculated and shown.

£ Protection Object X

Basic | wesknesses || Ireats!|

| Crowd Threat
|crowd_a 0s
|crowd_€ 0s
(Erowd_ + Crowd_C o
(Crowd B 0o
(Crowd_A + Crowd_B 0s
(Crowd_C + Crowd_B 0s
(Crowd_A+ Crowd_C + Crowd B |10

Figure 6. This figure shows the treat levels for different combinations of observed groups for one of the
protection objects in the scenario used.

These threat levels are determined by calculating the intersections between the threat
capabilities of observed groups and the weaknesses of the protection object. Currently,
the total threat level is taken to be the maximum possible threat, in future work, it would
be interesting consider the threats against all the different weaknesses of the protection
object and weigh them together to form an aggregated threat.

The treat level is defined as

lw; NCy| |

w

where we denote the capabilities for an observed crowd by C.CC

threat = max;(

12
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The weakness of a protection object is defined as: Wy, = {wi,w,...}, where w; © C
This formula simply looks at the number of capabilities of the correct sort that the groups
contain. The calculation is performed both for all individual observed groups and for all
combinations of them. If a combination of two groups pose a high risk towards the
protection objects, it might be necessary for the commander to determine whether they
are likely to meet or not. To help in doing this, the program contains a submodule that
makes it possible to estimate the likelihood that they will meet at a specified place. The
calculation done to do this is very simple: the program simply calculates the time needed
for the two groups to travel to the place

By looking at the lists of threats against different protection objects, the user can gain
increased situational awareness and understand what the enemy might be up to. We think
that a software such as this is most likely to be used at lower levels, possible company or
battalion staffs.

4. “Impactorium” —The Impact Matrix Program

The Impact matrix is a tool aimed at increasing the situational awareness in the JOC
by offering a list of possible explanations to incoming observations from the field. It also
enables the planning staff of the FHQ to structure their threat assessment and pass it over
to the execution staff (the JOC).

As described in the introduction, the Impact matrix is used for structuring possible
future events based on how likely they are to occur and what the impact will be if they do
occur. In its simplest form, the matrix consists of four fields corresponding to {low
probability, low impact}, {low probability, high impact}, {high probability, low impact}
and {high probability, high impact}. For each event in the matrix, a number of indicators
are listed. The indicators are examples of observations that can be made which indicate
that a particular event is about to or already has occurred. Intelligence received during the
execution of a plan is manually mapped to events either directly or by comparing them to
the lists of indicators.

We have developed a computer program to facilitate the management of events and
indicators. The main idea is to speed up the process of transforming incoming
intelligence to an as good as possible situational awareness. The program helps the
analyst to keep track of the relations between indicators and events and to model the
relations in detail using , in the current version of the program, belief networks.

4.1. User Interface

The central view of the program interface is the Impact matrix itself with its four
fields with different values for event impact and likelihood. The interface, as shown in
figure 7 below, also displays a list of reports that belong to the currently selected event, a
description of the event and its indicator, a map where the locations (if there are any) of
the reports are shown, and a panel where more information about either an indicator or a
report can be shown. The colour of an event indicates the observed probability of it
happening; i.e., it increases when more indicators for that event have been observed. The
information given is also, when relevant, linked to more information in the MilWiki [3].

13
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Figure 7. An overview of the user interface of the impact matrix program.

4.2. Modeling events with belief networks

In order to automate some of the reasoning used in the impact matrix, we constructed
a program that semi-automatically links indicators to events, using belief networks.

Belief networks are used to model (causal) relationships between events. By
specifying which event depends on which, the number of parameters to consider when
determining the probabilities of a specific events to occur can be reduced. An event can
be described as a combination of a variable and its value. The event “the weather is
sunny” is composed by the variable “weather”, which can take numerous different values,
in this case “sunny”. Consider the following example with eight events -- four variables
that each can take two values:

Variable Value
Weather Sunny
Rainy
Water temperature < 15 degrees Celsius
>15 degrees Celsius
Gasoline price Expensive
Cheap
Peter goes swimming True
False

If we are interested in knowing the probability that Peter goes swimming, we might
suspect that we can get some help from knowing what type of weather it is and how
warm the water is. As we also know that Peter lives right by the sea, knowing the price
on gasoline will tell us nothing. We model this information in the following belief
network (we leave out the gasoline price):

14
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Weather ater_temperature

Peter_goes_swimming

The values of “Weather” and “Water temperature” are indicators for the event that
Peter goes swimming. It is reasonable to believe that if the weather is sunny and the
water temperature is above 15 degrees Celsius, the chance that Peter will take a swim is
the highest. If either of the indicators changes value, the probability will decrease
dramatically. If it rains or it is cold in the water, Peter will most likely not take a swim.
This is the typical behavior of an AND-node — all indicators must point towards the same
event to give effect.

A different situation occurs in the following scenario: A burglary alarm system has
two types of sensor systems that each can trigger its own alarm, an infrared motion
detector system and a magnetic contact sensors system for all windows and doors. If
either of the alarm systems gives an alert we are quite sure that there is an ongoing
burglary. If both systems trigger we are even more sure. This is the behavior of an OR-
node — one indicator is enough to give a significant effect, but additional indicators raise
the effect even more.

Motion_detector agnetic_contact_detector

Burglary

In our program, it is possible to choose if an event should rely on the OR-principle or
the AND-principle (known as the Noisy-Or and Noisy-And models). It is also possible to
set the strength of each indicator’s influence on the event. 8 shows an example parameter
setting. If the motion detector triggers alone there is a chance of 80 % that there is a
burglary. The magnetic contact detector is more accurate and yields a chance of 90 %. If
both alarms trigger simultaneously the chance for the burglary event will be 98 %"*.

4 According to the Noisy-Or formula: 1 — (1-0.8)*(1-0.9) = 0.98.
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=2 £ il F e ilo) ﬂ1
{+ Moisy-Or £ Moisy-And
Mation_detector true J a0
Magnetic_cortact detector  true J an
[ Apply ] ’ Dismizs

Figure 8. Example parameters for the Burglary event.

If there are reasons to believe both detector systems have to trigger when there is an
ongoing burglary, we could have used the Noisy-And model. In that case, with the same
parameters the corresponding probabilities for a burglary would have been 8 % if the
motion detector triggers alone, 18 % if the magnetic contact detector triggers alone, and
72 % if both trigger’.

Our program allows the user to directly edit the network that connects the indicators
to an event, as shown in figure 9.

£ Editing Utlindskt vapenstad (dat o =]}

Mode =
Create
hiowve
Delete

Buery Obs_utlindska_vape

Ohserve... \ Vapenbeslag_grins
Ecit Mode Ekonomiska_transaktioner_utland-" Q
Edit ariable. . ~ . i / _~Politiskt_utsp
Ediit Function Y
.,

Metwsork

vt "\ /

Ecit Netwrark "
—_— Mofiv
o s | Evidens

Utiandskt_v apenstdd

-

4 | »

Figure 9. This figure shows how it is possible to edit the network that connects the indicators to the event.
Note the use of several layers in the network (the or-node “Evidens” is introduced as a help for the user that
is modeling the event).

This would most likely occur in the planning or intelligence sections of the FHQ.
The user interface is shown again in figure 10 below. The impact matrix is shown at
the top left of the interface. To the right of this there is a display panel that shows reports

> According to the Noisy-And formulas: 0.8*(1-0.9)=0.08, 0.9*%(1-0.8)=0.18, and 0.8*0.9=0.72.
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belonging to the selected events. There is also a map area and a section where more
detailed information about a report can be shown. Below the impact matrix, it is possible

to view more detailed information about selected events.

laix
12:19 Aug 30 Tillvaxands heskyddanerksamhst 3 events
12:27 Aug 30  Dr Frediik Fredriksson vill samarbeta No events
@ Narkotikasmuggling ® Bombdd 12:34 Aug 30 | Uppviglingstarsok 3 events
12:37 Aug 30  Brinnande déck No events )
@ Narkotikasmuggling @ Upplopp {
12:17 Aug 30 Uphittad vapengémma No events {
@ Vapensmuggling @ Demonstration Wredskiklint 12:00 Aug 30 | Stora mangdsr bransls hittat No events
N/ANA NIA No events
W Show all reports
1520000 fisz0000 fi5a0000 ‘H
Fredsprocessen fallerar - L . . =
- . & P i
@ Gisslantagande LER L
@ Trafficking ® Hamnattentat J
@ Utlandskt vapenstod e
2,
® Westland intervenerar
> l_I
Remove Evert ) Creste Mew Event | D Automep _Iﬁ

12:19 Aug 30 Tillvdxande heskyddarverksamhet

Humint Beskyddarverksamhet verkar véxa till kraftigt | Indicators
enviss del av staden. Folk vigar inte géra
anmalningartill polisen (anses korrupt

+ Organiserad brotslighet

Events

*Narkatikasmuggling
=Natkotikasmuggling
-Gisslantagande
“Trafficking

45
Mo 45 data in this report

Figure 10. The user interface of the “impactorium” program, shown for a situation where a number of
indicators have been observed. Note that the calculated probability that “fredsprocessen fallerar” is rather
high.

5. Summary

The described programs are examples of how information could be handled in order
to assess the intent of the adversary, as well as from available information try to
hypothesize about future events on an operational level.

The Capabilities-based force aggregation tool can be used to match the known
weaknesses of protection objects with the observed capabilities of enemy groups. This
helps commanders plan what their actions should be.

The Impact Matrix tool does not try to be “smart”. It has been designed to be a help in
keeping track of which available information could be linked to potential future events.
There has to be a well skilled person that can identify what indicator(s) a received piece
of information or intelligence actually contain. Furthermore, the design of the Bayesian
network, and the estimation of the weights in the network is another manual process. The
knowledge of an expert should ideally be implemented as the structure and weights in the
network. It is vital that the person that is the knowledge source has a good knowledge of
what indicators are typically more or less important precursors for a specific event to
happen. The network should be enough developed before the mission starts by
implementing “common sense” in it, as well as knowledge that is normally valid for most
types of missions. But few knowledge bases are perfect or complete. During the ongoing
mission, the structure and weights of the network could be changed in order to correct
form new knowledge collected. That is; if unknown relations between indicators and
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events emerges [9, 10], this should be reflected in an updated network. A tool that helps
the expert in updating the network with new knowledge should be a natural extra
component to our example tool, but has not yet been designed.
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