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Introduction

DEMASST is the phase Il (road-mapping) study of the Mass transport security programme
funded under FP7-SEC.

Due to problems regarding the security scrutiny DEMASST started quite late — in January
2009. With an earlier start-date the study could by now have been almost completed. In the
present situation instead DEMASST strives to inform phase Il as it evolves. While the disad-
vantages of such delay are obvious, arguably there is also an advantage in that the issue will
be higher on the agenda, hopefully meaning an increased interest of stakeholders to engage in
conversation on Mass transport security Research, Development and Innovation (RDI). And
despite the very considerable internal resources of the DEMASST consortium, learning from
others is key to success.

DEMASST therefore strives to provide input useful to

= EC and MS for the various steps of the phase 1l work — from call text preparation to nego-
tiation — and perhaps project review

= prospective phase Il consortia (most deliverables and workshops public)

= to the selected phase Il project(s)

= to the wider mass transport security community, e.g. in the form of identifying “low-
hanging fruit”, i.e. improvements possible to implement even without demo activities, as
well as guidance for research also in areas to immature to now include in demo activities.

Having said it should also be said that the DEMASST member organisations are not neutral
with regard to phase 11, they are most certainly interested in bidding. Therefore it is important
to work with public deliverables and open workshops whenever possible, and to involve a
wide range of stakeholders via workshops and interviews. Also, the interest of DEMASST
partners does not end with the current FP7 demonstration programme. If this programme does
not help in creating an enhanced European security innovation system — in mass transport and
for most partners also quite generally — the work will have been wasted from the strategic
point-of-view despite the EU funding possibly received. Hence, DEMASST’s prime concern
is helping to define a model for sustained security system innovation. For this it is of utmost
importance to have a successful demo programme in mass transport security. Who gets to do
what in that programme is a lesser concern.

The present paper was prepared in a short period of time based on the expertise of the consor-
tium and a few invited experts at workshops." In a form slightly updated, based in particular
on the Berlin workshop and more extensively developing the societal context and implemen-
tation issues, the present material will be published as D6.1 in April. It will then be more sys-
tematically elaborated throughout DEMASST, as indicated by Figure 1, to appear as the final
roadmap at the end of the project.

! See WD6.2 for a brief survey of relevant resources available on Internet.

& Experimentation for Mass Transport Security
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Focus of the FP7 Security of mass transportation programme

This chapter discusses, following rather closely the Commission “non-paper” on security of
mass transportation,? focus of the programme in the following respects:

= What should be included under mass transportation?

= What kind of threats (or wider insecurities) should be considered?

»  What specific (types of) mass transportation systems should be considered?

Principal focus according to the “non-paper”

The “non-paper” squarely identifies the focus of the demo programme as “urban public trans-
port security” and “transport of people in urban areas”. A number of compelling arguments
are provided:
A. Other aspects of (system-of-system) transport security are covered by other FP7-SEC
work like the planned DP “Logistic and supply chain security” for freight and the IP
topic on Airport security called in 2008.
B. Urban public transport is in line with the definition of “mass transportation” used in
other EU work.
C. Political priority is on urban transport security in the wake of the Madrid and London
bombings
D. Insufficient relevant research so far:

- In particular the volumes of passengers are orders of magnitude greater in ur-
ban transport than for major airport,® hence rendering direct “solutions trans-
fer” from the latter, more researched domain infeasible.

E. European dimension by virtue of the similarity of problems across big cities in Europe
and hence a potentially very important EU-wide market.

Discussion of principal focus

First it should be noticed that the type of transport where most security investments are made is air. As
commented above the much smaller transport flows there — as well as the naturally much fewer access
points and the higher traveller acceptability of delays due to less frequent trips — make it difficult to
directly transfer solutions from air to urban transport. Selecting air transport security as focus would
render a very different project than with urban transport, even though some security characteristics are
akin (compared to other walks of life also air transport deals with very big streams of people).

In terms of societal functions the main role of public urban transport (or regional which is also taken to
be included) is daily commuting to work. Here public transport competes with (or complements) cars
—and of course with bicycles and walking. It could be argued that also these provide “mass transport”.
However, the overlaps in terms of threats and security solutions are limited and therefore possible to
handle as “add-ons” when necessary.

An aspect given some prominence in the “non-paper” is the role of cross-border transport in
ascertaining the European dimension of mass transport security beyond the market-making
aspect alluded to above. The existence of cross-border agglomerations like Strasbourg/Kehl

2 “Towards a Demonstration programme on Security of Mass Transportation,” DG ENT/H4, 21/01/09.
® London and Paris local transport have ca 7 bn passengers annually, Heathrow airport 68 mn.
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and Copenhagen/Malmg are mentioned, as well as the interchanges between long-distance —
sometimes cross-border — and urban transport. However, the volumes concerned are much
smaller than for non-cross-border, purely intra-regional transport and the difficulty in separat-
ing the cross-border related elements out render this an only supporting argument.

However, focusing on the intermodal interchanges where intra-regional and long-distance
transport — some of it cross-border — meet is sound in the sense of going for the hardest prob-
lems one can hope to solve, the solutions of which are likely to help solve also many easier
problems.

Other problems of urban transport compared to long distance are the many, hard-to-secure
access points and the high sensitivities to cost in systems with typically partial tax funding.

But, again, these major challenges also suggest the possibility of transferring successful urban
transport security solutions to other domains like air transport.

Demonstration projects

Integration projects

Figure 2. Relationship in principle between
the types of project in FP7-SEC (from work
programmes)

Capability
projects

A potentially more damaging problem becomes evident when confronting the claim of so far
insufficient relevant research with the definition of FP7-SEC demo programmes as originally
provided by the ESRAB report. The latter suggests a three-layered structure where capabili-
ties are integrated into system solutions, which in turn are integrated into system-of-systems
solutions in the demo programmes (cf. Figure 2). However, the integration projects in charge
of achieving the first level of integration are lacking in the mass transport domain. Such inte-
gration can of course have taken place already in other European and national research pro-
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grammes. This is surely also the case to some degree, but if the claim of insufficient research
and the statement that *“current projects are narrow and technically oriented” are correct, it
must be assumed that the Mass transport demo programme will also have to achieve
much of the intermediate level integration tasks. In fact, if the ESRAB model is taken lit-
erally, mass transport may even be too immature an area for a demo programme.

Threat analysis

The key security relevance of mass transportation is two-fold:

= Mass transportation systems, particularly under rush-hour conditions, are characterised
by very high densities of people, otherwise only to be found in major events like foot-
ball matches. The latter type of events also constitute another major security challenge
for mass transportation systems, with different passenger behaviour patterns than for
commuting. These two situations suggest that accidents as well as attacks by, e.g., ter-
rorists in mass transportation systems have the potential to create very major casual-
ties.

= Mass transportation systems — together with private commuter transport — are a critical
infrastructure for employees to get to their workplaces, meetings, etc. Even though
disturbances to this function do not create danger of life and limb as would be the
case, e.g., for water supply, the economic consequences are very large.

A remark here is that while a major attack on travellers is likely also to cause infrastructural
service dysfunctions — not least due to scare and suspicion of new attacks — the possibility of
causing major economic impact without harming people may render purely technical disrup-
tion attacks (e.g. cyber) an attractive option for activists interested in maximising economic
fallout while minimising human casualties.

Starting with the first bullet, the situation with suspect suicide bombers — i.e. person-borne
IEDs”* (PB-1ED) — in or closing in on a big urban transport hub, can in many respects be seen
as the worst-case challenge of the mass-transportation area. Spreading of lethal CB agents is
another very challenging scenario.

Scenarios like these will have to be treated in any serious mass transportation security demo
programme, at least as long as they are seen as politically plausible.

Therefore it is important to include response handling of terrorism at all phases of an antago-
nistic threat in the mass transport security demonstration. The possibilities for early detection
as well as the means by which authorities can get an accurate situation picture during the
event must be tested. For police investigations, an equally important part is the forensic inves-
tigations that take place after an event in order to determine who was responsible for the at-
tack.

It is also important to test the extent to which the mass transportation system is robust against
multiple, near-simultaneous attacks against it as well as the extent to which some of these

* Improvised explosive devices.
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threats can be detected early, for example during or afterwards reconnaissance by the terror-
ists at the scene.

However, focusing only on this type of worst challenge is not a good approach. First it is sug-
gested already by the above observation that mass transport has characteristics making it at-
tractive both for the human casualties maximising (first bullet) and for the human casualties
minimising/economic impact maximising (second bullet) types of threat actor. Further, mass
transportation systems are the locus of a whole range of other hazards, including fire, spread-
ing of disease, theft, assault, gang-fights, vandalism, etc., which are of great concern to many
passengers and therefore an impediment to public transport fully realising its market potential.

In addition high-end security solutions are, simply said, easier to sell if they can also — at least
partly — be applied to a wide range of lower-end security and safety problems. From this per-
spective, focusing only on the worst case scenario is seldom a good approach in security Re-
search, Development and Innovation (RDI) activities. The optimal solution for the worst case
is very seldom either completely irrelevant or perfectly applicable for other threat scenarios.
Hence high-end security solutions can add value by also being applicable to a wide range of
lower-end security and safety problems, but this typically requires some further attributes of
the solution. Therefore a system-of-systems approach — or differently put a modular ap-
proach — is particularly fruitful in this regard, where different systems may take on somewhat
different roles for different types of challenge, and where the combined effect may differ dra-
matically.

It is also worth noticing that this economies of scope® perspective is applicable not only to the
build-up of systems but also to the operational side. An all hazards approach here avoids con-
tingencies falling between chairs or getting fouled up in processes of transfer of responsibil-
ity. Also, having continuously to deal with real contingencies is good from an operators’
training and readiness point-of-view.

Defining threat focus: An all hazards approach including catastrophic
terrorism and represented by a few carefully selected scenarios

Based on the above there are strong arguments for the mass transportation demo taking an all
hazards approach including the worst types of threat scenarios but also a wide range of lower-
order contingencies.

This does, however, not mean that “all” threat scenarios (whatever that would mean), or even
very many, need to be played out in real exercises. Instead a small sample, but sufficiently
representative of a much wider set of scenarios to allow generalising of results, must be se-
lected.

DEMASST includes development of a threat data base with a parameterised threat model to
allow systematic navigation and the identification of representative subsets of the whole threat

> While the more standard concept “economies of scale” focuses on the gains from making a larger number of
the same item, “economies of scope” is about the gains from coordinating the making of different types of items,
having some similarities.
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space. It is also discussed in what follows how Modelling & Simulation resources are needed
to help in generalising results.

Target mass transportation systems: A broad range of urban transport
but focusing on rail in megacities

The focus on urban public transport in big European cities is already discussed above. The
“non-paper” then goes on to further consider a “virtual mid size/large” city, representative of
a broad range of such cities, at the expense of the few megacities (over 10 mn inhabitants).

This is problematic first of all because the potential for really catastrophic direct effects of
terrorist attacks is the greatest in a major hub in a megacity.

Further all types of disruptions will have the most far-reaching effects on people and econo-
mies if in a megacity. In smaller urban areas the margins are wider and it is much more do-
able for people to substitute car, bike, or walking for a troubled urban transport system.

Analogously as for threats this does in no way imply that medium sized cities should be ne-
glected. Non-terrorist threats are equally likely to hit these. And, whereas perpetrators of
catastrophic terrorism will prefer megacities as more symbolic targets, a high security level
there but not elsewhere may induce target substitution.

With a sufficiently generic methodological approach, utilising Modelling & Simulation as
will be outlined in what follows, it should also be possible to generalise results well beyond
the specific locations of experiments and demos. For example, even if megacities are of par-
ticular importance this does not imply that the actual experimentation has to take place in
such cities. In fact smaller cities are likely to provide more tractable demo platforms. This
said it is important to be aware of differences between systems that may require testing in
different environments, to make sure that solutions are usable for different cities (an example
of different environments is that the distance between stations in underground train systems
can vary significantly between different systems).
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System-of-systems architecture

This chapter presents the systems that will subsequently be the level of analysis in this paper.
We see the mass transport security system-of-systems as consisting of two types of system:

= the “normal” operational systems

= the dedicated security systems.

The ensuing security is obviously a combined effect of operational and security systems, and
both types therefore need to be considered in the demo programme.

The systems being used here are defined so as to be quite abstract and generic. Many, if not
all, must in a more detailed analysis themselves be understood as systems-of-systems. How-
ever, for this preliminary work we have found this level of abstraction the appropriate one.

Operational systems — definition and analysis

In line with its principal focus, the “non-paper” identifies the following modes as included in
Public Urban Transport:
= Metro
= Tram
= Short distance regional rail transport (e.g. RER-Paris and the S-Bahn — as used in
some German cities)
= City busses.

This list is entirely adequate with one addition of relevance to many, albeit far from all, Euro-
pean big cities:
= Intraregional ferries and waterbuses.

These modes of urban transport all have their infrastructures such as tunnels and bridges, as
well as the traffic controlling and regulating systems. Some of these are shared with private
cars — and for that matter with freight vehicles.

Intermodal interchanges — neuralgic nodes — have already been identified as a key type of
infrastructure from a security point-of-view. This is true both because of high passenger den-
sities making them likely targets for all kinds of passenger-related problems, and because of
their importance as key nodes in the transport network. A major problem in a major hub will
affect also those passengers who need to pass it. A major interchange is a complex system in
its own right. What is of particular interest here is how passengers flow through the inter-
change.

Parking areas and repair shops for vehicles constitute a system that can be of interest for at-

tackers wanting to plant bombs or other devices for release of dangerous substances, or sabo-
tage vehicles to disrupt traffic.

10
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IT and communication systems are in today’s world always necessary to consider in security
work. This includes both the ICT systems required for the operation and control of the above
— sometimes referred to as SCADA,® and the passenger information systems.

Passenger information systems must today be seen as falling into two categories — the
system-to-customer systems and the peer-to-peer systems.

From a security point-of-view the former could enable cyber attacks on the SCADA systems
(when traffic information is transferred from the SCADA systems to the passenger info sys-
tems, there may be back-doors from passenger information to SCADA systems).

The peer-to-peer passenger information systems (which of course are generic mobile commu-
nication applications that become passenger information systems when people choose to input
information on urban transport systems in them; examples are sms text messages and microb-
logging such as twitter, not to mention innovations yet to come) could become a very major
driver of change in mass transport security. Both negatively by providing new ways for panic
to arise, for hooligans to swarm in on whatever target, or for terrorists to detect signs of coun-
termeasures being taken, and positively by providing new avenues for promoting constructive
traveller behaviour in difficult situations. As has been shown in recent history (terrorist at-
tacks in Mumbai), many details about ongoing catastrophic events will be micro-blogged
about in real-time. It is important to investigate how this information could be used to en-
hance the situation picture of responders. It is also important to determine how the ability of
passengers to communicate with each-other can influence their behaviour during an incident.

More systematically we can identify the following levels and systems from the operational
side:

A. The whole urban/intra-regional transport system including also private means of
transport inasmuch as there are opportunities for substitution between private and pub-
lic transport (network level)

The major interchanges (typically intermodal), which are passed by both many pas-
sengers and many transport platforms on different lines

Passenger information systems (system-to-customer and peer-to-peer, cf. above)

Lines and roads including smaller stations and other entry points, tunnels, bridges, etc.
Vehicles/transport platforms

Vehicle parking areas, repair and maintenance shops, etc.

Technical support systems (control, power supply, ventilation, etc.) including SCADA
systems.

W

ouiulele

Security systems — definition and analysis

As the relevant operational systems were analysed in the previous section, it is also necessary
to discern the relevant security systems, which together with the operational systems will
build up system-of-systems solutions. A list from the “non-paper” can be of some assistance
here even though it is not made for exactly this purpose:

¢ Supervisory Control And Data Acquisition

11
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1. Security systems designed to meet specific requirements for mass transportation net-
works, transfer nodes and platform interiors;

2. Interoperability of different security systems managed by different operators and/or
between different EU countries;

3. Comprehensive threat detection systems fusing data across diverse and distributed
networks and analysing threats via spatial/pattern recognition techniques. Detecting,
tracking and tracing individuals, crowds and objects within, and across, transport sys-
tems, while respecting the personal integrity of individuals;

4. Post-event situation analysis systems capable of rapidly accessing and piecing together
different multi-media and digital data to re-enact a sequence of event;

5. Common operational picture integrating and displaying data from a diverse set of
sources on optimised man machine interfaces utilising intelligence based alarm man-
agement;

6. Neutralisation and containment systems for attack avoidance, suppression or nullifica-
tion.

7. Appropriateness of security measures with respect to given legal, cultural and societal
environment.

Note first that items 1, 2 and 7 are not about specific security systems, but rather cross-cutting
issues of great relevance.

In what follows items 4 and 6 will be subdivided into multiple elements.

Of these preventive and early intervention deserves special attention. What we have in
mind here is intervention before many passengers have noticed a potential attack. This can
mean preventive intervention against a suspect PB-1ED or quick reaction after suspect release
of a B agent or in case of fire.

Item 3, comprehensive threat detection systems, is of utmost importance to any innovative
mass transport security solution. The security systems must be able to use and exploit hetero-
geneous information from many different sources, ranging from sensors of different kinds
(e.g., image and video, signals and communication intelligence, CBRN detectors) to intelli-
gence information from databases and open source information collected from the web (cf.
below). This requires the development of adequate tools to integrate and fuse the information
from the different sources. Particular emphasis must be placed on how to correlate informa-
tion about the same entities/events from different sources, e.g. for tracking and tracing, and on
how to ensure that all information has the right quality markings (in terms of uncertainty and
other factors).

Item 5 is reformulated to risk-assessment based command and control, with common op-
erational picture playing a key role but also risk-assessment — the ability constantly to make
sound trade-offs between on the one hand passengers’ security and safety and on the other
their comfort and uninterrupted travelling in a setting where threat detection systems will
never be free of false alarms.

12
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The just mentioned problem also points to the importance of a system type absent in the “non-
paper”, viz. intelligence. Intelligence systems are external to mass transport per se, but good
understanding of the ability to get advance information on threats, threat agents, etc. is key to
the design of security solutions. Further, as alluded to above, “RED ALERT ALWAYS” sys-
tems don’t work in reality so some level of access to intelligence to guide risk-assessment is a
prerequisite for any security system aiming at proactively engaging high-level threats. Also
intelligence systems have a more hands-on role in supporting threat detection systems in rec-
ognising suspect individuals, substances, threat scenarios, etc.

Another system type added relative to the “non-paper” is post-incident intervention and
restoration of services. Damage assessment is an important part of post-incident handling.
The situation assessment systems should provide means to evaluate the extent of damages and
suggest the best ways of restoring services.

There are several important characteristics of emergencies including catastrophic terrorism
that, in particular, mass transport security command and control, threat detection, and intelli-
gence systems must be able to handle. Threats may not be isolated in time and space, but in-
stead manifest themselves in a sequence of events. Proper intelligence functions might help to
detect threats as early as possible. Such early threat detection should include both attempting
to discover signs of an immediate attack (on the scale of minutes or hours before the attack)
and intelligence investigations to detect earlier (e.g., detecting preparations or reconnaissance
before an attack). There will be many different pre-cursor events before an attack. Intelligence
and abnormal behaviour detection systems play an important part here. It is vitally important
that attempts are made to reduce the number of false alarms about attacks that are raised by
the security systems. A balance must be reached between the sensitivity of the system and
long-term consequences of too many false alarms.

The security systems have to be able to handle multiple attacks against the same or different
infrastructure systems. This makes it necessary to include a resource allocation part of the
command and control system.

During the attack, situation assessment systems must help the human decision-makers achieve
situation awareness in order to optimise the allocation of resources to save as many lives as
possible and restore service as soon as possible.

In most emergencies, several agencies will be involved. The demonstration programme must
take inter-agency questions regarding data sharing and shared responsibilities into account.
The issue of intelligence-sharing between governmental intelligence agencies and typically
private or municipal transport operators is a particularly complex issue.

During the emergency, appropriate systems for communication with other agencies and cus-
tomers must be in place. Systems for quickly finding relevant and scarce rescue-equipment
that might be shared between many agencies in Europe would be of interest (e.g., equipment
for rescue from long tunnels might be a shared resource among several European countries. In
an emergency, the nearest location of necessary materiel must be quickly established.).

13
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Special care must be taken on how to alert emergency personnel. An important aspect is how
to ensure that emergency personnel, who might be dependant on the damaged infrastructure in
order to get to their stations and equipment, are able to get to work.

Information that is given out to press and customers (also cf. above) must be appropriately
filtered. System-to-customer communication systems are vital in post-incident and restoration
of services phases. Here, it is necessary both to communicate information about what is hap-
pening to passengers in order to help them remain calm and to communicate the best ways
that passengers can help each-other in the emergency.

Summing up we operate with the following list of security systems:
H. Intelligence
I. Risk assessment-based command and control (cf. 5 above)
J. Comprehensive threat detection (3 above)
K. Preventive and early intervention, i.e. intervention before many passengers have no-
ticed a potential attack (part of 6 above)
Passive and automatic protection (part of 6 above)
. Cyber defence (part of 6 above)
Post-incident intervention and restoration of services
Forensics (contains elements of 4 above)
Learning and training (contains elements of 4 above).

vozIr

14
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System-of-systems development programme methodology

This chapter discusses in relatively generic terms — but in view of the problem at hand -
methodology for system-of-system integration. This question leads to a case for a Demonstra-
tion and Experimentation Programme, utilising by necessity a whole range of experimental
methods from experiments in real life through to fully computerised simulation.

Demonstration projects = demonstration activities

A system demonstration is arguably an exercise where something like a prototype of a system
is tested under real-world conditions and hopefully found to function satisfactorily. In the FP7
context Demonstration activities are defined as “activities designed to prove the viability of
new technologies that offer a potential economic advantage, but which cannot be commercial-
ised directly (e.g. testing of products such as prototypes).”

This means that a demonstration activity requires something that is already functioning in,
say, a laboratory setting, e.g. after a substantial amount of Framework Programme RTD ac-
tivities. Also note that RTD is potentially more advantageous than demonstration in terms of
EU financial contribution,” reflecting a demo being closer to market and hence having higher
commercial value. For this to be true of course also requires a commercial demand potential,
which may fail for structural reasons to exist for many security products, particularly for high-
end threats like terrorism.

Particularly considering the insufficient relevant research so far in the mass transport
security area (cf. above) it does not seem likely that a demonstration programme there
could consist to a particularly high degree of demonstration activities. In fact a more
fitting name would be ““system-of-systems integration project”. With that perspective it
is natural to expect that a so called demonstration project would consist of a lot of RTD
activities — more precisely system-of-system integration — leading up to a final demon-
stration campaign, just as one would expect in a CP or IP.

An explanation for the apparent fact that many seem to take for granted that a DP should be
predominantly demo activities may be that much of the system integration RTD work neces-
sary just like demonstration has to take place as experimentation in close contact with real
operational activities.

Hence we suggest Mass Transportation Security Demonstration and Experimentation
Programme (henceforth referred to as MTSDEP) as a more appropriate term for the so
called demo programme. In the following sections system-of-system demonstration and ex-
perimentation will be discussed in generic terms but with an eye to the specific mass transport
context.

This said it is necessary to appreciate the legitimate concern that a major R&D activity with
public funding will have to provide some proof of results compelling to a broad group of
stakeholders — and also to the public at large. However, knowledge accumulation and not

" A maximum of 75% under certain conditions as opposed to 50% for demonstration.
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propaganda should be the organising principle for a MTSDEP. Emphasising demonstration at
the expense of knowledge accumulating RTD experimentation one runs the risk of the “Po-
temkin village”, i.e. organising big and expensive events that absolutely have to look good
and therefore cannot really allow the risk levels optimal from the learning point-of-view.

System-of-systems demonstration and experimentation

There is no absolute demarcation between systems and systems-of-systems. It is, however,
obvious that the latter term is intended to capture a higher degree of systemic complexity, and
an operational definition might be that a system belongs to the “professional territory” of a
single (main) specialism while operation — not to mention development — of a system-of-
systems requires interdisciplinary integration across several specialities.

By virtue of being more complex per se a system-of-systems will typically also have a more
complex relation to external conditions than a single system. This follows from the simple
fact that different constituent systems will typically interact with different facets of the exter-
nal world.

Further, a system-of-systems is typically capable of handling a broader range of tasks than a
single system, even though this is not a logical necessity.? Above we have argued for an “all
hazards approach” — hence a very broad range of tasks — for the FP7 MTSDEP.

The inescapable — and typically multidimensional: internal, environmental, task-oriented —
complexity of systems-of-systems makes a naive approach to demonstration and experimenta-
tion defunct. The combinatorial complexity of possible combinations will produce an insur-
mountable volume of experimentation® work if one were to plough through it all.

Fortunately combining real world experimentation with computer simulation provides a re-
sponse to much of the complexities of systems-of-systems. In fact this is an approach applied
widely in today’s world. To take but one example, physical wind-tunnel experiments are to-
day used mainly to calibrate simulation models, and the bulk of aerodynamic experimentation
is hence done on computers — or, if one prefers Latin, in silico.

Exploiting the synergies from the full range of experimentation methods:
from “live” to in silico experimentation

In the previous section we saw one important reason for relying on computer simulation — or
rather on a combination of real world experimentation and simulation — viz. that computer
simulation allows a much faster work-pace in exploring possible combinations of conditions.

8 UK air defence as developed in the early WWII era is often cited as the first example of a system-of-systems of
the complexity discussed here, with antiaircraft artillery (AA), Spitfire fighters, radar sensors, and command and
control centres as the main constituent systems. This early example did, however, not have a particularly more
complex task structure than AA alone.

® Considering that demonstration can be seen as a special case of experimentation, we henceforth prefer the latter
term unless when it is necessary to make a distinction, e.g. due to FP7 type of activity regulations (cf. footnote
7).
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Robotics has its Three D’s for when to choose robots rather than human workers, viz. dirty,
dull and dangerous. As an adaptation of this list to the situation of choosing between com-
puter simulation and live experimentation we would suggest difficult, dull and dangerous.
Here difficult would stand for the needs of coordinating all the many aspects of a system-of-
system setting, and dull for the above-mentioned practical impossibility of going through the
very large number of relevant combinations that is often the case in a systems-of-systems set-
ting.

The third D, dangerous, in the MTSDEP context can represent danger of life and limb but
also the uncontainable and normally unacceptable knock-on effects of major delays in a trans-
port system experiment, as well as the negative psychological impacts likely to arise in pas-
sengers subjected to seemingly threatening situations. Also other ethical problems of experi-
mentation can be counted under this D. One strand of such problems is invasion of privacy
caused by various detection and identification systems. Another is the risk of panic if an ex-
periment causes passengers to believe that a real attack or other major incident is in the mak-

ing.

While the previous paragraph demonstrates that dangerous is another matter, typically to do
with ethical aspects, dull and difficult are both more or less the same as “expensive”. Hence,
at least theoretically, there is really a trade-off between the additional validity from real-world
over in silico experimentation vs. the additional cost. As the wind-tunnel example suggests
the result can well be a mixed strategy with some real-world experimentation and a lot of
computer simulation. (Even though the physical scale-model experimentation used in wind-
tunnels seems to be of less relevance to our current area of interest; nowadays in R&D, rail-
way models can so to say completely replace the model railways.)

As discussed above Modelling & Simulation also have an important role to play in transfer-
ring results to new types of threat and to new cities and regions.

Broadly speaking we suggest distinguishing between at least the following types of “experi-
ments” in the widest sense of the word:

1. “Live” experiments under conditions of ongoing real operations

2. Experiments in real operational setting but not under conditions of real operation (e.g.
experiments in a terminal not yet opened or closed over night)

3. Experiments in dedicated facilities emulating real operational settings (e.g. training fa-
cilities or decommissioned real facilities)

4. “System-in-the-loop” simulation test-beds; the traditional is hardware-in-the-loop but
the concept is here broadened also to allow systems to be, e.g., software-based cyber
defence

5. Man-in-the-loop simulation (including Virtual Reality applications); here humans are
included as decision-makers in an otherwise in silico setting

6. All computer simulation.
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In addition to experimentation types lower on the list being less costly and less ethically prob-
lematic and hence responding to problems of the difficult, dull and dangerous, they also allow
higher levels of experimental control.

There are also certain types of “non-experiments” that need to be considered in a MTSDEP
context:

Exploitation of “natural experiments” — not all phenomena are amenable to planned ex-
perimentation. Here observations from real operations are crucial, e.g., for calibrating models.
This is particularly true for abnormal situations, which could be representative of (aspects of)
threat scenarios being considered, and which would be forbiddingly dangerous to set-up as
live experiments. Another problem can be illustrated by way of example: potentially detection
of human anxiety could be a useful element in a security system. However, experimenting on
actors trying to play anxious would not be a credible approach to evaluating and developing
such detection systems. Another case in point is information fusion systems trying to recog-
nise threat scenarios; also here it would seem that work has to rely in large measure on real
cases rather than cases made up by the researchers themselves and therefore not necessarily
capturing, e.g., true terrorist logic.

“Discursive experiments” — theoretical physics has its thought experiments — in German
Gedankenexperimente — made famous by Einstein. Both in setting up and in analysing the
results of “real” experiments it is important with high-quality such “theoretical” work. How-
ever, whereas theoretical physics is traditionally the realm of the sole genius, system-of-
systems problems due to their interdisciplinary nature typically require effective group work.
Methods for this range from simple discussions on whiteboard over manual gaming and struc-
tured brainstorming exercises, through to sophisticated computer supported formats, which
link over to in silico experimentation.
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MTSDEP design and implementation

In this chapter we bring together the two previous ones by applying the System-of-systems
development programme methodology to the System-of-systems architecture

Criteria for programme design

A key question for MTSDEP design is whether to have a single phase Il project or many, per-
haps operating as some kind of federation.'® Another but related issue is whether to have
many or few experimentation platforms (maybe just one)?

In order to address these issues in a systematic way we discuss the following set of possible
criteria:

= Intensity and time criticality of information exchange between systems under real
security operations. Separating in the DEP systems for which this criterion is high
would be very problematic since that situation calls for continuous system integration
efforts.

=  “Experimentability” in real life. As discussed above not all systems are likely to be
available for real life experimentation. If system X has strong links to system Y but is
less “experimentable” (e.g. experiments on X can only be made in silico or in testbeds
whereas experimentation under conditions of real operations is possible on Y). This
will mean that the info exchange intensity realised in experimental work will be less
than under conditions of real security operations. This will in turn reduce the need for
close cooperation, perhaps allowing system X to feature in a project focusing on Y to
be represented by a simulation model.

= Continuity of physical flows. In addition to information flows come of course physi-
cal ones like passengers or vehicles. One example can be to track a terrorist suspect
entering at an outlying station via perhaps several changes to a target main inter-
change. While this aspect does have some relevance this will turn out below to be
fairly limited, and not too difficult to ascertain when experimenting with real opera-
tional systems.

= Cost effeciency. The relevance of this should be obvious to all.

= Diversity in terms of technical and socio-cultural legacy. Again a rather obvious
criterion.

The combined logic of the criteria could read something like this.

For systems that are relatively isolated — in terms of information exchange and “experiment-
ability” — cost efficiency suggests a separate project. If diversity is great this could comprise
several experimentation platforms in settings spanning this diversity (in cases with low “ex-
perimentability” typically testbeds) in one or possibly several projects.

For systems that are strongly coupled in the same sense as above cost efficiency instead sug-
gests joint projects. Again if diversity is great each project could comprise several experimen-

10 An FP7 example of a federation of D&E projects in SMART-CM and INTEGRITY in the supply chain area.
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tation platforms in settings spanning this diversity (in cases with high “experimentability”
typically instrumented real operating facilities) in one or possibly several projects.

Operational and security systems in relation to the MTSDEP

This section discusses the relevance of the various experimentation methods to the operational
and security systems identified above. Also the above criteria are discussed.

Comprehensive threat detection (J) is a function very much in need of “live” experimenta-
tion. What is needed here is very extensive data collection for a wide array of detection and
data fusion systems. Since real-world systems with big passenger flows add many problems
beyond the laboratory — and considering that this type of testing can be done without disturb-
ing passenger flows™ — part of a real urban transport system should be instrumented and util-
ised for this type of experimentation. Ideally a high-tech line in a metro-system — e.g. Paris —
could be used with a hub, some more outlying stations and some cars, hence incidentally tak-
ing care also of aspects of systems D and E as well as the continuity of passenger flow; an
important function of comprehensive threat detection is tracking and tracing.

A high tech system can represent also more low-tech systems since they can be emulated by
deleting parts of information only available in the high tech system. In principle a similar ar-
gument can be made with regard to legal availability of data. This gives at least some control
on the variety of legacy aspect. Using a single main experimentation platform is economically
beneficial in that it allows background noise to be controlled during a very long run of ex-
periments on potentially very many different subsystems where data also needs to be experi-
mented with at the fusion level.

In spite of the arguments for a single main platform, some validation of results in other trans-
port systems is warranted. It will also be necessary to have some instrumentation for threat
detection experimentation in a number of other transport systems for experimentation on sys-
tem K.

Major interchanges (B) are already identified as a key area of concern. The main aspect of
concern here is how passengers flow in the interchange and how this may affect consequences
of incidents as well as how it interacts with other systems; B has strong time critical links
with in particular C, I, J, and K and some type of links to all other systems.

Experimentation on B would mainly mean changing the layout of the facility to affect passen-
ger flow. This is not dangerous but may be rather difficult and dull.

Since major interchanges come in many different shapes and sizes, and since passenger be-
haviour is likely to vary by culture, several experimentation platforms will be necessary.

" For the purpose of the present analysis screening of individual passengers is counted as pre-incident interven-
tion. Admittedly, however, this could in principle be used as routine surveillance technique — at least at the level
of sampling.
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Passenger information systems (C) affect — in likely progressively increasing measure —
passenger behaviour linked in particular to B, I and K. The key question here is how to ascer-
tain passengers being competent and active security partners. Here it is the likely strong dy-
namics in the field, which makes experimentation relatively difficult, at least in terms of
achieving predictability of future developments. As for B socio-cultural variety suggests a
multi-platform approach.

Preventive and early intervention (K) is an extremely demanding task — consider for exam-
ple a situation with suspect PB-IEDs or release of CRB agents in a metro system or a riot
situation with suspect trouble-makers.*? Development of such concepts and systems is dan-
gerous and would mostly have to take place in dedicated experimental facilities, also useful
for training purposes, and in silico. However, such experimentation with just a limited number
of figurants will fail to capture many of the real effects in an environment with large passen-
ger flows; the main problem for the bulk of passengers would be separation and evacuation.
Therefore pre-incident intervention seems like a problem area in particular need of large-scale
experimentation. Links are strong with B, C, I, and J. In some scenarios (like the PB-1ED) the
latter functions here as “target acquisition”. Preventive and early intervention can of course
also affect vehicles/transport platforms (E), e.g. since a suspect terrorist is able to board a ve-
hicle, as well as smaller stations and other entry points (D).

The same arguments apply as in B and C for multiple experimentation platforms.

Intelligence (H) as well as Risk assessment-based command and control are both very impor-
tant functions in relation to surveillance and intervention. Knowledge on the intelligence
function is an important input to the other functions and in particular to command and control.
Conversely improved knowledge on the other functions will benefit the intelligence function
via more precise intelligence requirements. However, the intelligence function is generic and
its development is not a likely main part of a mass transportation security exercise. It is natu-
rally developed in conjunction with the command and control function (I) as well as compre-
hensive threat detection (J).

Cyber defence (M) can be analysed largely along similar lines as H.

Risk assessment-based command and control (1), in contrast to intelligence, is a natural
key part of a mass transportation experimentation project. It is not in need of direct participa-
tion in “live” large-scale demos with live passenger streams as discussed for pre-incident in-
tervention. Information from such exercises will, however, be invaluable for achieving real-
ism in simulated command and control demonstration and experimentation exercises.

Experimentation on command and control systems — of course operating off line — is a com-
monplace occurrence and hence easy to achieve. Similar arguments apply as in B, C and K
for multiple experimentation platforms.

12 Note that here some of the threat detection systems are likely to convert into “target acquisition” systems for
preventive intervention.
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Post-incident intervention and restoration of services (N) can also be extremely demand-
ing. Consider for example a situation of rescuing an exploded train full of passengers in a tun-
nel with suspected left behind IEDs (LB-IED). This situation very much calls for dedicated
experimental — and training — facilities. The need for large-scale demonstrations is arguably
similar to that for pre-incident interventions (K). However, it is in practice very difficult to
achieve in an ethically acceptable way the types of effect that would in reality prevail in a
very serious post-incident situation (large numbers of shocked and perhaps injured passen-

gers).

Passive protection systems (L) — e.g. fire protection or person access controls — typically
carry very limited need for experimentation beyond functionality and basic ergonomics.
However, in a panic situation some passive protection systems may cause problems. Pre-
incident intervention (K) experiments seem, again, the best way of bringing out such prob-
lems.

Development of Forensics (O) and Learning and training (P) systems is another natural key
part of a MTSDEP. In terms of output the coupling of these systems to the time critical tacti-
cal modes of systems H, I, J and K is not strong. However, O and P build on input from in
particular I and J and P informs all the other systems in strategic time scale.

Transport network (A) is clearly a very important level in terms of disruptive effects. How-
ever, here already existing transport flow models should be relatively easy to adapt. There is
limited need of detailed information from other system levels as to the reasons why a particu-
lar node or link is unavailable or operates at limited capacity. Information on passenger trans-
port demand behaviour under conditions of serious threats or disruptions are important but
can only be estimated based on “natural experiments” — doing “real” experimentation at this
level would be far too dangerous. Operationally this level is connected in particular to I.

Lines and roads (including smaller stations and other entry points) (D) and vehi-
cles/transport platforms (E) were mentioned above in connection with comprehensive threat
detection (J) and preventive/early intervention (K).

Vehicle parking areas, repair and maintenance shops, etc. (F) and Technical support
systems including SCADA (G) have not been mentioned above. These and aspects of D and
E not covered under J and K are seen as relatively stand-alone problems.

MTSDEP design

As can be seen from Figure 3, the above analysis suggests that five systems form a strongly
connected core representing high requirements on time critical info exchange, while being
reasonably amenable to live experimentation:

B. Major interchange (typically intermodal)

C. Passenger information systems (system-to-customer and peer-to-peer)

I. Risk assessment-based command and control

J. Comprehensive threat detection

K. Preventive/early intervention
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As for the diversity criterion it was found that this property is pronounced with regard to B, C,
I, and K but not so much for J. This suggests a multi-platform structure where all platforms
are roughly equally able to experiment on B, C, I, and K, but where one platform has the lead
on J. Results on J would then need to be fed from this reference platform to the others.
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This said it should be clarified that the focusing on the five systems does in no way mean that
all the rest can be safely disregarded. Quite the contrary a serious Mass transport security pro-
gramme must have access to the state-of-the-art in all the system areas listed above. And
whereas the more generic ones — either on the transport side like A or on the security side like
H and M - are hardly reasonable candidates for funding from a Mass transport security pro-
gramme beyond interface work, others like, say, tunnel rescue operations (part of N) could
very well merit such funding.
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