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ABSTRACT

Our digital societies are vulnerable to cyber crises. Without cyber-resilient organizations, vital societal functions
may suffer incidents or loss of service. The diverse roles involved in cybersecurity decision-making require cyber
situation awareness to uphold robust cybersecurity. Existing systems and processes supporting cyber situation
awareness are not tailored to organizational needs, either at the role or the group level. This study explores the need
for socio-technical system support, presenting common operational pictures supporting cyber situation awareness for
staff handling cyberthreats. The participatory design method video prototyping was used to elicit needs from staff in
a large, complex, public sector organization providing essential services. All participants have roles in cybersecurity
crisis and incident management. Results from the video prototyping workshop suggest that cybersecurity staff need
(i) a single support system for incident management, and (ii) a shared data repository underpinning (iii) role-specific
common operational pictures. The envisioned system support provides traceability and accountability.

Keywords

Cyber situation awareness, common operational picture, cyber crises, participatory design, video prototyping

INTRODUCTION

Accelerating digital transformation is making governments, organizations, and citizens reliant on digital technologies
to provide essential services, manage business processes, and perform routine everyday tasks (Abidi et al., 2025).
With this development, our digital societies are becoming increasingly vulnerable to various cyberthreats, which
can stem from intentional, unintentional, or natural causes. Threat actors are keeping abreast of security measures
taken to keep digital infrastructure and assets secure (World Economic Forum, 2024). Going forward, without
cyber-resilient organizations vital societal functions and digital infrastructure may suffer incidents and loss of
service (Hausken, 2020).

Staff involved in cybersecurity work require cyber situation awareness (CSA) to uphold strong cybersecurity in
order for their organizations to be cyber-resilient, especially in times of crises. Existing systems and processes
supporting CSA might not be sufficient for cyber-resilience (Bellini et al., 2025). In addition, systems supporting
customized visualizations of common operational pictures (COP) for CSA are needed (Conti et al., 2013; Jiang
et al., 2022; McKenna et al., 2015). In the context of permeating digitalization and rising cyberthreats, the aim
of this study is to explore the system support needs for common operational pictures (COP) supporting CSA for
staff involved in incident management. To that end, the following research question was formulated: What are the
needs for system support for common operational pictures to aid cyber situation awareness for staff involved in
cybersecurity work in a large, complex organization?

To answer the research question, this study focuses on the needs of staff involved in cybersecurity incident
management in one large, complex organization with staff in different localities. The organization operates in
the public sector, with several thousand members of staff employed in the core organization and its subsidiaries.
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Somewhat simplified, the organization is complex in the sense that it does not have a straightforward, hierarchical
organizational structure, but rather consists of core administration and several satellite organizations fully or
partially owned. The organization provides various essential services and infrastructure. The different parts of the
organization share some systems but do not have shared systems supporting cyber crisis management for staff in all
parts of the organization.

BACKGROUND

This section presents background to situation awareness, cyber situation awareness, and common operational
pictures. It also provides a short introduction to cyber crises, and gives some background to participatory design.

Situation awareness, cyber situation awareness, and common operational picture

Cyber-resilience, according to Björck et al., is “the ability to continuously deliver the intended outcome despite
adverse cyber events” (Björck et al., 2015, p. 312). For organizations to be cyber-resilient, the members of staff
involved with cybersecurity work in the organizations need to have cyber situation awareness (CSA), a prerequisite
for successfully exercising cybersecurity command and control (Brynielsson, 2006). There are several models and
definitions of situation awareness (SA) presented in the research literature (Salmon et al., 2008). Mica Endsley’s
three-level SA model is one of the most widely used, and it defines situation awareness as “the perception of the
elements in the environment within a volume of time and space, the comprehension of their meaning, and the
projection of their status in the near future” (Endsley, 1995, p. 36). The model introduced by Endsley (1995)
is an individualistic cognitive model comprising three levels, where Level 1 SA is perception, Level 2 SA is
comprehension, and Level 3 SA is projection.

Franke and Brynielsson performed a systematic literature review on CSA where they take CSA to be a subset
of SA that regards the cyber domain (Franke & Brynielsson, 2014). Research into CSA has mainly focused on
technical solutions and not so much on the human side (Ahmad et al., 2021; Barford et al., 2010; Franke et al.,
2022). Research concerned with the human side of CSA has often focused on operators in Security Operations
Centers (SOC) defending networks (Ofte & Katsikas, 2023). Operators in the SOC are not the only members of
staff in need of CSA in an organization, though. Different actors that become involved in handling cyber incidents
have different CSA needs (Franke et al., 2022; Gutzwiller et al., 2020).

Often discussed in connection with SA (and sometimes in confusion with it) is the COP. A COP is an artifact of
some kind with the aim to provide actors with a “picture” of what’s going on, whereas SA is a mental state where
an actor has awareness of what’s going on (Franke et al., 2022). It is not difficult to see how they are related as,
somewhat simplified, the purpose of a COP is, basically, to facilitate SA. The COP has its origins in the military
domain, and is also an integral part of crisis management (Comfort, 2007; Copeland, 2008). According to Wolbers
and Boersma (2013), the initial view of a COP as an “information warehouse”, where information is managed and
stored, is giving way to a view of a “trading zone”, where actors negotiate the information to make sense of it.
COPs are not only helpful tools during crisis management but they could also be used for organizational learning
after the crisis (Pilemalm et al., 2021).

In the crisis management literature, different aspects of the relationship between SA and COP have been studied.
For example, Danielsson et al. (2014) investigate the relationship between COP and SA, and their findings show
how information from different sources influences and changes the COP over time, and that the COP is used as
information input to form role-specific situation awareness. In Steen-Tveit and Radianti (2019), it is noted that if the
actors involved in crisis management use other information-sharing channels, such as one-on-one phone calls or text
communication, than those that are used to build the COP there is a risk that the actors do not share the information
conveyed there with other actors who might need it to form their SA.

In the cyber domain, COPs have been studied in different areas, e.g., the military (Conti et al., 2013; Kim et al.,
2023), or for sector-specific needs, such as the financial sector (Varga et al., 2021). A single COP is not sufficient to
provide the required CSA for everyone in a specific organization though. McKenna et al. (2015) uses personas to
suggest that diverse roles have different needs for cybersecurity visualizations. However, as pointed out by Jiang
et al. (2022) there are few studies on cyber COPs for staff at all levels in an organization and this is an area for
future research. This study addresses this research gap by investigating COP needs in support of CSA for (i) staff in
various roles (ii) within the context of a large, complex organization.
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Cyber crises

Events in the cyber domain have the potential to develop into cyber crises. Cyber crises can be seen as a type of
transboundary crisis when they cut across multiple domains, progress at uneven rates, are challenging to foresee,
involve numerous actors with unclear responsibilities, and lack prede�ned solutions (Kuipers & Boin, 2015). One
example of a cyber event turning into a cyber crisis is the NotPetya attack. The NotPetya wiper malware, designed
to destroy data, was �rst observed in Ukraine and then spread globally in 2017 (Stoddart, 2022). One of the global
organizations impacted by the malware was the shipping company Maersk, where the malware caused disruptions
in supply chains worldwide for Maersk customers, and Maersk themselves su�ered a �nancial loss of about 250
to 300 million USD (Greenberg, 2018). The NotPetya attack has the characteristics of a transboundary crisis as
outlined by Kuipers and Boin (2015).

While NotPetya was designed to destroy (Stoddart, 2022), there are other ways cyberthreats can cause harm.
Vulnerabilities are a very common such threat to cybersecurity and cyber-resilience. Managing vulnerabilities is
part of the everyday activities in most organizations. However, some vulnerabilities are more severe in nature and
are rated as \critical", i.e., rated a 10 on the 1-10 vulnerability scale (FIRST, 2024). In the Swedish context, the
Swedish Civil Contingencies Agency hosts the national Computer Security Incident Response Team, CERT-SE,
which issues automatic noti�cations to direct attention to technical vulnerabilities and ways of mitigating them.1 In
2021, one such critical vulnerability was found in the ubiquitous logging tool Log4j, which served as a basis for
the scenario developed for the workshop conducted in this study. The vulnerability was ubiquitous and seen as
such a severe threat that US, UK, New Zealand, Canadian, and Australian cybersecurity agencies issued a joint
cybersecurity advisory statement with guidance on mitigating the vulnerability.2 While there are reports of exploits
of the vulnerability, it did not develop into a cyber crisis. However, at the time of working on mitigating the
vulnerability, such an outcome could not be foreseen and the vulnerability was treated as having that potential.

Participatory design for socio-technical system development

The ideas of socio-technical systems originate from the 1950s, when, in the British post-war coal industry, it became
evident that to uphold and develop e�ectiveness, the entire organization needed to be considered and understood. To
insert new technology was simply not enough (Trist, 1981). Socio-technical systems are complex systems consisting
of humans and technology and their relation, including organization, processes, goals, culture, stakeholders, and
regulation (Davis et al., 2014). The complex relations between those entities make it di�cult to foresee the e�ects
of new system support systems (Hasan & Kazlauskas, 2009; Snowden, 2002). From a socio-technical design
perspective, the goal is to achieve well-functioning organizations where e�ciency and e�ectiveness are mirrored in
a good work situation for the workers. To achieve this goal requires taking technical as well as social aspects into
consideration during development. To re
ect the complexity of the socio-technical system, there are approaches
that allow development to be carried out in smaller steps, such as in an iterative development process (Rogers et al.,
2023) and incremental development process (Dove et al., 2023). This way, lessons learned regarding what leads to a
goal are utilized in future development steps. In such processes, di�erent methods, such as user-centered design
methods for investigating aspects such as user needs of the socio-technical system, can be used.

There are many ways to investigate the relationship between humans and computerized systems. In the human-
computer interaction community, the user-centered design approach has shown a bene�cial path to understanding
users' needs since the 1980s (e.g., Norman and Draper (1986); Gould et al. (1991); Mao et al. (2005); Still and
Crane (2017)) including participatory design methodology that, according to B�dker et al., \starts with the current
practices of people in groups and organizations and uses future alternatives for joint re
ection and action" (B�dker
et al., 2022, p. 3). One such activity, or method, is video prototyping3 (Mackay et al., 2000). User-based video
prototyping as a method can be suitable in a systems development process as well as for the design of artifacts
since it speci�es the users, users' activities and handling of interfaces or artifacts, and the process of handling them
(Brynielsson et al., 2013).

Video prototyping, which consists of a series of di�erent activities, is a \quick and dirty" way of providing users
with a voice to describe their needs for performing certain tasks. It is especially applicable in situations where it is
di�cult to get access to the users for several or longer periods of time, or to study their work in their real setting, or
to understand their work under certain conditions, such as during an emerging cyber incident. The method is based
on real situations, real users' experience, knowledge, and needs, i.e., speci�c needs, and suggests future solutions

1https://cert.se/rad-och-stod/ants/.
2https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-356a.
3Here we refer to video prototyping as an activity done by the users to show the designers, not the other way around, where video prototyping

is done by designers to show users.
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to those needs, i.e., general solutions and design ideas (Westerlund, 2009). In chronological order, the video
prototyping methodology includes a brainstorming session on a speci�c topic, where participants share problems
and needs with one another in words, written on post-it notes or verbally, and create storyboards to show their
ideas as a way of step-by-step detailing the unfolding of a scenario. After the scenario planning, the participants
assign actors and make the props that need to be part of the video prototyping, �lm the scenario, and �nally, the
participants show their video prototypes to one another, give feedback, and discuss the suggested design ideas.

There are several bene�ts to the method. The designers and researchers get the users' own descriptions of their
needs and not �ltered through the lens of a designer. This includes the process of a task as well as the interface, in
narrated, drawn, and �lmed format, that the users themselves have reviewed, all of which are valuable input to the
analysis. For the users, video prototyping activities are a sort of informative and fun work-related get-togethers,
often where unknown problems and issues within the work organization or between roles are brought into light.

METHOD

Using participatory design methods, this study explores the needs for system support presenting common operational
pictures supporting cyber situation awareness for sta� handling an emerging cyberthreat.

Participants

The seven participants in this study were all sta� connected to a large, complex organization and they all require
adequate CSA in their role. All but one participant had previous experience from various types of collaboration
during the organization's handling of the critical Log4j vulnerability dubbed Log4Shell, which, at the time of
discovery, the UK National Cyber Security Centre said had the potential to be \the most severe computer vulnerability
in years" (National Cyber Security Centre, 2021). The six participants with experience of Log4Shell participated in
a parallel case study on the handling of Log4Shell in their organization and were asked in connection with that
study if they wanted to participate in another study relating to system support for cyber situation awareness. The
seventh participant was recruited through their position in the organizational CERT. Participant group, role, and
time in the role are outlined in Table 1.

Table 1. Participant groups and roles

Group Participant Role Time in role

1 P1 CISO 11 yrs
1 P2 CERT technical lead (Consultant) 5 yrs
1 P3 Information security coordinator (Subsidiary) 7 yrs
2 P4 IT director 12 yrs
2 P5 CERT manager 5 yrs
2 P6 Process lead incident management 4 yrs
2 P7 CERT analyst Ÿ 1 yrs

Workshop

The recruited participants were invited by email to a workshop at the organization of one of the authors to minimize
interruptions from the workshop attendants' respective workplaces and to provide a new setting. The workshop
was scheduled for three hours and started with obtaining informed consent from the participants before a short
presentation on user-centered design and video prototyping. The participants had been pre-divided into two groups
with the aim of getting diverse roles and experiences in each group. The groups were presented with a scenario,
outlined in Appendix A, which had similarities to the Log4j vulnerability from which they had previous experience
so as not to spend too much time trying to understand the implications of the vulnerability. The �rst task of the
workshop was for each group to create storyboards where they make their support system needs and COP needs
concrete. They were instructed not to limit themselves in terms of what technology can do today or with compliance
restrictions. The groups were provided with separate rooms to work in with workshop materials and a researcher
serving as facilitator. After the storyboard session, the groups came together to present their ideas to each other and
give feedback on each other's ideas. The second task was to produce a video prototype based on the storyboard and
feedback showing their needs for support system and COP. When the �lming was done, the groups gathered again
to show their video prototyping ideas to each other and discuss them.
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Empirical material

The video prototyping workshop generated a diverse empirical material. In addition to the �lms created by the
participating groups, the participants in Group 1 created individual storyboards, whereas there was no storyboard,
individual or group, created in Group 2, but rather a narrative. Photos from both groups, as well as researcher notes
from the presentations and discussions during the day were collected. The empirical material is detailed in Table 2.
Due to the sensitive nature of the material, the video prototypes themselves cannot be shared.

Table 2. Empirical material

Item Description

Video1 Group 1 �lm 2 min 3 sec
Video2 Group 2 �lm 3 min 19 sec
Story1 StoryboardP1Group 1
Story2 StoryboardP2Group 1
Story3 StoryboardP3Group 1
Photo1 Photo from Group 1 work showing parts of process
Photo2 Photo from Group 2 work showing interfaces
ResNot Researcher notes from presentations and discussion

Analysis

The empirical material listed in Table 2 was processed iteratively by the authors, focusing on the following issues:
(i) what role-speci�c needs for COP information elements are expressed, and (ii) what needs for shared COP
information elements are expressed, and (iii) what aspects of incident handling processes can be identi�ed. To
identify instances of these issues, the author(s) created the equivalent of a \service blueprint", i.e., a diagram
that shows the relationships between people, process, and technology (Gibbons, 2017). Service blueprinting is a
commonly used method within the user experience (UX) and service design community, to visualize who needs to
do what, when, and with what, in a \swim-lane format" in order to design a service. In addition, it can also be used
to generate and transfer insights between competencies by using the service blueprinting method during the analysis
and design of complex matters, as for example in Magyari and Secomandi (2023).

The service blueprint diagram, as seen in Figure 1, shows the roles present in the empirical material, and the
progression of events and certain needs expressed in connection with those events as manifested in the empirical
material. The sticky-note shapes identify the source of the data, �lm, storyboard, or other to aid the researchers in
back-tracking the empirical material. When identi�ed events and needs were mapped up sequentially, additional
needs were identi�ed and marked with small sticky notes in di�erent colors. This was done manually due to the
sensitive nature of the topics discussed in the empirical material.

Figure 1. Ongoing analysis of the empirical material. Large sticky notes denote sources: oval for video prototype,
yellow for storyboards, orange for other. Small sticky notes denote other aspects: pink for need, yellow for
traceability, orange for accountability.
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RESULTS

This section presents the results from the workshop in the form of summaries of the empirical material pertaining to
each group.

Group 1

Video1is a silent movie that starts by showing howP2creates a ticket for the vulnerability, as shown in Figure 2.
Story2from P2 additionally relates that they read up as much as they can on the vulnerability and also inform
others (e.g.,P1) through an encrypted app. With additional information they make the decision that there is need
for additional monitoring of the incident and they start asking questions: What resources are available in the
organization? Where to gather trustworthy open source intelligence (OSINT)? What working methodology should
the CERT adapt?

Figure 2. Screenshot from Video1 and view P2

Video1continues to showP3 on their premises working in the system seeing the vulnerability score critical 10,
which is the highest score available, systems listed in red or green indicating status, as well as a plan for resources
and emergency actions for their subsidiary, which can be seen in Figure 3.Story3from P3 additionally relates that
they have a need to know what systems are a�ected by the vulnerability. How many of the critical systems for the
subsidiary are a�ected? How many of the systems with special legal compliance needs are a�ected? With additional
information the assert that there is a need to call in additional resources and they would like a chat in the system to
share speci�c information about the vulnerability.P3 then needs to take additional decisions. What is happening in
shared systems? What should be done locally in the subsidiary? Temporary actions to take? Permanent solutions?
They have also drawn a tra�c light showing the status of systems in percentages of red, yellow, and green, where
they can follow the change as the situation unfolds.

Video1ends withP1's high-level view of the current status, Figure 4, with an overview of the organization,
showing what divisions are a�ected, what percentage of systems are patched, a foursquare COP showing the
status of Technology, Actions, Information, and Decisions, and a timeline showing the evolution of the situation.
Story1provides additional needs ofP1. They express the need to be alerted when an event is deemed serious
with information, if it is veri�ed information, the severity of the incident. Is there a risk for business impact?
Organization-wide or local? They want to know if information has been shared with relevant stakeholders, and if
they have con�rmed receiving the information. They also want to know if the information has gone out externally, if
there are suggestions for remedial actions, and what the remedial actions entail in the form of resource requirements.
Have the remedial actions been con�rmed performed?P1also wants to be able to see change over time to be able to
judge if the rate of change is su�cient.
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