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Abstract—In the EU FP7 project IPATCH, we are researching components for an early piracy detection and
avoidance system deployed on merchant ships. The system
combines information from on-board sensors about the local
situation with intelligence from other sources about the
current situation in the region in order to give early warning
about threatening pirates. One of the challenges in the
project is how data from the on-board sensors should be
derived and represented as motion indicators, that can be
fused with text and numerical values from other sources, for
threat classification and situation awareness. In this paper
we describe our approach with Bayesian networks, which
are used for fusing different types of indicators. Motion
indicators are based on detection and tracking data from
different sensors.

I. I NTRODUCTION
The start of the 21st century has seen a resurgence of
piracy at sea. Regions in the Gulf of Aden, West Africa,
South East Asia and South America have turned into
dangerous places for commercial ships. Pirates operating
from small but relatively fast skiffs can attack and board
ships to steal cargo or take the crew and ship hostage. Just
detecting skiffs is not enough since that type of boats
are also commonly used by local fishermen. Therefore
also the maneuvers of skiffs combined with general risk
depending on area, time of day, weather and other factors
are needed to generate more reliable risk information.
It is of utmost importance for ships in high risk areas
to detect piracy threats as early as possible so that the
ship master can initiate countermeasures while they are
still effective. Countermeasures could for example be
to change the course, call for assistance or bring the
crew into the protected citadel. In the IPATCH project
[1] we develop an on-board system for automatic early
detection, classification and mitigation of piracy threats
against commercial ships.
The IPATCH system will analyze and fuse information
from all available sources (e.g. radar, AIS, IR- and visual
cameras) as well as knowledge from intelligence and ship
databases to detect and classify threats. In addition, the
system will provide a decision support tool that supports
the master of the ship in selecting countermeasures specific to the situation. The algorithms of the system can be
classified into three basic steps:
1) Detection and tracking of objects
2) Situation awareness and threat classification
3) Decision support
In this paper we will present our selected approach for
step 2 in the system.

Fig. 1. Three visual and one thermal sensor monitoring the area around
the protected ship at the data collection in Brest.

II. DATA COLLECTION
At the end of the IPATCH project the system will be
demonstrated in a real-world scenario in the area around
a ship. To prepare for this we have started to collect
maritime data of small boats attacking a larger sensor
bearing ship. We have used two different approaches for
the data collection: field trials on the sea and production
of synthetic maritime sensor data.
A. Field trial
In spring 2015 a data collection with different types of
sensors on a ship was performed in the sea outside Brest
[2]. The ship used AIS, GPS, radar and a number of IRand visual sensors and for ground truth the smaller boats
was equipped with GPS. The smaller boats preformed
scenarios where they sometimes acted like fishermen and
other times as pirates. The scenarios have different levels
of threats depending on the movement of the smaller
boats.
Part of the collected data have been made available by
the PETS 2016 [3] workshop. An example of the collected
data is given in Fig. 1.

Fig. 2. Top row: Map view of our ship and two approaching boats from the aft, visible sensor data and NIR (Near-infrared) sensor data. Bottom
row: SWIR (Short-wavelength infrared), MWIR (Mid-wavelength infrared) and LWIR (Long-wavelength infrared) sensor data.

B. Synthetic data
As a complement to the dataset collected in Brest a
synthetic dataset has also been generated. This has some
advantages compared to the other dataset, for example:
• Weather conditions can be controlled to be similar
to, for example, the Horn of Africa. The same
scenario can also be generated in different weather
conditions to compare algorithm results for these
given weathers.
• Many different sensors can be used. Different thermal sensors can be compared to establish which
wavelength band provides the clearest contrast between boats and sea. It is easy to test sensors that in
real life are very expensive and compare their results
with those from lower-cost sensors.
• Exact position of the boats in the sensors are known
(without manual annotation) and in both sensor and
world coordinates.
• It is easy to change parameters and regenerate the
simulated data when needed, while it is very costly
to redo a live data collection if new or other data is
needed.
The synthetic data is generated using 3D models and
SE-Workbench [4]. SE-Workbench is a software designed
to simulate the physical signature of terrain and objects
for different types of sensors. In the Electro-Optics part of
SE-Workbench the 3D models should be built by polygon
surfaces. These surfaces should have their materials classified, which means that their characteristics are described
for different wavelength bands. Both terrain (in our case
sea) and objects (boats) should have all their polygons
material classified correctly to give accurate physical
properties. Weather data is based on observations from
the Gulf of Aden taken on 2015-04-20 08:00 local time.

Atmospheric parameters are modeled by the atmospheric
transmission, radiance and flux model MODTRAN [5]
and sea state was calculated using SWAN [6].
The sensors are fixed at three positions on the aft of
the ship. Each position has five virtual sensors with the
same heading, FOV, resolution and frequency. In Fig. 2
one frame for five such virtual sensors can be seen.
III. A LGORITHMS
In this section we describe the suggested steps from
tracking, through threat recognition to the decision support module that interacts with the crew of the ship and
supports the crew in choosing suitable countermeasures,
Fig. 3.
A. From detection/tracks to higher level indicators
In this paper we assume that the detections of boats
are sufficient to give fused tracks (from different sensors
of the same type and different types of sensors) so that
the higher level algorithms will get an accurate situational
description. Some of the detection/tracking work has been
published in [7]. For the synthetic data we can also
generate tracks from the ground truth for test purposes.
The sensor data will give a description of the current
situation with all boats and their tracks as far back
as known. This data is relevant to the classification of
possible pirate movement and some threat recognition
methods can use boat trajectories directly. As we will
later see we have chosen Bayesian network for threat
recognition and that means that the boat trajectories needs
to be derived and represented in a way that the higher
level algorithms can handle. Bayesian networks are used
to describe how the indicators and other information
about the situation relate to specific threats. Each threat is
described by a Bayesian network and the current evidence

Fig. 3.
The IPATCH system from sensor to human. The threat
recognition is done with Bayesian networks and tracks are derived into
suitable indicators for the network. Other information such as geographic
location, time, season, weather, intelligence information and own ship
status is also indicators to the network. From the decision support tool
the ship crew will get alarms for threatening or suspicious behavior of
boats and in critical situation suggestions on suitable countermeasures.

from the indicators are used to calculate the probability
of that threat. Some indicators are computed from the
data of a single boat while other requires an updated
statistical model of boats’ movements to indicate if the
current situation is statistically likely or not. One indicator
use tracks of boats to determine common routes and then
indicate if a specific boat follows any of the routes. The
routes could both be geographically related or locally
related to the protected ship. Another indicator shows if
the movements of two boats are coordinated as when two
skiffs launch a coordinated attack. Some basic indicators
are for example boat speed, boat speed change, boat
direction, boat direction change, boat distance to ship and
relation events such as meet and split when two or more
boats gets close or departs from one another. The closer
the boats are to the ship the more correct these indicators
will become, while early detection of possible threats are
desirable, providing some difficulty to the creation of the
system.
B. Prevoius work in threat recognition
Some of the previous work for the situation awareness
and threat classification use methods such as Trajectory
Clustering [8], [9], Rule based systems [10] and Markov
logic networks [11]. Some ideas from these approaches
was reused by us but in a format more suitable for the
given architecture in the project.
C. Bayesian networks
Macro threat scenarios define general conditions that
are likely to facilitate an attack. Micro threat scenarios
define and simulate realistic behavioral patterns of the
pirates during the attacks. In the IPATCH project we have
derived and described a large set of macro and micro
threat scenarios [12], which will be used as input data to
the threat classification module. The nature of the macro
and micro scenarios will also be useful in the creation
of the threat classification module, or in our case, the
structure of the Bayesian network. Macro scenarios can
be seen as context information to a micro scenario. A
specific micro scenario can have different meanings in
different context, i.e. in different macro scenarios. For
example, outside a certain coast at a certain time of the
day and season, there is a lot of traffic with different

Fig. 4.

Example of a model for threat detection.

types of boats that move in many different directions.
Specific complex features are needed for recognizing
threats. Outside another coast at the same time of day
and season few small boats are normally present. Most
probably less specific features are needed for that case to
form an alarm in the threat classification module.
The reasoning above, concerning macro and micro
scenarios, leads to the effect that it may be necessary
to have several different threat classification modules. In
any case, we need to correlate and combine information
from different types of information sources, i.e. macro
and micro scenarios. The different types of information
sources are very different in nature concerning how they
are represented, how often they are expected to change
and how certain they are. We select the Bayesian network
as our main approach to describe and categorize known
pirate behaviors since it has the ability to combine information that are different in nature. In addition, Bayesian
networks have also been selected earlier [13] for fusing
context information with patterns.
A Bayesian network is a probabilistic graphical model
that is represented as a directed acyclic graph, whose
nodes are random variables in a certain domain (in this
case maritime domain) and whose edges direct influence
from one node to another [14]. The main application
of Bayesian networks is to update the probabilities of
variables of interest (e.g., threats), conditioned on other
observed variables. In this application the Bayesian networks estimate threat levels by fusing information about
related events and features. The estimated events and
features are based on other algorithms such as tracking
and boat behavior algorithms. Fig. 4 shows an example
of a Bayesian threat model that divides a pirate attack
into events, where each event gets data from different
feature extraction models. The feature extraction models
describe kinematic states of boats in the environment.
Features can also be other types of information such as
for the current area around the ship, i.e. information on
weather, time and that there is a recognized fishing area
close to the ship. Data about the ship, such as current
speed, maximum speed and current freeboard, is also
input data. As described earlier detection and tracking
information about other boats need to be adapted to a
format comprehensible for the Bayesian network.

D. Decision support
The output from the Bayesian network are descriptors
that go into the decision support tool. In the Bayesian
network indicators are used to detect, recognize and classify threats. The system will have a continuously updated
description of the situation to assist the crew of the ship.
The situational awareness will include descriptions of the
normal situation and automatic detections of anomalies.
The crew will be alerted when a threat is detected and recognized, but also when there is an unusual situation even
if it is not recognized as a known threat. In such a case the
crew has to determine if the situation is threatening and,
if so, what action that should be taken. The system will
have a database with countermeasures and descriptions
of them to give information about alternative actions as
well as possible consequences of using them. The results
from the threat classification are important input data to
the selection of countermeasures.
IV. D ISCUSSION
In this section we discuss two different topics concerning the system.
A. Technical challenges
There are still some problems that we need to solve for
the threat recognition and the Bayesian network approach.
We give a short description of them here:
• How to best represent dynamic events as a node in
the Bayesian network.
• How to parameterize the Bayesian network in a
suitable way. Is a learning system or a rule-based
approach best.
• Should we use Dynamic Bayesian network as a node
to the Bayesian network (e.g. a HMM).
• How should we handle old information (when has it
become obsolete?) so it does not affect the Bayesian
network.
• How to best handle data association (e.g. which
groups of boats should we consider?).
Some of these problems might not be fully addressed
within this project.
B. Additional usage of the system
We think that the IPATCH system can have other useful
features, in addition to the piracy threat detection, for
future maritime applications:
• Collision avoidance between ships.
• Sea rescue operations with support to detect and
track boats and possible people in the water.
• For the piracy case the system might also be used
to suggest when it is resource wise suitable to
assign personnel for manual visual boat detection
(monitoring with binoculars) for high risk situations
and areas.
The applications and use of intelligent optical sensor systems in the maritime environment will probably increase
in the coming years.

V. C ONCLUSION
In this paper we have given an overview of the threat
recognition tool of the IPATCH system for suspected
piracy activity. The work is still ongoing and exact which
algorithms will prove to be reliable remains to be seen.
Our approach with Bayesian networks provides many
advantages but we also see challenges ahead of us. To
use and try to represent detection and tracking data in a
suitable way for Bayesian networks has been exciting but
also raised many questions.
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