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ABSTRACT

In this work we introduce an in-house developed agent-basgibus gaming application targeting the
training of military staffs, at the operational level of ware, within the military operations in urban terrain
domain. The application aims to stimulate the decision m@kirocess of military staffs during planning,
execution and assessment of urban operations. In a typarakghe military staff is initially presented with
a mission order including mission objectives as well as aifated perspective that visualizes the perceived
state of the civilian population, friendly forces or knowmeeny threats. Using this information the trainees
must continuously plan the activities and actions to begraréd by friendly forces such as patrolling an
area or setting up temporary checkpoints to gather infoiorato ultimately improve situational awareness.
The trainees must also monitor the execution of the planrtidittes to properly respond and re-plan
whenever unexpected events such as plan deviations, cowatfons, enemy attacks occur within the
game. Finally, the trainees must assess and report backritgrgss to the strategic leaders, which is
typically played by the exercise leader in the game.

Our application simulates the tactical behaviors, actiarsl activities, of friendly forces as well as
enemy threats represented by irregular forces or explodssgces. The main novelty of our work is the
integration of an agent-based model representing theiaivibopulation. The population model simulates
everyday, routine behaviors, as well as the dynamics ofi@psnwithin the population with respect to for
instance the regime or the presence of military forces withe city. Simulated opinions are used in the
application to affect the decision making of the traineesabso to influence the behavior of civilians within
the population. For instance, an individual in the simuthfepulation that does not appreciate the presence
of military forces will be less likely to share potentiallgluable information with the military forces which
in turn has a negative effect on the situational awareneskefrainees.

In addition to describing the details of the actual applioat this paper also presents the conceptual
design and implementation of a scenario where learning gyaakociated with cultural awareness and risk
assessment are addressed.
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1 INTRODUCTION

The training and preparation of military personnel for urlzgerations (UO) is a challenging task for any
military school or organization. The training needs to édeisnot only the complexity of the urban terrain
and enemy threats but also the civilian population inclgdis culture, religion and opinions (e.g. their
attitude towards the regime or the military forces).

UO training is typically performed using live exerciseshiitreal-world environments or, perhaps more
often, in mock-up environments representing only a fractib the real-world. Live exercises are ideal
when training at the tactical level to, for instance, prepauilitary units or groups to move safely within
the terrain, carry out patrolling operations, setting upaipoints, as well as facing opponent forces in
fire-fights. There are also numerous commercial simulabotstavailable today that can be used for UO
training using virtual, high-quality, 3D environments.vkiexercises and virtual simulators are, however,
limited in the sense that they typically do not involve thegéx civilian population, or green actor, which in
many training scenarios is of utmost importance.

This work is an attempt to address this shortcoming. We haveldped a serious gaming application
targeting the training of military staffs where the civilipopulation is modeled and simulated in a virtual
environment. The application aims to stimulate the deoisiaking process of military staffs, at the battal-
ion level, during planning, execution and assessment oflb@.typical game the military staff is initially
presented with a mission order including mission objestias well as a simulated perspective that visual-
izes a map of the geographical area, the perceived state oivitian population, friendly forces and known
enemy threats. Using this information the trainees argyasdito:

¢ |dentify a high-level strategy addressing the mission cbjes.

e Convert the strategy to concrete plans consisting of aietsviand actions to be performed by the
friendly forces (e.g. patrolling an area, setting up cheaks).

e Monitor the execution of the planned activities to propedgpond and re-plan when unexpected
events such as plan deviations, crowd formations, eneraglkatioccur.

e Assess and report back progress to the leader of the miditafife.g. commanding officer or strategic
leader), which is typically played by the exercise leadghangame.

The serious gaming application we have developed can betoseglement a wide variety of training
scenarios using different levels of complexity (i.e. tinregsure, threat level, situational awareness uncer-
tainty). In this paper we have designed and implementedreasicevhere we focus on the trainee’s ability to
improve situational awareness while considering the rigkseing attacked by enemy forces. Our scenario
emphasizes the importance of winning the hearts and minitie gfopulation by simulating the population’s
opinion with respect to its attitude towards the militargfsand its military forces. In this scenario the opin-
ion affects the behavior of the population such that indiaid that like the military forces are more likely
to share information such as whereabouts of threats, saspienemy activities and infrastructure failures.
Similarly, individuals that dislike the military forces maegin to sympathize with the opposing forces and
provide them with information such as checkpoint locatiang patrol routes which makes it even harder
for the military staff and its forces to safely operate witthe city.

This document has been organized as follows. In Section Xtnweluce the POPSIM platform, which
we have used and extended to implement our serious gaminigafmm. In Section 3, we describe the
conceptual design of the proposed scenario. Section 4idesdhe implementation of the scenario using
POPSIM as well as preliminary experimental results. Fnathnclusions and future works are presented in
Section 5.
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2 POPSIM: HUMAN POPULATION SIMULATION

POPSIM is an extensible platform consisting of severalabléscomponents targeting the modeling and
simulation of human populations in urban terrain [6]. POR8Mploys an Agent-Based Modeling (ABM)
approach where each individual in the population is repiteskby an agent that governs its own knowledge-
base and sense-reason-act cycle. The ABM approach was¢lmse equation based approaches, mainly
because it is extensible, intuitive and relatively easyommunicate and explain to our end-users [2].

The POPSIM platform includes:

e A population synthesizer used to generate the initial sthtiee agents in the population. The synthe-
sizer generates demographic properties (e.g. gendemeggation, health), geographical properties
(e.g. home, work-place) and relationship properties feignds, family).

e A routine behavior model used to generate plans repregeatiaryday activities such as working,
sleeping and eating for each agent in the population.

e Infrastructure models providing basic services (e.g. watkectricity, cell-phone communication,
roads) for the agents in the population.

e Terrain analysis and reasoning algorithms used by the s¢@ntlculate line-of-sight (LoS), field-of-
view (FoV) and paths or routes between two or more pointsiwitie terrain.

e Opinion dynamics models used to simulate opinions or dgguwithin the population and how opin-
ions may change when agents meet and communicate with dsshaote-on-one or in larger groups
in the population.

e Real-time visualization using super-imposed geographiegs illustrating for instance spatial heat-
maps of population density and opinions. The platform alawides line and bar plots to illustrate
the dynamics of the population with respect to activitiesglth-state, opinion, etc.

¢ Registration functionality to facilitate off-line analgsusing external tools.

An in-depth description of POPSIM including other exampépractical applications or case-studies
where POPSIM has been used in the past can be found in [6].

2.1 Serious gaming using POPSIM

To implement our serious gaming application we extendedP®®SIM platform. First, a planning tool
was developed which allows the trainee to generate plannscémabe fed into and executed by the POP-
SIM simulator. A plan consists of one or more orders that,laiy to the Coalition Battle Management
Language (C-BML) [1], consists of one or more tasks wherd ¢ask details thevhat when where who
andwhy elements of an operation. Next, a set of analysis functioas eeveloped with the purpose of
generating quantitative metrics that can be used to measgreompare trainee performance. Our analysis
functions are specifically developed to quantify the traimestimated perception, or situational awareness,
of the environment vs. the simulated truth. Finally, we haxtended POPSIM to allow multiple clients
to connect and interact with POPSIM in a networking, or nplatiplayer, environment. Besides allowing
multiple players to interact with the application we usenwking to distribute the trainee’s perspective, or
collection of views, to multiple screens. Figure 1 illuséisithe client application which includes: a simu-
lated time view; a command and control view; a time-line viEpable of visualizing planned activities; a
report view used to list incoming reports originating fromroforces, civilians, or other agents; a map view
used to visualize the locations of military forces and ttagee well as buildings, roads, etc.; a mission order
view describing scenario background and mission objestiee- and bar-plots to monitor properties such
as the health-state of the military forces and the populaiattitude or opinion.
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Figure 1: A screen-shot illustrating the client applicatio
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3 SCENARIO

The general learning goal of the scenario is to enhancedhet’s ability to acquire information to improve

situational awareness while considering the risks of aggthis information. In the scenario we emphasize
the importance of winning the population’s hearts and miniils respect to its attitude or opinion towards
the military staff and its military forces. The abovemen#d general learning goal can be split into the
following, more concrete, sub-goals that strives to enbdhe trainee’s ability to:

e Consider and assess information (i.e. mission order, arissbjectives, background information,
intelligence, etc.) and using this information to develdfficient plans to improve the military staff’s
situational awareness.

e Consider and assess the risks involved with urban opegatidth respect to:

— Known and unknown threats (e.g. IEDs, irregulars) in theggaghical area.
— State of the population (e.g. against, neutral or suppoutiith respect to the military forces).

e Consider and analyze the urban terrain and infrastruciuge buildings, roads, power grids, wa-
ter/sewage systems, etc.).

e Consider and deal with cultural events and celebrations.

Given the learning goals we have created a conceptual desitre scenario considering input and
feedback from domain experts in the urban warfare domainelsas technical experts (e.g. program-
mers, simulator experts) capable of eliminating desigreispthat cannot be implemented due to technical
limitations of the simulation software. The conceptualigiesepresents a shared view, or common under-
standing, of the scenario and it is used as input not onlyndithe scenario implementation phase but also
when introducing and explaining the scenario to exercigddes.

To design our scenario we first developed a causal diagrakigare 2, that visualizes the relationships
between the main actors, their activities and main varg@abléhe scenario includes three main actors: the
blue actor represents the military staff and its militarycts; the red actor represents opposing forces,
irregulars and threats; and finally, the green actor repteshe civilian population. In the scenario the
trainee manually controls the activities of the blue actbereas the activities of the red and green actors
are autonomous or pre-planned. Arcs in the causal diagramararotated with+ and — signs indicating
change or effect in same direction or opposite directiopeetvely. As an example, the blue actor may
increase situational awareness by performing patrollipgrations or by setting up checkpoints. However,
these operations increase the disturbance of the everifday tivilians, which in turn has a negative effect
on its opinion towards the military forces. Finally, redugithe opinion of the population decreases the
population’s willingness to share information, which mititely reduces the situational awareness of the
blue actor.

To complement the causal diagram in Figure 2, which dessrdmeoverview of the dynamics in the
scenario, we have developed a table that focuses on theatenmisiking aspects of the military staff fol-
lowing the guidelines proposed within the Job-Orientedining (JOT) concept [4]. The purpose of the
table is to identify typical mistakes that the trainee iseotpd to make and learn from during and after
the exercise. In Table 1, we first specify the military stafiigh-level decisions which consist of planning,
monitoring/execution and assessment. The high-levebibes are concretized using critical decisions and
each critical decision is associated with one or more typiuatakes or sub-optimal solutions. The table
also lists trigger cues, which are used to mislead the tediim® committing mistakes, and response cues
depicting the expected effects of committed mistakes.
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Figure 2: Causal diagram that provides an overview of the mai n actors, their activities, main variables and how
these are affected in the scenario. The dashed curves are use  d to separate the causal diagram into
regions representing the red, blue and green actor respecti vely.
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Table 1: Conceptual scenario design focusing on the high-le

For each critical decision a list of typical mistakes, or sub
trigger cues (e.g. information that may lead the trainee to a
(i.e. effects of the mistake).

vel and critical decision making of the trainee.

-optimal solutions, are identified including
sub-optimal decision) and response cues

High level decisions

Critical decision

Typical mistakes

Trigger cue

Response cue

Plan mission

Determine geographica
area or areas for the op
eration

Picking areas that arg
unknown, too large, too|
small, high-risk or with
low information acquisi-
tion potential

Map showing roads,
buildings and current|
state of population

Determine threat-level
in the geographical are
of interest

1

Threats not taken intg
account when planning
operation

Known IEDs or irregu-
lar forces (direct threats

Known civilian groups
that supports the enem
(indirect threats)

Determine if there
are any planned cul;
tural/religious  events,
political meetings,
demonstrations, etc. in
the area

Not taking special
events into account
when planning opera-
tion

Date and time as well
as a calendar (pre
populated with events)

Determine best
path (e.g. shortes
time/distance, low-risk
and high information

acquisition potential) to
and from area

Path not optimal or path
planned through high-
threat area

Roads, buildings,
known threats, pop-
ulation density and
opinion

Execute mission and Monitor mission | Not informing troops| Unexpected threat re] Increased risk of being
managing friendly | progress near threat to retreat t¢ ported (hostile crowd, attacked; Friendly casu
forces a safe-place and awai IED, etc.) alties; Mission failure

new orders

Not providing backup| Friendly forces reques

when requested by backup

friendly military units

Not recognizing the| Troop deviate from

troops are deviating| planned patrol-route

from mission orders

Not reacting to reports| Unexpected crowd re{ Opinion drop; Increased

of crowd formations port formation of crowds and|

demonstrations
Timing Not detecting that tim-| Planned progress der -

ing is not right

viates from  actual

progress

Not re-planning the mis-
sion to meet timing con-|
straints

Assess mission and re
port back to strategic
leaders

Determine trends in the
population

Failing to identify trends

Determine extremist]

clustering

Failing to recognize ex-
tremist clusters

Geographical clustering
(home, work-place)
with respect to opinion

Increased polarization
and segregation within
the population

Analyze and report Failing to properly ana-| Request from strategi¢ Misleading strategic
lyze and report mission| leader leaders
results back to strategiq
leaders
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4 |IMPLEMENTATION AND EXPERIMENTAL RESULTS

In this section we describe the most important aspects olsoenario implementation starting with the
modeling of the population or green actor. We first focusedmating the initial state of the population
using the population synthesizer. We acquired demogragihtistics as well as geographical information
(i.e. GIS-data) representing the area of interest. Thenmftion was fed into the population synthesizer to
generate a synthetic population with demographic proge(tige, gender, occupation and religious belief)
and geographical properties (home and work-place). Thihegizer was also used to generate the initial
state with respect to the population’s opinion towards tlilgary staff and its military forces.

In the next phase we generated plans representing routiraibes such as eating, working and sleeping
for each individual in the population using POPSIM’s roatipehavior model. In this scenario, we first
discretized time of day into events representing mornir@pnn afternoon, evening and night. We then
collected data samples representing the population'sityctt these discrete events. The data was fed
into the routine behavior model, which in turn fitted a prabghbdistribution to the data. The probability
distribution was then randomly sampled to generate thesgtameach individual in the population.

In addition to the routine behavior we have identified a nundfecultural events that, given that the
individual is a believer, are celebrated by the individualshe population. Cultural events are separated
into minor events where individuals meet in smaller groupdisributed local sites and major events where
individuals meet in larger groups at a common site. In thémacio minor events occur on a daily basis and
a major event occurs at the end of day 3.

Next we modeled the opinion dynamics of the population. Ia sigenario opinions are updated when
individuals interact one-on-one using the Deffuant mo@gland when individuals meet with each other
in larger groups to, for instance, celebrate religious diucal events using the Hegselmann-Krause (HK)
model [5]. Using these models the opinion is representeddonanuous value ranging from 0 to 1 where O
means opposing the blue actor and 1 means supporting thadtlore An opinion value near 0.5 represents
neutrality. As mentioned above we have used the populajiotihhesizer to generate opinion values for each
individual in the population. In this scenario we createdkapzed initial state where there are two groups
that dislike the blue forces and one group that supportsltrefbrces in the population.

Next we developed the domain specific behaviors and aesviif the blue and red actors. The blue
actor was provided with activities to model operations sashpatrolling an area, setting up temporary
checkpoints and operations used to repair and sabotagedt@mnce power or water supply in selected
parts of the city. The blue actor consists of 25 agents, eagfesenting a military unit, organized into:
5 military observations teams used for patrolling and cheik operations; an engineering team used to
repair/sabotage city infrastructure; and a medical teagd tstransport and treat injured agents.

The opposing, red actor, is used in the scenario to reprelgeat threats that need to be considered by
the blue actor when planning and executing operations. @ti@ctor consists of 5 agents each capable of
performing operations to build, place and detonate imgexviexplosive devices (IEDs) within the city. The
red agents are also capable of repairing and sabotagiragsinfcture. Furthermore, we developed a recruit
activity that can be used by the red agents to actively infleeghe opinion of the population during, for
instance, cultural and religious events. In addition, sitiee red actor is autonomous in this scenario, we
created plans for each agent where the abovementionedtiastare executed on a daily basis.

4.1 Experimental results

Let us now present some initial experimental results whezehawve created artificial plans representing
an aggressive, a moderate and a passive blue actor or tras@ectively. The aggressive plan focuses on
interacting with as many civilians as possible to acquifermation. It deploys all observation teams and
assigns them to perform both patrolling and random checkpmperations within the city. The moderate
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plan deploys fewer observation teams and limits its opamatio patrolling only. Finally, the passive plan is
empty and contains no operations.

In Figure 3 we use probability density plots to graphicallgualize actual (i.e. simulated truth) vs.
perceived (i.e. the blue actor’s or the trainee’s perceptavilian opinion distributions at the start of the
simulation (T+0), two days into the simulation (T+2) and la¢ tend of the simulation (T+4) using the
abovementioned plans.

In Figure 3a and Figure 3b we compare the actual and percepigibn at the start of the simulation
(T+0). From Figure 3a we can see that there are two peaks teftt@nd one peak to the right representing
the polarization or grouping of individuals discussed ahoto simulate an imperfect initial perception of
the opinion we have first limited the blue actor’s populatiegistration knowledge, representing the number
of known individuals in the population, to approximately?g5We have also added Gaussian noise to the
actual opinion value of each individual in the known popiolat The initial perceived opinion in Figure
3b appears less alarming to the trainee as it, although @etalarge group of opposing civilians can be
observed, does not express the extreme polarization otthalapinion in Figure 3a.

At T+2, i.e. two days into the simulation, we can in Figure 3iserve that the actual opinion of
the population is beginning to grow at the left-hand side anthe right-hand side as a result of neutral
individuals being affected by interactions with other induals and by the operations of the red and blue
actor respectively. From Figure 3d we can see that the pe@pinion using the moderate and passive
plan does not change much, compared to the initial percaipédon in Figure 3b, whereas the aggressive
plan is better at estimating the actual opinion. Using trgregsive plan the blue actor is able to detect peaks
in the opinion distribution indicating that there is at lease extremist group in the population supporting
the red actor. In a serious game with a real military staf§ thiexpected to trigger discussion within the
staff ultimately leading the staff to create a plan addreg#ie issue.

At the end of T+2 a major religious or cultural event occurthimsimulation driving the population to a
shared location in the city. During this event a large nurdfénteractions occur and as a result the opinion
changes dramatically. At the end of the simulation (T+4) we m Figure 3e observe the opinion change
for each plan. In the figure we can see that the neutral pahiegbopulation has continued to shift towards
the left and right side and that the polarization effect Inasgased.

As we have seen in Figure 3 the manual comparison of disimitbytiots provides valuable insight into
the dynamics of the simulation. However, to properly corepae performance of one or more trainees
we have developed a set of situational awareness analysisdos that automatically compares the actual
situation with the perceived situation. In Figure 4 we illate two relevant metrics focusing on the opinion
perception (Figure 4a) and the population registratiocggion (Figure 4b) of the blue actor while execut-
ing the different plans. For simplicity the metrics are nalized and expressed in a percentage representing
the accuracy of the perception.

Figure 4a shows that the perceived opinion, at the starteddithulation, is 90% correct compared to the
actual opinion. As the simulation progresses the percestiore decreases as a result of individuals chang-
ing their opinions while the blue actor at the same time isitedficient to acquire up-to-date information.
In this scenario the cultural events result in sudden aradively large changes in the opinion. The effects
of these events are observed in Figure 4a as sudden dropmiaroperception performance.

Similarly, in Figure 4b it is clear that the blue actor’s ptgiion register, at T+0, contains approximately
75% of the individuals in the population. Furthermore, thgrassive plan is relatively efficient atimproving
the population register compared to the moderate and tlsvpgdans.

In addition to the abovementioned situational awarenesstiins we have also developed functions
measuring trainee performance with respect to its pemepfi. health state of the civilians and own forces;
how well infrastructure services are working; and, the fimcaand status of threats and opposing forces.
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5 CONCLUSIONS

In this work we have introduced a serious gaming applicaaogeting the training of military staffs in urban
operations. The application was implemented by extendimbrausing the POPSIM-platform. The main
novelty of our work is that the application simulates, ini&idd to the tactical behaviors of own military
forces and opposing forces, the behavior of the civilianytatpn using an agent-based modeling approach.
Furthermore, our application employs opinion dynamicsinougate the population’s opinion and how the
opinion may change over time when individual interact wilcte other in the simulation.

We have created a conceptual scenario design that emph#sizinportance of winning the hearts and
minds of the population in urban operations. The scenarsigdewas developed using a causal diagram
expressing the dynamics of the simulation as a whole andiaided¢able that lists the main decisions and
mistakes that the trainees are expected to make when pléygregenario.

To demonstrate the potential of our application we impletegithe scenario and provided experimental
results comparing three different plans representing greagive, a moderate and a passive trainee respec-
tively. We implemented situational awareness metrics,sméag the accuracy of perception, that can be
used to: evaluate the performance of a trainee during aadthf exercise; to study the learning curve of a
trainee playing the game on multiple occasions; and, to emenihe performance of different trainees.

The serious gaming application presented here is a respestiditype and a lot of work is required to
ensure that the application is mature enough to be used actiggaPerhaps the most important future work
is to thoroughly evaluate the application, including therario, using domain experts such as experienced
military staffs and military exercise leaders. Future vgoakso include the modeling of psychological and
information operations and how they may affect the opinibtihe population.

ACKNOWLEDGMENT

This work was supported by the FOI research project “Syith&ttors”, which is funded by the R&D
programme of the Swedish Armed Forces.

STO-MP-MSG-126 17 -11



An Agent-Based Serious Gaming Application Targeting the ‘i"i I
Training of Military Staffs in Urban Operations e

REFERENCES

[1] Curtis Blais, Kevin Galvin, and Michael Hieb. Coalitidrattle management language (C-BML) study
group report.Simulation Interoperability Workshop (05F-SIW-042005.

[2] Eric Bonabeau. Agent-based modeling methods and tqabsifor simulating human systemBro-
ceedings of the National Academy of Sciences of the UnietesSof America99(10):7280-7287,
2002.

[3] Guillaume Deffuant, David Neau, Frederic Amblard, andd Weisbuch. Mixing beliefs among inter-
acting agentsAdvances in Complex SysterB87-98, 2000.

[4] Casper Hartog. Scenario design for serious gamingsters Thesi2009.

[5] Rainer Hegselmann and Ulrich Krause. Opinion dynamioged by various ways of averagingzom-
putational Economic25(4):381-405, 2005.

[6] Linus J. Luotsinen. Popsim: A platform targeting the ratbdgg and simulation of human populations in
urban environments. IRroceedings of the 7th International ICST Conference orutition Tools and
TechniquesSIMUTools '14, pages 160-165, ICST, Brussels, BelgiumgBen, 2014. ICST (Institute
for Computer Sciences, Social-Informatics and Telecomeations Engineering).

17 -12 STO-MP-MSG-126



A5 | NATO . . L .
ﬂ%‘ OTAN An Agent-Based Serious Gaming Application Targeting the
e Training of Military Staffs in Urban Operations

STO-MP-MSG-126 17 -13



