FOI in focus

Research for a safer and more secure world
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e at FOI are seeing increasing demand for our research in the area of
defence and security. A more unstable global situation demands an increase in national defence capability, both military and civil. Research and analysis
comprise an essential part of capability development and FOI has expertise in
many areas that are of benefit for society in general and defence in particular. The
rebuilding of the Swedish Total Defence demonstrates the need for knowledge
of how various societal actors can cooperate to maximum advantage in a crisis
situation. This is where FOI can contribute its methodology for developing
different scenarios. Interest in FOI’s knowledge in security policy is substantial,
not least in analyses of Sweden’s neighbourhood. We also notice a marked demand
for expertise in numerous technical areas. Our current and future technology
creates many advantages, but also entails challenges. FOI conducts research and
development in areas of great current interest, for example ICT security, cyber,
space issues, and artificial intelligence (AI), where new advances are not only
promoted, but their legal and ethical aspects are studied.
Nuclear weapons have reappeared on the agenda in the rhetoric of world
politics; this is yet another example of an issue that FOI’s research illuminates
from different perspectives. Our researchers combine the strengths of their
different areas of expertise when working together to solve complex problems,
which produces research outcomes of unique breadth.
In this presentation we highlight examples of a number of the research and
competence areas in which FOI is active. Through our striving towards a safer
and more secure world, FOI has an important role to play, in Sweden and internationally, both now and in the future. Enjoy the reading!
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An ever more pressing
security situation
The task of FOI’s analysts is to increase the knowledge about the security
situation in Northern Europe in particular, so that Swedish decisionmakers can make accurate assessments as circumstances change.

In recent years, the global security situation has worsened,
not least in Europe. This trend is marked by unpredictability and instability; sometimes things change very quickly.
In this situation, FOI is encountering growing interest in
its analyses of the security situation in Sweden’s immediate
neighbourhood. Our experts support the Government
and the Swedish Armed Forces by studying defence and
security policy, as well as the military capability and
presence to the east and west. FOI’s capabilities in policy
analysis combine deep competence in numerous fields,
including politics, military strategy, economics, and
technology.
FOI has long experience in analysing Russia, both
its military capabilities and its politics, economics, and
society in general. Eight editions of “Russian Military
Capability in a Ten-Year Perspective” have been published;
it is FOI’s most downloaded report. Already in 2013, FOI
pointed out that Russia was becoming ever more authoritarian and had begun to prioritise its defence commit-

ments. Russian military-strategic thinkers have also begun
to direct significant attention to the potential for combining military and non-military means, sometimes referred
to as hybrid warfare.
According to FOI’s analyses of Western military capability in Northern Europe, most European countries have
recognized the need to develop their defence capabilities.
This entails time-consuming improvements that also demand substantial resources. For example, it comprises the
introduction of new materiel systems, increased recruitment, and more advanced exercise activities. FOI’s work
include studies of the Nordic and Baltic countries, Poland,
Germany, France, and the United Kingdom, as well as the
USA, NATO, and the EU. Military capability is assessed
on the basis of the security and defence policies, defence
finances, and military strength of the countries.
FOI also works with scenarios and conducts war games
that depict how potential military conflicts in our immediate region might proceed. 
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We’re becoming more
dependent on space
Reliance on space services in many of our daily activities has
implications for global security and society in general. FOI keeps
track of satellites and analyses developments worldwide.
Trends in the use of space are clear: the variety in space
services is growing, satellites are smaller and more numerous, and there are more users, actors, launches, and even
new launch methods. Society is affected in both positive
and negative ways, space contributes to a safer and more
secure society, but the dependence of space services also
makes it more vulnerable.
FOI’s analysis of both trends and developments in
space are the basis for understanding the impact of space
activities on national security and on the development of
military capability. The results are also distributed to other
interested parties in Sweden in order to raise an awareness
about space matters. In recent years, FOI has provided
expertise on space issues to various government commissions and the Swedish Armed Forces, among others.
Furthermore, satellite images also enables FOI policy
analysts to produce more accurate analyses of events and
security situations. Satellite images can give important
information of slow changes in environment and urban
surroundings, as well as quickly changing trends in crises
and conflicts, such as troop movements or destruction of
cultural heritage.
At the same time as everyday life in Sweden benefits
from the use of satellite services in, for example,

The photo shows the entire 17 000 space
objects that form the basis for FOI’s
space situational awareness. Photo: FOI.
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communication, navigation, and imaging, the increasing
dependence on these services renders Sweden more
vulnerable. This vulnerability arises both from the fact that
someone else owns the space infrastructure and also from
the challenge posed by the increasing amount of space
debris that, in the worst case, can make space unusable.
Space debris is a global problem that resembles the issue
of climate change. 

Space Situational Awareness
– a map of satellites
Increasingly many, and smaller, satellites are crowding the orbits around the earth. Military capability
is growing, worldwide, enabled by satellites and
satellite services, and therefore increases the threat
against Swedish security. To minimize the risks, FOI
is monitoring space activities by using open information on objects in space. This work supports the
Swedish Armed Forces in enhancing its capability of
space situational awareness.
Various data inputs from telescopes, radar, and
web-based databases are collected. A determination
of the orbits of various satellites is performed. This is
stored, along with technical information about the
satellites, in a database. The result is an aggregated
map of satellites, which can be presented visually
with the positions of the satellites over the earth in
real time, and then used in different analysis.

Photo from November 2017. People in Pyongyang celebrate a test of the
Hwasong-15 ballistic missile. In connection with the test, North Korea’s leader,
Kim Jong-Un, claimed that the country was now a full-fledged nuclear power.
Photo: TT/AFP/KCNA via KNS.
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Nuclear weapons reappear
on the agenda
Weapons tests, rearmament in our own neighbourhood, and new tactical
weapons influence Sweden’s defence and security policy. FOI works on
the nuclear arms issue from a broad range of perspectives.
In recent years, nuclear arms have become increasingly
visible, both in regional security and defence policy and
through North Korea’s weapons tests. Nuclear weapons
developments influence Sweden’s security policy and FOI’s
experts follow events closely. FOI’s approach to nuclear
weapons issues is extensive, including everything from
detection of weapons tests and analyses of security policy
to technical analyses of weapon characteristics and the
military capability of various countries.
The number of smaller, sometimes called tactical,
nuclear weapons in close proximity to Sweden is increasing. Tactical nuclear weapons usually have less explosive
yield than strategic ones, which can flatten entire cities. In
the event of an open conflict, the fact that nearby states
will be able to threaten to use nuclear weapons means
that Sweden needs to integrate a nuclear weapons perspective into its conflict scenarios and military exercises.
Sweden’s position on nuclear proliferation, which ever
more countries are engaged in, is an important question.
FOI’s experts are working to increase our knowledge in
these matters, conduct simulations, and support military

and political measures by providing analysis and technical
studies.
Detecting suspected nuclear weapons tests is one of
the cornerstones in working towards disarmament; FOI
currently possesses one of the most advanced, state-of-theart technology – the SAUNA system – for this purpose.
Swedish technology is used around the world in the
international monitoring network managed by CTBTO,
the Preparatory Commission for the Comprehensive
Nuclear-Test-Ban Treaty Organization. New technology
produced and developed by FOI makes it possible to
discover whether a nuclear test has been conducted, and
by whom. The system is based on analysis of the xenon gas
that is always generated by nuclear explosions.
FOI’s experts are proceeding with their work on a number of related questions, such as which measures Sweden
can undertake to reduce the implications of nuclear
weapons blackmail; whether, and how, this threat affects
planning for total defence and civil defence, respectively;
and how Sweden can act to curb those states that are most
aggressively developing nuclear weapons. 
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A joint exercise with civil protection and military defence authorities.
The exercise
included
the handling
of many
casualties after an explosion.
FOI scenario
– Swedish
Defence
Research
Agency
Photo: Alexander Karlsson/Swedish Armed Forces.

Conducting exercises
builds operational capability
Exercises are crucial for creating capability. This is just as relevant
for crisis preparedness as it is for civil and military defence.
FOI contributes in many different ways to crisis preparedness exercises and the development of civil protection as
well as military exercises and the development of defence
capability.
Scenario-based exercises are an essential way to develop
cooperative capability. Among other things, FOI’s analysts
have produced typical cases, or vignettes, for use in the
development of civil defence. These cases serve as a point of
departure as Swedish authorities now resume the planning
of total defence, which includes both civil and military
defence.
Another example is the scenario tool that has been
developed by FOI and that is today used in major Swedish
and international disaster exercises. An example is the Cornflower Winds exercise that was based on a shipping accident
scenario, with many casualties, in the Baltic Sea. Stakeholders participating in this exercise were, besides others,
the Centre for Teaching & Research in Disaster Medicine
and Traumatology (KMC), SOS Alarm (the Swedish 112
operator), the Swedish Maritime Administration, the
Swedish Police, as well as voluntary organizations such as
the Swedish Red Cross. Aided by the scenario tool, the
6

exercise management was able to drive the exercise forward
as well as provide feedback to the exercise participants, so
that the weaknesses uncovered could be dealt with in future
planning.
Ensuring that an exercise delivers useful results requires
a thorough analysis that determines the right problem
definition, the right participants, and the right leadership
for the exercise. It is also important that from the very
beginning the exercise is planned so that the evaluation
results are useable. A properly performed evaluation leads
to improvement actions, an increase in the participants’
knowledge, and better understanding between stakeholders.
Sweden has resumed planning for its civil defence, and
exercises are an important element of that work. Many civil
authorities and other stakeholders took part in the major
Swedish Armed Forces exercise Aurora 2017, and were able
to draw conclusions about what needs to be improved and
developed.
The next test of Swedish capability is the national
total defence exercise in 2020. FOI is contributing to the
preparations by providing methods development and other
support for a number of our clients. 
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Benefits and challenges
of intelligent computers
Artificial intelligence (AI) can help both military and civil systems work
faster and more efficiently. FOI works with applications as well as the
legal and ethical aspects of AI.
FOI is working to apply AI in several defence and security
domains. For example, the Swedish Armed Forces could
use AI in searching for underwater mines. Traditionally,
an area of sea bottom is searched with the help of sonar,
and the acoustic image is studied by an operator to detect
eventual mines. The operator must be able to distinguish
naval mines from other similar objects, such as stones.
The entire process is time-consuming and requires major
personnel resources. Autonomous minesweepers equipped
with AI-based systems for automatic classification of mines
would make it possible to sweep greater areas than today.
Another application of artificial intelligence is in biotechnology, wherein FOI works with analysing microbiological threats. New biological weapons could wreak
significant damage to society. To be able to understand
how viruses and bacteria function, DNA analysis is central.
In modern software, AI is used to identify DNA sequences.
The use of AI in military contexts poses many practical,
security-related, and ethical challenges that must be solved,
but it could also improve numerous military systems. It is
thus important that Swedish authorities remain up-to-date

on developments in AI and their impact in the military
arena. FOI’s experts are building knowledge and analysing
risks and opportunities for the Swedish Armed Forces and
the Government.
FOI also uses AI for analysis of data from social media
and internet. Among other things, it is used for analysing
the large quantities of violent extremist propaganda that are
spread on the internet and on social media. By analysing
various digital environments, researchers can gain an understanding of the content and messages of violent extremist
propaganda and of how ideas spread within different groups
of people.
FOI’s experts are also working in detail with the legal
and ethical aspects of AI, analysing its risks and what can
be problematic about intelligent computers. When should
one use, or refrain from using, AI? Which types of logical
errors and vulnerabilities arise from AI? How are people
and society affected when important decisions are increasingly being automated? Our experts analyse methods for
ensuring correctness, non-discrimination, transparency,
and human intervention in automated decision-making. 

As an area of research, artificial intelligence deals with how to build computers and computer software that behave intelligently.
In this context, intelligence means the capacity to understand, analyse, and react to the surroundings.
Photo: Valery Brozhinsky/iStockphoto.
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Research into the unknown
FOI raises its gaze and peers into the future to remain at the forefront.
Via advanced scanning of the research horizon, new fields of technology
are identified.

Experts at FOI continuously search for new technologies
that can have a major influence on military applications
in 10–25 years’ time. The objective is to produce a proper
basis for strategic research decision-making, while remaining at the forefront. It is important to detect so-called
weak signals, fields that are not obvious at first glance, but
that can be vital in identifying future focus areas. This can
lead to quite thrilling new research. The task becomes to
identify: What is this? Something for us? Can Swedish
security and defence derive advantage from this new
knowledge?
The analysis assesses the benefit for the Swedish Armed
Forces and proposals are made for how the results can be
integrated into FOI’s research activities. The work is conducted both as a scanning of the research front (Horizon
Scanning) and of the research activities of other actors
(Technology Watch).
The results of the scanning provide valuable input not
only to various types of long-term foresight activities
such as the Swedish Armed Forces Perspective Studies,
but to more technically-focused perspectives, such as the
8

“technical prognosis” of the Swedish Defence Materiel
Administration (FMV).
In its search for new horizons, FOI relies on its own
experts and their colleagues, both nationally and internationally, as well as on data analyses. Computers automatically sift through open databases in search of patents,
project grants, and publications. In 2016, for example, a
major Chinese publication database was scanned.
Some of the exciting fields that are of current interest
include synthetic biology, artificial intelligence based
adaptive decision aids, metamaterials for weapons technology, and advanced directional acoustic sensors. 

Photo: FOI
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Strong confidence in FOI’s experts
Every day, journalists call FOI to obtain facts and comments from our researchers
in different fields. Our security policy experts continually monitor political
developments around the world. Other researchers at the agency are uniquely
knowledgeable about technology, chemical weapons, and much more.
The role of research and science and confidence in media’s
reporting have become a topical interest in recent years.
This is where FOI’s researchers have an important role to
fill, by explaining complex research or events in security
policy in a way that is easy to understand. We continuously work to develop our experts’ capabilities to share their
knowledge with the media, on media’s terms.
During a normal year, approximately every tenth FOI
researcher is featured on TV, radio, newspapers, or on the
web. Yearly, FOI’s experts contribute around 4500 articles
in print and digital channels and some 150 segments on
radio and TV.

FOI produces about 750 reports and memos in a year;
most can be downloaded from www.foi.se/en/reports.
They are often in strong demand and an appreciated
source of knowledge also for the media.
Even if the pressure is greatest during global political
events and regarding security policy, various media seek
out FOI’s expertise in widely differing fields. This can
involve anything from defence economics, military
capability, and society’s crisis management, to IT security,
GPS, aquatic bacteria, space debris, and nuclear weapons.
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Exercise Aurora 2017. A civilian bridge is being built, together with the
SwedishFOI
Transport
Administration
(Trafikverket),
will ensure that
– Swedish
Defence
Researchwho
Agency
civilian traffic flows smoothly across Örsundsån.
Photo: Mattias Nurmela/Swedish Armed Forces.

Sweden rebuilds the civilian
component of total defence
The most important tasks for civil defence during a state of heightened
alert and war are to protect the civilian population, secure society’s
most critical infrastructure, and support the Swedish Armed Forces.
FOI works with research, studies, games, and scenarios to prepare
Sweden for a crisis situation.
Sweden’s civil defence needs to be built up once again,
now that the security situation in our region has worsened.
Society needs to function even during an attack against
Sweden. In the event of war, the military also needs the
support of civil society. FOI is working in numerous areas
to create an overall view of how our society should prepare
itself for a crisis situation, or a downright attack. This
work is in the form of studies and analyses that involve the
development of a modern civil defence, on assignment
from among others the Swedish Civil Contingencies
Agency – MSB – and the Swedish Armed Forces.
10

Sweden's concept for civil defence is based on the peacetime crisis preparedness system. This is a good foundation
on which to build, but civil defence also needs to be able
to handle threats to national security and war. There are a
number of situations that civil defence is not yet prepared
to manage. FOI's analysts are reviewing how food and
energy supply, transportation, and personnel resources can
be guaranteed in a crisis situation.
Today, private actors operate a large part of the critical
societal infrastructure that earlier was run by public
authorities. On this issue, FOI is conducting surveys of

FOI – Swedish Defence Research Agency

industry’s view of roles and responsibilities regarding
total defence. The results indicate that companies often
allow these questions to be pushed into the background.
However, companies do express that if the state can
create the conditions for industry and business to
participate in both the planning and management of
crises, as well as states of heightened alert, then they are
willing to assume a role and a degree of social responsibility.
FOI works on methodologies, for example in
developing various scenarios and vignettes that reflect
possible sequences of events that authorities use in planning civil defence. One example is the energy sector’s
role in civil defence. But scenarios of this type need to be
adapted to an actual threat to be effective, therefore FOI
is developing a methodology to achieve this. 

Total defence
Total defence comprises both military and civilian
defence. In the event of war, or if it is imminent, defence
readiness can be heightened. In a state of heightened
alert, parts, or all, of total defence can be mobilised.

Military defence
The main assignment of Sweden’s military defence is
to counter an armed attack. Its aim, on its own and
together with others, both within and outside the
country: to defend Sweden and further our security.

Civil defence
In a state of heightened alert and war, society should
have the capability to secure the most critical infrastructure and support the Swedish Armed Forces.
Activities are based on the peacetime crisis preparedness
system, operated by public authorities, municipalities,
county councils, private companies, and voluntary
organisations.

Crisis preparedness
Society’s crisis preparedness deals with preventing,
preparing for, and managing peace time crises. The
public, national authorities and county councils, as
well as municipalities, bear the basic responsibility, but
individuals and companies also have a responsibility
and an important role.

Cooperation meeting between the
Armed Forces and other authorities,
including the County Council
and the Coast Guard.
Photo: Marcus Åhlén/Swedish Armed Forces.
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Sensors deliver
situation awareness
At FOI, sensor research primarily deals with three main fields: electrooptical sensors, radar sensors, and signal processing. The aim is to be
the knowledge bank for the Swedish Armed Forces, a dual role that
entails both advice and support in materiel development.
Due to the current security situation, research & development in the sensor field is considered critical for Sweden’s
integrity. For the Swedish Armed Forces, being able to
have full situational awareness is a decisive capability; this
makes sensors essential at all levels of operation, from
general reconnaissance of the theatre until troop level.
The ability to “see around the corner” has become a
reality. FOI was first in the world to publish a method
for using radar to produce high-resolution registration of
a person or a vehicle out of sight around the corner of a
building. This has been made possible by modifying radar
waves such as those traditionally used for long-distance
reconnaissance and in open terrain.
Radar sensors can also be combined with other sensors,
such as heat and motion detectors, to form so-called
multi-sensors. This is an area where FOI conducts research
in order to improve surveillance capability in environments
that are otherwise difficult to monitor, and to alert an
operator about anything unusual. Technically, this can be
achieved through so-called anomaly detection. Sensors

Experiments are an essential part of sensor research. Here, signal processing
is being tested in the field. This example shows an infra-red image of people
and vehicles detected in a complex urban environment
Photo: FOI.
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are trained to recognize a normal situation – for example
involving a crowd of people – and are then able to more
easily detect any abnormal behaviour that might arise. FOI
is working towards a future scenario wherein autonomous,
mobile sensor platforms – drones, for example – can be
used to monitor potential threats.
Although FOI’s research is primarily focused on the
needs of the Swedish Armed Forces, there are also substantial opportunities to apply its research to civil purposes.
Potential applications are in police work, or in protecting
emergency vehicles in traffic, or detection of sabotage and
terrorist threats to critical societal infrastructure. This is
achieved by efficient surveillance enhanced by algorithms
that help the system to detect people and analyse their
patterns of movement. An important question is how
surveillance can be implemented without infringing on
privacy.
FOI is also proud to be an attractive partner in international research cooperation in the sensor field. 

Syrian medical workers train to treat victims of chemical

weaponsDefence
attacks, during
a WHOAgency
course in Turkey.
FOI – Swedish
Research

Photo: Murad Sezer/TT.

With chemical weapons in focus
FOI’s researchers monitor and analyse global development
and incidents to assess the threat regarding the use and
development of chemical and biological weapons.
Sarin and chlorine attacks in Syria, the terror organisation
Daesh’s chemical attacks and the poisoning of the halfbrother of North Korean leader Kim Jong-un are some
examples of the use of chemical weapons during 2017.
Monitoring, collecting and analysing information that
originates from different sources are the foundation of the
work. FOI has been building its technical competence
and capability regarding chemical weapons for quite some
time.
The possible use of toxic chemical and biological
compounds involves two categories of actors. One category is non-state actors, such as terrorists and criminals.
Examples include attacks with corrosive acid in honourrelated crime, or poisoning with deadly chemicals and
toxins. It can entail everything from a minor police matter
to terror attacks with dire consequences. The other
category comprises state actors. Many countries have

high-technological capabilities and dual-use resources that
potentially could be used to develop these weapons.
The focus for the threat assessments is based on the
actors’ intentions and capabilities. What do they want
to achieve and what can they accomplish by using these
weapons? This demands interaction between FOI’s experts
in different fields, such as analysts in security policy and
experts in various technologies, for example explosives and
conventional weapons, or potential delivery systems such
as drones. FOI’s chemists and biologists are using their
expertise to, for example, assess observed symptoms, or
evaluate how hazardous materials are spread throughout
the air, water, and land. This expertise can be used for
analysing not only an actual event, but to assess possible
consequences and health effects if chemical and biological
weapons were to be used. 
13
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Modern equipment
for the soldier of the future
The soldier and the soldier’s everyday life are in focus when FOI
works on increasing Swedish Armed Forces operational capability
– now and in the future.

FOI provides in-depth scientific support to the Swedish
Armed Forces and the Swedish Defence Materiel
Administration (FMV) in preparation for planned small
arms procurement. The study, which includes theoretical
studies as well as practical tests, has engaged many of
FOI’s different disciplines and areas of expertise.
Equipping a soldier involves compromises between
mobility and other functions. All of the soldier’s equipment, the entire soldier system from boots to weapon,
must work. Both modern armament and protection are
vital. This is why FOI, through various studies, has looked
at hit probability, body armour and lethality, as well as
how range and soldier stress affect the results.
An example of how the tests are conducted is troop
trials, where soldiers in real environments test how
different variables affect accuracy.
The aim has been to produce performance measures
14

coupled to lethality, hit probability and economy which
can help the Swedish Armed Forces and FMV formulate their requirements before the procurement of new
firearms. Major portions of the work is performed in
cooperation with the Swedish Armed Forces and FMV. 

FOI –toSwedish
Research
Agency
Soldiers in FOI troop trials test equipment
determineDefence
how different
variables
affect accuracy.
Photo: FOI.

Tests in real environments
require large proving grounds
Extensive experimentation combined with theoretical studies
comprise the core of the activity area Weapons, Protection, and
Security. For this purpose, FOI has large test ranges, advanced
laboratories, and powerful computing resources.

Soldier shooting
performance is
observed during
trials. Measuring
equipment is used to
register the location
of every shot’s point
of impact.
Photo: FOI.
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Effective flight training
in virtual airspace

Photo: FOI

At FOI, individual pilots and entire units can practice complex scenarios
without even leaving the ground. The training concept, LVC – Live, Virtual &
Constructive, blurs the boundary between the physical and simulated worlds.

In a training scenario, real aeroplanes in the air (live) are
combined with manned flight simulators (virtual) and
artificial, computer-generated actors (constructive). In
this way, training and training setups attain a level and
complexity that is only surpassed in a live situation.
FOI and FLSC, the Air Force’s combat simulation
centre, have long worked in cooperation with the US Air
Force Research Laboratory, AFRL, to define the LVC concept. During a unique exercise and demonstration, FOI’s
manned flight simulator was connected to both virtual
American F-16 and F-35 aircraft and real planes in the
air, as well as computer-generated enemies, in the same
scenario. Additional actors from several training facilities
in the USA also participated in the demonstration.
16

The training scenario shows all actors and entities and
their behaviour in the same way on an instrument panel
that is comparable to those used in real aircraft and flight
simulators. Since access to aircraft and airspace for training flights and exercise purposes is limited, this concept
increases the opportunities for pilots to train effectively.
The LVC concept is an important strategic commitment, both from an operational training perspective and
as a platform for continual research in effective training
models. FOI is developing the concept further, to include
aerial combat control, so that the pilots receive an even
more authentic training environment. Projects that
include naval combat in the training scenarios are also
underway. 

FOI – Swedish Defence Research Agency

Information security – a both
social and technical issue
The completely networked society, where wireless technology will
be used to connect equipment in most societal sectors, results in
new demands on how to handle information security.

FOI works with information security in several different
ways. IT attacks can involve anything from disinformation
campaigns and psychological influence to disturbance of
critical infrastructure vital for societal functions.
Previously, many information and control systems in
critical infrastructures were stand-alone solutions. Today,
they communicate via digital networks, often including
public ones. This creates interfaces between high- and
low-security systems. In addition, the security of these
systems depends on the human factor; even with sufficient
technical security measures in place, people can make
mistakes, violate policies, or be deceived in ways ruining
the security.
Numerous organisations use the simulation environment that FOI has developed to train the handling of and
increase the resistance to cyberattacks. The participants
in such exercises are typically working with critical
infrastructures, for example in the energy, transport, and
food sectors. The practical exercises and simulations are
combined with lectures and demonstrations of IT security
solutions and potential security threats.
FOI also studies various social aspects of the information security of organisations. The human factor is
constantly present. A high level of security requires an
organisational approach and aware personnel. The social
aspect of information security management is therefore
essential. FOI’s research in this area not only deals with
how people manage systems, and the information they
store, but also their attitudes to information security.
A necessity for efficient information security management is comprehensive understanding of the information
security risks faced by the organisation. Unfortunately, it is

intrinsically difficult to assess information security
risks. In this area, FOI conducts studies on, for example,
the assessment of probabilities and consequences, methods
supporting the identification of threats, and tools supporting tasks in the information security risk management
process. 

Model city, part of FOI’s cyber exercise landscape.
Photo: FOI.
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Through the reintroduction of the RBS-15 missile, the Swedish Armed Forces
can fire from
land
to targetsDefence
at sea at great
distance.
FOI –
Swedish
Research
Agency
Photo: Tina Skiöld/FMV.

A2/AD and control of the Baltic
FOI conducts research on A2/AD – or physical “keep-out” zones – currently a
much-discussed military concept for situations when countries insist on local
dominance to keep a potential enemy at a distance.

The military concept Anti-Access/Area Denial, or A2/AD,
deals with both deterrence/pressure and warfare. The
phenomenon is as old as warfare itself, but it has kept
pace with the development of ever more complicated
weapons systems with greater range. The concept of A2/
AD is used as a collective concept for the ability to use a
network of sensors and long-range missiles to impede or
deny a military opponent’s access to a geographic area.
A2/AD capability can also be used to issue an ultimatum
or exert pressure in a low-intensity conflict.
FOI is engaged in creating a better overview of the
military capacity of different countries and how that
18

affects the situation around the Baltic. The question is
important both for Sweden and for its neighbours.
The objective is primarily to analyse Russia’s capability
to use various advanced, long-range weapons systems to
obstruct military units of both Swedish and other Western
countries from staying and operating in the Baltic region,
and our ability to counteract it.
FOI’s weapons and sensors experts collaborate in this
activity with both operational analysts and security policy
analysts; this creates unique possibilities for performing
advanced assessments. 

FOI – Swedish Defence Research Agency

Strategic Outlook reveals
future challenges
What security challenges await Sweden in the future? The answers can now be
found in FOI’s sought-after report, Strategic Outlook, which has been published
in several new editions since 2009.
Strategic Outlook injects knowledge into the defence and security policy
debate. The articles are pressing, of strategic importance, and maintain a high
level of scientific quality.
In 15 new articles, authors from across all of FOI’s research divisions discuss
Swedish security challenges from the perspectives of technology, security
policy, and defence capability. Described therein are the trends and challenges
that await the world, especially those of importance for national and global
security.
The articles are based on current issues and discussed from the perspective
of the analyses and research pursued by FOI’s analysts and researchers.

Underwater robots of
the future soon here
FOI is providing knowledge in sensor
technology and communication to
help develop new autonomous
underwater technology.
Development of a new generation of underwater
robots, with better range and endurance, is
underway. In a project slated to continue until
2024, led by the Royal Institute of Technology,
FOI’s knowledge of underwater communication
has an important role. For FOI’s researchers, this
cooperation means that they can develop new
knowledge, gather experience, and capitalise on
opportunities for testing innovative solutions.
The underwater robots are usually between three
and four metres, but some are so small you can
hold them in your hand. The objective is that they
should be able to operate autonomously underwater, make their own decisions based on information they gather, and return to the starting
point without human intervention. They are
envisaged to have the technology to make their
own way and study undiscovered areas.

Better precision in
observing aviation’s
effect on climate
FOI is developing the model for calculating
the carbon dioxide emissions of civil
aviation in Sweden.
In an assignment from the Swedish Transport Agency, FOI
and the Air Navigation Services of Sweden has produced
more precise calculations of aviation emissions. Previous
calculations used the straightest and shortest possible routes
between cities. Now, the calculations are more realistic.
With the help of radar tracking for seven domestic
routes, all flights occurring during four different weeks
were analysed. This involved 1 700 flights. The actual
flight paths were shown to be 4–14 per cent longer than
the most direct routes. The computation model for fuel
and emissions calculations is now being refined so it better
reflects the actually-flown routes.
Flying at different altitudes affects climate differently.
The study therefore conducted an initial analysis of the
proportion of flights that occur at the altitudes that affect
climate most.
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FOI is one of Europe’s leading defence and security research agencies. Although FOI is
a public authority under the Swedish Ministry of Defence, the majority of its work is
client-commissioned and funded. Our largest clients are the Swedish Armed Forces, the
Swedish Defence Materiel Administration (FMV), and the Swedish Civil Contingencies
Agency (MSB). We also receive many assignments from a range of public and local
authorities, municipalities and companies, primarily in the fields of emergency preparedness and security.
Within FOI we conduct research on security issues at all levels – nationally, regionally,
and locally. FOI’s know-how is also in much demand internationally and we lead and
contribute to several EU projects.
Our research encompasses both long-term knowledge building and more applied
activities. In the latter case, research, development and analyses are employed to answer
more near-term questions from the client.
By combining knowledge on many different levels and in a wide range of fields, FOI’s
researchers are able to work together to create an understanding of how developments in
society and technology interact. This creates a unique opportunity for FOI to discern
potential risks and threats at an early stage and thereby contribute to sustainable solutions.
FOI acts within the entire span of defence and security issues. We perform security
analyses and assessments of different kinds of threats. We are leaders in submarine
research and in research relating to explosive materials. We develop decision-support
systems and systems where people, technology, and organisations must interact. Our areas
of research also include aeronautical systems, ICT security, radar, laser, and other sensor
systems, as well as protection against hazardous substances.
The agency has around 900 employees, of which some 700 are researchers at academic
level. FOI employs physicists, chemists, chartered engineers, social scientists, mathematicians, and philosophers, engaged in research, methodology and technology development,
analyses, and studies.
In this publication, you can acquaint yourself with several examples from among our
broad range of research activities. Stay informed and feel welcome to follow us on social
media, via newsletters, and foi.se 
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