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Who thinks that the smart power plug can
directly cause problems to the power grid?
Who thinks this is not a problem for the grid?

If this can be a problem for your personal security?

2014

Discussion

In fact, it is similar to smart TV zombies!
… and there are more “zombies” to come.

2012

What’s next?

Passenger cars?

2010

Nuclear power plants?

2010

Highlights from 2015? Finally first fully
“Internet-controlled car”! Then increase in
large-scale attacks on corporations, databases, …

This year: Any guess?
… and what about personal security?
Movie first!

Let’s watch the movie first!

https://www.youtube.com/watch?v=MK0SrxBC1xs

Some “Hot” Topics
•
•
•
•
•
•
•

Software Trojans Go’ Hardware
Security Breaches in Internet-of-Things Devices
Self-Installable Trojans in Infrastructures
Increase of Malware in Personal Mobile Devices
Increased Availability of Technological Platforms
Simultaneous Data Integration between Services
Virtual Presence and Computing Continuum…

•

Followed by Exponential Data Increase, Connectivity
Increase and Complexity Increase…

Back to “Calls” and “Projects”
•
•

DS-01-2016
• COCON
DS-02-2016
• PHARATE

DS-01-2016
The constant discovery of vulnerabilities in ICT components, applications, services and systems
is placing our entire digital society at risk. Insecure ICT is also imposing a significant cost on
users (individuals and organisations) who have to mitigate the resulting risk by implementing
additional technical and procedural measures which are resource consuming.
Smart systems, highly connected cyber-physical systems (CPS) are introducing a high
dynamism in the system to develop and validate. Hence, CPS are evolving in a complex and
dynamic environment, making safety-critical decisions based on information from other systems
not known during development.
Another key challenge is posed by domains, such as medical devices, critical infrastructure
facilities, and cloud data centres, where security is deeply intertwined and a prerequisite for
other trustworthiness aspects such as safety and privacy.
The challenges are further intensified by the increasing trend of using third party components for
critical infrastructures, by the ubiquity of embedded systems and the growing uptake of IoT as
well as the deployment of decentralized and virtualized architectures.
In order to tackle these challenges, there is a need of appropriate assurances that our ICT
systems are secure and trustworthy by design as well as a need of certified levels of assurance
where security is regarded as the primary concern. Likewise, target architectures and methods
improving the efficiency of assurance cases are needed in order to lower their costs.

Any answer?

COCON – COmputational non-intrusive
sensing platforms for holistic integrity data
COllection in Networked CPS infrastructures
Infrastructures of Embedded and Cyberphysical systems take increased responsibility
over critical functions for society functioning
and life of individuals as well as tend to
explore confidential and private information
HAVE TO BE CONSTANTLY MONITORED!
Objective:
• The main objective is to propose and develop an efficient and
reliable non-intrusive sensing platform for integrity monitoring in
smart complex cyber-physical infrastructures.
Steps:
• Re-apply findings from the Trojans to provide non-intrusiveness
• Re-apply findings from the sensor technology for efficiency/reliability
• Re-apply findings from robotics to provide self-installation
• Re-apply findings from AI to give it intelligence and self-adaptation

DS-02-2016
Europe's SMEs, local public administration and citizens face particular challenges in addressing
basic cyber security threats.
On one hand, in the case of SMEs and local public administration, their size and budgetary
constraints often precludes them from putting in place highly granular organisational structures,
retaining dedicated information security personnel and making significant investments in
cybersecurity products or services.
Individuals, constantly portrayed as the "weakest link" face the daunting task of having to
constantly adapt their behaviour at home and in the workplace and the way they use both their
personal or work-related IT equipment and devices in order to avoid falling prey to the latest
threats and techniques that malicious actors leverage against them.
Moreover, whether addressing SMEs, local public administrations or individuals, few cyber
security solutions have been designed with the human factor in mind and therefore present
severe limitations in their usability which hampers proper decision making and adequate usage.

Any answer?

PHARATE – Personalizer for Hazard
Analysis and Risk Assessment against
Threats and Exploits
Individuals and companies rely more and
more on smart infrastructures that take
increased responsibility over business critical
decisions and life of individuals, often utilizing
private and confidential information
USERS HAVE TO BE INFORMED!
Objective:
• The main objective is to develop a platform to support individuals and
companies with efficient, reliable and user-friendly personal threat
analysis tool, customized for particular user needs
Steps:
• Re-apply findings from the spam domain to identify platform users
• Re-apply findings from the linked data for efficiency/reliability
• Re-apply findings from search engines to provide wisdom-base
• Re-apply findings from AI to give it intelligence and self-adaptation

Everything is possible when
Everything is connected but then
Everything has to be protected!

