An experiment in SLA decision-making
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Abstract. Decision-making with regard to availability service level agree-
ments (SLAs) is investigated. An experimental economics approach was
used to elicit the preferences for different SLA alternatives from the sub-
jects (N = 16), all professionally working with IT management. A pre-
viously published scenario on downtime costs in the retail business was
used in the experimental setup. Subjects made 18 pairwise choices under
uncertainty. After the experiment, they were paid based on one of their
choices, randomly selected. The subjects rarely behaved as expected util-
ity maximizers in the experiment. This raises questions about company
SLA management in real situations, and calls for further research.
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1 Introduction

Today, IT is increasingly being provisioned as a service. Distributed systems tech-
nology provides the basis of the ”cloud”, where enterprises can buy advanced IT
services ”off the shelf”, gaining flexibility and scalability. However, the economic
implications are just as important to investigate as the technology [1].

A key non-functional property of IT services bought and sold is availability.
Annual costs of unplanned downtime were in the billion dollar range already 15
years ago [2], and have hardly improved since. Stock prices fall when business
operations are disrupted by IT incidents [3, 4], and reliability costs rank as an
important I'T frustration for executives [5]. However, to maintain high availability
today, IT executives need proper service level agreements (SLAs). Such contracts
link business operations to the IT services bought off the shelf.

How to write proper SLAs is interesting both to academia and practitioners.
Management by contract [6] can be said to be at the heart of this research
area, along with the primacy of the business perspective [7, 8] and the fact that
negotiations have to take place between parties with asymmetric information [9].
Gartner [10] and ITIL [11] offer practical advice on availability SLA writing.



The research question of this paper is: Do practitioners deviate from expected
utility when procuring availability SLAs, and if so, how? Previous work identifies
many potential deviations, e.g. bounded rationality [12, 13] and overconfidence
[14]. This study extends previous theoretical work [15] with an empirical investi-
gation. Our results show that practitioners do not necessarily behave as expected
utility maximizers — indeed, they do so quite rarely in our experiment.

1.1 Outline

The remainder of the paper is structured as follows: Section 2 covers related work.
Section 3 presents the availability investment model used in the experiment.
Data collection methods are detailed in Section 4, followed by results in Section
5. Section 6 relates the outcome to previous findings and discusses the results.
Finally, Section 7 offers some concluding remarks.

2 Related work

Optimal SLA management is a growing field. [16] offers models for optimal
service-window scheduling to minimize business impact, but does not address un-
planned outages. [17] derives optimal SLA strategies, but does not focus on avail-
ability. [18] considers SLA specifications, but without quantitative risk analysis.
[19] investigates the service procurer’s optimization problem, but does not empir-
ically study human decision-making. Neither does the game theoretic approach
of [20]. Technically oriented work such as frameworks for bridging SLA templates
[21] or intelligent SLA negotiation agents [22] are important for well-designed
SLAs, but does not further our understanding of human decision-making.

Turning to decision-making research, [23] presents a game theoretic frame-
work for SLA negotiation. A bargaining process is envisioned, where an equi-
librium between client and service provider is found by counter-offers. This is
different from our study, where the client is offered a take-it-or-leave-it contract.

[24] presents a study on decision-making for duplex gambles where 34 under-
graduate statistics students played hypothetical gambles. The study shows that
in the loosing form of gambles (like those in our study, where the decision maker
cannot gain money from the gamble) a majority of respondents (78%) maximize
the expected value of the gamble, being highly consistent. A similar study with
42 undergraduate psychology students is presented in [25], with results again
showing that most respondents are maximizing the expected value.

3 The decision-making problem

SLAs govern many non-functional requirements, but our focus is on availability.
The average availability can be computed as the Mean Time To Failure (MTTF)
divided with the total time of operation, i.e. the sum of MTTF and the Mean
Time To Repair/Restore (MTTR) [26]:

MTTF

A= ITTF T MTTR (1)




Availability is a good experimental topic for many reasons: Requirements are
easy to understand, there is a tangible economic impact, and it is often at the
heart of SLAs. In the experiment (cf. Section 4), participants were subjected to
a decision-making problem re-used from [15], where more details can be found.

3.1 A simple investment model

Availability investments have diminishing returns. Each additional hour of up-
time comes at a higher cost. This is modeled by Eq. (2)

A= f(Ag,¢) =1— (1 — Ag)e (2)

where A € [0,1] is the availability resulting from an investment ¢ > 0 made at an

initial availability level Ay € [0, 1], where o € (0,1) determines the shape of the

function. Though simplified, it reflects some important real world characteristics.
An estimated average cost of 1 hour of downtime is the following [27]:

Empl. costs/hour - % Empl’s affected by outage
+ Avg. Rev./hour - % Rev. affected by outage (3)
= Estimated average cost of 1 hour of downtime

If this cost is multiplied with the number of hours per operating year (e.g.
365 days - 24 hours for 24/7 systems) a maximum potential loss L is found. With
availability A, the annual loss is (1 — A)L, e.g. A = 95% entails a loss of 0.05L.
In this simplified model, hourly cost is independent of outage duration.

By adding downtime costs and investment costs a net cost function is found:

Net cost = (1 — f(Ag,¢))L+¢ (4)

This net cost function has a level of investment ¢* that minimizes the cost:
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3.2 The variance of outage costs

A better model does away with averages and lets the outage cost depend on the
time of occurrence, giving each hour a separate random cost variable L;. The
expected total cost becomes a sum over the set Out of hours when outages occur:

Net cost = (1 — f(Ao,¢)) Z E[L;| +c (6)
i€Out

In the stochastic model, net cost variance becomes important. As shown in
[15], the variance depends a lot on whether the outage hours are consecutive or
non-consecutive, assuming that the covariance of consecutive hours is larger than
that of non-consecutive. In practice, this is often the case: two consecutive outage
hours in a retail business before Christmas probably have a greater covariance



than one hour from before Christmas and one hour from a February Monday
morning. Thus, the number of outages becomes important for the variance of
downtime costs. In our model, this is modeled by a homogeneous Poisson process
(HPP). The probability that a failure occurs n times in the time interval [0, ¢] is

(A"

n!

P(N(t)=n) = e MforneN )
N(t) belongs to the Poisson distribution: N(t) € Po(At). At is the expected
number of outages in a year: the product of A, the intensity of the HPP [occur-
rences/time] and ¢, the length of the time interval.

3.3 An actual dataset of revenue data

The final component of the model is a dataset based on [28], a report from
the Swedish Retail Institute, with statistics on the revenue distribution in the
Swedish retail sector. Hourly and monthly data is given in Tables 1 and 2.
Based on these statistics, a dataset of 13 hours times 365 days was generated
and normalized, reflecting relative hourly revenues over the operating year.

Table 1. Hourly retail sector revenue distributions (normalized) for normal and pay
weeks [28].

Mo. Tu. We. Th. Fr. Sa. Su. Sum
Normal week
(Pay week)
09.00-12.00 | 1(2) 2(2) 2(2) 3(3) 4(4) 4(3) 2(2) | 18(18)
12.00-16.00 | 3(3) 3(3) 4(3) 5(5 8(8) 9(9 6(6) | 37(37)
16.00-22.00 | 5(5) 5(5) 7(6) 10 (11) 10 (11) 4(5) 3 (4) | 44 (47)
Total 10 (10) 10 (10) 12 (11) 18 (19) 22 (23) 17 (17) 11 (12)|99 (100)

Table 2. Monthly retail sector revenue distribution (normalized) over a year [28].

Jan. Feb. Mar. Apr. May. Jun. Jul. Aug. Sep. Oct. Nov. Dec.
7 7 8 8 8 8 8 8 8 8 8 11

As seen in the tables, there is a lot of variance: A payment system outage
during a single high revenue hour might cost as much as a dozen low revenue hour
outages, if no transactions can be made with the payment system down. In the
experiment, downtime costs are calculated by Eq. (6), substituting expectations
with hourly costs from the normalized dataset described in Tables 1 and 2. To
summarize, the subjects thus face two important features of availability SLA
decision-making: diminishing marginal returns on investment, and variance of



outage costs. While the data might not be representative of all industries (cf.
[15] for a further discussion), its variance offers an interesting case. The problem
is easy to understand, but the stochastic model makes it hard to solve.

4 Data collection method

To empirically investigate the preferences of IT professionals with regard to
availability SLAs, an experimental economics approach was used with 16 research
subjects. All of the subjects work in the intersection of business and IT, some
with a focus on availability. The subjects participated in an evening course on
Enterprise Architecture for practitioners in the field of enterprise IT. Based on
their background, the subjects are more likely to be on the procuring than the
providing side of an SLA, though this was not explicitly investigated.

First, the subjects were introduced to the problem presented in Section 3. Di-
minishing returns on investments were introduced to the subjects using textbook
diagrams [29, 11] and a table [30]. The importance of variance was illustrated
with the following thought-provoking wording on a PowerPoint slide: ”799.9%
availability 24-7 means almost 9 hours of annual downtime. Case 1: A single 9
hour outage. Case 2: 100 separate 5 minute outages. Which one do you prefer?”
Then, Tables 1 and 2 — background facts in the experiment — were shown and
remained on display throughout the session. It was explicitly pointed out that
the decision-making problem is a simplified one, not aiming to capture the entire
complexity of real systems and their availability, but rather to investigate the
behavior of IT decision-makers under uncertainty.

The subjects were asked 18 questions, with no pre-test. Each question rep-
resented a binary choice between two SLA scenarios. Each scenario had an SLA
price, a resulting minimum availability (percent) (by Eq. (2)) and a number
of expected outages (by Eq. (7)). The subjects were asked to procure the pay-
ment service for a retail store with revenue streams/downtime costs according to
Tables 1 and 2 and Eq. (6). The translated questionnaire can be found in Fig. 1.

Each subject received an initial endowment of 300 Swedish kronor (SEK) for
each of the 18 questions. The subjects received the information that one percent
unavailability would correspond to 47.45 hours of annual downtime with average
cost of 100 SEK. As a motivation for making wise decisions, following the data
collection an answer from each subject was selected at random, its outcome
simulated according to Section 3 and the resulting amount was paid out. The
subjects did not have calculators. All data was fully anonymized before analysis.

The 18 questions were grouped into 3 categories. In the first category the
questions were phrased as follows:

1. Do you prefer to pay 6 SEK for 99% availability with 1 expected outage or
12 SEK for 99 % availability with 2 expected outages?

2. Do you prefer to pay 12 SEK for 99% availability with 2 expected outages
or 18 SEK for 99 % availability with 3 expected outages?

i.e. both alternatives always offered 99% availability, but the first alternative
was cheaper with fewer outages. This pattern was followed until:



Consider the 18 questions below. Every question is a choice between two alternatives.

For every question your initial capital is 300 SEK that you should invest in order to get the most out of. One question will be se-
lected randomly. simulated and paid out!

One percent unavailability corresponds to 47.45 hours downtime. 47.45 hours downtime cost 100 SEK on average.

1 Pay 6 SEK for 99% Pay 12 SEK for [7. Pay 0 SEK for 99% Pay 15 SEK for [13. Pay 0 SEK for 99% Pay 15 SEK for
availability with 1 99% availability availability with 2 99.53% availabil- availability with 20 99.53% availabil-
expected outage with 2 expected expected outages ity with 2 ex- expected outages ity with 20 ex-

D D outages D D pected outages D D pected outages

2. Pay 12 SEK for Pay 18 SEK for 8. Pay 15 SEK for Pay 30 SEK for [14. Pay 15 SEK for Pay 30 SEK for
99% availability 99% availability 99.53% availabil- 99.78% availabil- 99.53% availability 99.78% availabil-
with 2 expected with 3 expected ity with 2 ex- ity with 2 ex- with 20 expected ity with 20 ex-

D outages D outages D pected outages D pected outages D outages D pected outages

3. Pay 18 SEK for Pay 30 SEK for . Pay 30 SEK for Pay 45 SEK for [15. Pay 30 SEK for Pay 45 SEK for
99% availability 99% availability 99.78% availabil- 99.89% availabil- 99.78% availability 99.89% availabil-

D with 3 expected D with 5 expected I:I ity with 2 ex- D ity with 2 ex- D with 20 expected D ity with 20 ex-
outages outages pected outages pected outages outages pected outages

4.  Pay 30 SEK for Pay 48 SEK for [10. Pay 45 SEK for Pay 60 SEK for [16. Pay 45 SEK for Pay 60 SEK for
99% availability 99% availability 99.89% availabil- 99.95% availabil- 99.89% availability 99.95% availabil-

I:] with 5 expected D with 8 expected D ity with 2 ex- I:] ity with 2 ex- I:] with 20 expected D ity with 20 ex-
outages outages pected outages pected outages outages pected outages

5. Pay 48 SEK for Pay 60 SEK for 11. Pay 60 SEK for Pay 75 SEK for [17. Pay 60 SEK for Pay 75 SEK for
99% availability 99% availability 99.95% availabil- 99.98% availabil- 99.95% availability 99.98% availabil-

D with 8 expected D with 10 ex- I:I ity with 2 ex- D ity with 2 ex- D with 20 expected D ity with 20 ex-
outages pected outages pected outages pected outages outages pected outages

6. Pay 60 SEK for Pay 120 SEK for 12. Pay 75 SEK for Pay 90 SEK for [18. Pay 75 SEK for Pay 90 SEK for
99% availability 99% availability 99.98% availabil- 99.99% availabil- 99.98% availability 99.99% availabil-

D with 10 expected D with 20 ex- D ity with 2 ex- D ity with 2 ex- I:] with 20 expected D ity with 20 ex-
outages pected outages pected outages pected outages outages pected outages

Fig. 1. The questionnaire used (translation).

6. Do you prefer to pay 60 SEK for 99% availability with 10 expected outages
or 120 SEK for 99 % availability with 20 expected outages?

In the second category the questions were phrased as follows:

7. Do you prefer to pay 0 SEK for 99% availability with 2 expected outages or
15 SEK for 99.53 % availability with 2 expected outages?

In this case the number of outages was always 2, but the first alternative was
cheaper with a lower availability. This pattern was again followed until:

12. Do you prefer to pay 75 SEK for 99.98% availability with 2 expected outages
or 90 SEK for 99.99 % availability with 2 expected outages?

In the third and final category the questions were phrased as follows:

13. Do you prefer to pay 0 SEK for 99% availability with 20 expected outages
or 15 SEK for 99.53 % availability with 20 expected outages?

The number of outages was 20, but the first alternative was cheaper with a
lower availability. The availability numbers were the ones of the second category.

The subjects were allowed as much time as they needed in order to complete
the questionnaire. The authors were available to answer questions related to the
subjects’ understanding of the questions.

5 Results

A visual guide to the different behaviors described below is offered in Fig. 2.



5.1 Category 1

Expected behavior The expected reward is the same in all alternatives: 1%
expected unavailability means an expected loss of 100 SEK. Thus, a decision-
maker that maximizes expected utility would always chose the cheapest alterna-
tive, i.e. never be willing to pay to spread unavailability over a greater number
of outages. Such maximization of expected utility would be consistent with the
findings of [24] and [25]. However, because of the large variance in the outage
costs, a more risk-averse decision-maker would be willing to pay to reach a certain
number of outages, determined by her level of risk aversion. Once that number
is reached, she would not be willing to pay more for an even greater number of
outages. Thus, there would be a unique turning-point, below which a risk-averse
decision-maker would pay for more outages, and above which she would not pay
for more outages. The expected utility maximizer and the risk-averse agent are
the two types of decision-makers discussed in [15].

Observed behavior 7 participants (44%) maximized the utility by always
choosing the cheapest alternative. 5 participants (31%) behaved as risk-averse
decision-makers and exhibited turning-points. One participant had a turning-
point at 3 outages, two at five outages, one at eight outages and one at ten
outages. 4 participants (25%) exhibited non-monotonic preferences in the sense
that they, at some point, were not willing to pay to go from n to n 4+ m outages,
but were willing to pay to go from n + m to n + k outages, where k > m.

5.2 Categories 2 and 3

Expected behavior The ezpected reward changes with the alternatives: Each
basis point (i.e. one hundredth of a percentage point) of expected unavailability
has an expected cost of 1 SEK. Thus, a decision-maker that maximizes expected
utility would always pay for increased availability at a rate of more than 1
basis point per SEK, and never pay for increased availability at a rate of less
than 1 basis point per SEK. In the given case, the utility-maximizer would pay
30 SEK to reach 99.78%, but not 45 SEK to reach 99.89%. However, a moderately
risk-averse decision-maker might forgo this principle in the category 2 questions
(where two expected outages make for large variance), but not in the category
3 questions (where twenty expected outages make for small variance).
Observed behavior 1 participant (6%) behaved as a consistent utility max-
imizer, with a turning-point at 30 SEK in both cases. 1 participant (6%) behaved
as a risk-averse utility maximizer, with a turning-point at 45 SEK in category
2 and 30 SEK in category 3. 3 participants (19%) behaved as flawed but con-
sistent utility maximizers, with equal but non 30 SEK turning points in both
cases. 4 participants (25%) exhibited extreme behavior (not illustrated in Fig. 2)
in always choosing to pay for more availability (2 participants) or never choosing
to pay for more availability (2 participants). 1 participant (6%) exhibited non-
monotonic preferences in both categories 2 and 3. 1 participant (6%) behaved
as a utility maximizer (30 SEK turning-point) in category 2, but was extreme
in category 3 by always choosing to pay for more availability. 1 participant (6%)



behaved as a flawed utility maximizer (15 SEK turning-point) in category 2,
but exhibited non-monotonic preferences in category 3. 2 participants (11%) be-
haved as risk-averse utility maximizers in category 2 (turning-points at 45 SEK),
but exhibited non-monotonic preferences in category 3. 2 participants (11%) be-
haved as risk-averse utility maximizers in category 2 (turning-points at 45 and
75 SEK), but were extreme in category 3 (one always choosing to pay for more
availability, one never choosing to pay for more availability).

The results are summarized in Table 3. The payments, following random
selection and simulations, ranged from a maximum of 261 SEK to a minimum
of 123 SEK, with a median of 236 SEK and an mean of 216 SEK.

Table 3. A summary of the results. EUM = expected utility maximizer (i.e. no risk
aversion of risk seeking), FUM = flawed utility maximizer (i.e. a non-optimal turn-
ing point), RUM = risk averse utility maximizer (i.e. paying more than a strict ex-
pected utility maximizer to decrease variance), Non-mon = non-monotonic preferences
(i.e. multiple turning points), Extreme = always choosing to pay for more availability
or never choosing to pay for more availability (not illustrated in Fig. 2).

Participant Category 1 Category 2 Category 3

1 EUM FUM Non-mon
2 Non-mon EUM Extreme
3 Non-mon Non-mon Non-mon
4 EUM Extreme Extreme
5 Non-mon Extreme Extreme
6 RUM Extreme  Extreme
7 EUM Extreme  Extreme
8 EUM FUM FUM
9 Non-mon FUM FUM

10 EUM FUM FUM

11 RUM RUM EUM

12 EUM EUM EUM

13 RUM RUM Extreme

14 RUM RUM Extreme

15 EUM RUM Non-mon

16 RUM RUM Non-mon

6 Analysis

The experimental evidence is somewhat surprising, as few participants behave as
(risk-averse) expected utility maximizers, whereas many exhibit non-monotonic
or extreme preferences. Very few individuals were consistent with the ideal (risk-
averse) utility maximizers hypothesized before the experiment; in essence only
participants 11 and 12. The behavior of the respondents is different from those
presented in [24, 25], especially the high amount of inconsistent respondents.
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Fig. 2. Categories of behaviors found. This figure provides a visual guide to illustrate
the different behaviors — the text of the questionnaire is more legible in Fig. 1.

As noted above, previous work has identified many deviations expected utility
maximization. However, all the subjects were professionals, managing enterprise
IT in their line of work. Therefore, their deviations from expected utility in de-
cisions relating to SLAs are interesting. It might be the case that the incentives
were simply too low to properly motivate the subjects (unfortunately, it is pro-
hibitively costly to use realistically large incentives), especially as the subjects
did not have calculators (though for all 18 questions, a mere three calculations
suffice to find the appropriate turning-point in each category). Indeed, compa-
nies might always do their math properly in real situations with higher stakes.
However, at least some practitioners self-report that their companies are imma-
ture in SLA writing [31], and thus might not be much better utility-maximizers
than the individual decision-makers in the experiment. Furthermore, knowledge
gaps can exist even between knowledgeable procurers and service providers, af-
fecting SLA quality [32]. In light of the large deviations from expected utility, it
would be interesting to redo the experiment on a larger student sample to see
whether professional experience matters.

It is worth elaborating on two reasons why the expected utility is appropriate
for the enterprise IT service SLA setting. First, expected (monetary) utility
is appropriate because of the corporate context. Second, SLA decision-making
does not aim to replicate decisions or decision-making principles of any actual
individuals. It aims to do what is in the best interest of the enterprise. To this
end, it is often a distributed process, in the sense that someone investigates
business-side requirements, someone maps dependencies between IT services,
someone does ROI calculations, and someone negotiates with service-providers,
before someone (nominally) finally makes the decision and signs the contract.

This distributed nature of decision-making is both a strength and a weakness
of the experimental setup. The strength is that all of the participants were
relevant, in the sense that even though they professionally belong to different



parts of the decision-making chain; they all have a role in it. The weakness
is that decisions are rarely taken by a single individual. Still, a more complex
(collaborative) experimental setup might have unnecessarily clouded the results.

The small number of participants (N = 16) clearly deserves a remark, as
it limits the reliability. Follow-up experiments, with a larger number of par-
ticipants, would obviously be desirable. However, it should be noted that this
weakness of reliability is related to a strength of validity: all of the participants
were actual I'T management professionals, lending the result a greater credibility.
Validity is further increased by the realistic data-set (re-used from [15]).

An improvement of the questionnaire would be to include baseline questions
on binary choices between a sure thing (e.g. 100 SEK) and a lottery (e.g. lottery
1: 200 SEK with 40% probability, 0 SEK with 60% probability or lottery 2:
200 SEK with 60% probability, 0 SEK with 40% probability). This would clarify
each subject’s tendency to maximize expected utility or to avoid risk. A question
related to professional experience would also have been interesting.

7 Conclusions

This paper presents an investigation of availability SLA decision-making with
subjects from the I'T management profession. The scenario required the subjects
to make pairwise choices between alternatives, under uncertainty. Subjects were
incentivized by a payment based on one of their choices, randomly selected.

The results indicate that decision-makers rarely maximize expected utility.
Some previous work indicated that they would, whereas there are also many
deviations identified in the literature. The implications for company SLA man-
agement in real situations require more research. The sample size (N = 16) is
small and reliability thus moderate, whereas validity is high due to the back-
ground of the participants and the realistic data-set (re-used from [15]) used in
the payment simulations.

In addition to re-doing our experiment with a larger number of participants,
an interesting direction for future work is to investigate whether decision-support
systems of various kinds could help improve SLA decision-making. Another in-
teresting approach for future experiments would be to have research subjects act
both as IT service providers and procurers, playing out a negotiation scenario.
It would also be interesting to investigate the impact of varying years of expe-
riences; how do experienced professionals compare with their less experienced
colleagues, or with inexperienced students?
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