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1 Aim
In today’s society there are more and more electronic devices integrated into different
applications, this makes our society more vulnerable to electrical interference. The
question regarding protection of electronic systems has recently gained more importance.
There are several devices for suppression of transient voltages available on the market
today. The purpose of this report is to investigate the market for transient voltage
suppression devices suitable for protection against microwave radiation of high intensity.

2 Introduction
2.1 Clamping and Crowbaring Devices
There are two main types of protection circuits, clamping devices and crowbaring
devices. The clamping device limits the transient by changing its impedance, as soon as
the threshold level is exceeded it starts to conduct and clamps the transient to a safe level.
The voltage level of the transient is clipped off and clamped to a level near the nominal
operating voltage. Diode limiters and MOVs (Metal Oxide Varistors) are examples of
clamping devices.
Crowbaring devices uses a switching mechanism and starts to conduct when the transient
exceeds the threshold level. When the device starts to conduct, the voltage level is
dropped to a level way below the operating voltage. The device provides a low
impedance path to ground and diverts the transient. The device returns to the off -state
when the transient has passed. Crowbaring devices can in general handle larger voltages
and currents without failure, compared to clamping devices, but on the other hand they
usually have a longer recovery time [13]. Examples of crowbaring devices are gas
discharge tubes, and spark gaps.

2.2 Passive and Active Protection Devices
As a way to further divide protection components into groups passive and active types of
protection devices can be used.
More simplified one can say that a passive protection device is self-activated. It needs no
external control signals or bias to perform its protective function. Most of the protection
devices on the market are passive.
Active protective devices on the other hand need external control signals to perform their
task. Active protection devices are often some kind of switch. The advantages of active
devices are in general faster recovery times and that a very small amount of the energy is
transmitted to the protected circuitry. The drawbacks of this type of protection circuits is
that they give no protection when device is turned off and if the control signal fails there
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will be a malfunction of the protective device. To summarize one can say that passive
devices are recommended, due to their reliability and fully automatic protection function.
The passive devices will be functional even if the electrical equipment is turned off,
which prevents damages to stored electrical equipment.
The further study of protective devices in this report will be focused on passive
components, because this lies more in the interest of our needs.

2.3 Protection Specification
A possible component that is to be protected is a MMIC receiver front-end. In the
receiver chain there are several sensitive circuits that needs protection from voltage
transients. In order to protect smart skin antennas a tentative specification for the external
threats is as follows:
Frequency, f 0
Field intensity
Rise time
Pulse burst length
Pulse length,τ
Pulse repetition frequency
Energy density

0,3-20 GHz
100 kV/m
10 ns
1 to 10 seconds
10 ns – 5 µs
Single pulse to 1 kHz
≤ 10 J m 2

Figure 2.1 Description of expected HPM signal.

Given the external threat one also has to consider the sensitivity i.e. the failure level of
the component (the load) that is to be protected. This can be expressed in terms of voltage
(to avoid electrical breakdown) and power/energy (to avoid damage by heating of shorter
pulses). The failure levels shall primarily be determined for different pulse lengths. An
interesting component for tests is the integrated circuit (IC). The power handling
capability of an IC made in GaAs is estimated to be around 20 dBm. The exact levels will
depend on the features of the load and will be further investigated for front-end
components in GaAs. Considering the high external threat level, the protection will
generally have to be applied in more than one level in most cases.
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2.4 Technical Terms
In order to get a better understanding of how limiters function, some technical terms
related to limiter devices will be explained.

2.4.1 Threshold value
The threshold value is the specific level at which the protection function is triggered. At
this level the limiter starts to operate in the on-state. This value varies a lot with different
technologies. The threshold level is often measured in volts or power. A low threshold
level can be important, even if the response time is fast, in order to protect the load from
electrical breakdown.

2.4.2 Response time
The response time for a limiter is the time from when a surge hits the limiter until the
clamping activity begins. This is a very important parameter, usually the response time
should be as fast as possible. If the response time is to slow, a large part of the pulse
energy will pass the limiter and reach the load.

Figure 2.2 Definition of response time.

2.4.3 On-state
The on-state refers to the limiters way to operate, in this state it is activated. The limiter
protects its load from potentially harmful high power signals. The high power signal is
partly diverted, but it is mainly reflected.
11
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2.4.4 Recovery time
To measure the recovery time the limiter is set to operate in the on-state, when the surge
has passed, the limiter reacts with a transition back to the off-state. The recovery time is
measured from where the input (the surge) has dropped to zero until the limiter returns
within 3dB of its previous insertion loss value.

Figure 2.3 Definition of recovery time.

2.4.5 Off-state
This is the state where the limiter is not operating at all. In the off-state the limiter should
be as transparent as possible, it should be well matched to the system and provide a very
low noise figure.

2.4.6 Front-door coupling
The HPM radiation couples to equipment intended to communicate or interact with the
external environment. Examples are antennas and sensors.
Front-door coupling, first order, is when the frequency of the HPM pulse coincides, at
least partly, with the working frequency of the equipment. An example is a microwave
target seeker, which as attacked in its pass band. Front-door coupling of the second order
is when the frequency of the HPM pulse does not coincide with the working frequency of
the equipment, but anyhow manages to couple through.
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3 Front-door Protection Devices
Here follows a description of protective devices, which will be described regarding their
performance. The components that are regarded as suitable for protection against HPM
will later be further evaluated. These products will be purchased and measured in order to
characterise their performance and ability to be integrated into array antennas or other
systems.

3.1 Gas Discharge Tubes
Gas discharge tubes or GDTs are one of the most common protective devices against frontdoor coupling used in Radar and other RF applications. The working principle is based on
electrical breakdown.
A GDT consists of two or more metal electrodes, which are hermetically sealed in a
ceramic tube filled with gas. The gas is often a mixture of noble gases like neon or argon.
The threshold level of the GDT can be controlled by adjusting the pressure of the gas or by
changing the distance between the electrodes and by the selection of gas mixture.
When a transient with a sufficient amount of power occurs at the device, a potential is built
up between the electrodes of the GDT. When the potential reaches the threshold level,
ionisation of the gas is initiated. Once the gas is ionised breakdown occurs and a low
impedance path to ground is formed. The transient is diverted away and the circuit is
protected. The breakdown can be seen as an arc between the electrodes and the intensity of
the light is proportional to the size of the current flowing between the electrodes. A GDT
can handle very large peak currents (tens of kA) [5] and is therefore able to withstand high
power transients. The advantages of a GDT are the low capacitance typically 0,5 to 2 pF
[2], which enables it for use at higher frequencies and its relatively low price. The
drawbacks of a GDT are the rather slow response time typically of the order of 0,5 µs [9]
and the recovery time is also rather slow. In addition, once breakdown has been achieved,
the arc may not be extinguished once the transient has passed. This effect can distort the
normal signal. However the breakdown between electrodes can in some cases also be very
fast, see section 3.2.
The lifetime of a GDT is finite and depends on the number of transients and the size of
them. For large transients the GDT will only withstand a few cycles of successful
protection. The gas discharge tube could be interesting to use in a combination with other
types of limiters as a hybrid protection device. Primarily it could be suitable as a first stage
in a protective circuit.
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3.2 Air Gap Protection
The air gap protection consists of two metal electrodes, which are separated by a thin gap
of air. The principle of operation for this device is much the same as for gas discharge
tubes. When a transient with sufficient amount of power hits the air gap, a potential
between the electrodes starts to build up. When the potential is high enough, the threshold
voltage is reached and breakdown occurs. This kind of protective device is not
hermetically sealed and is therefore working at atmospheric pressure and under the
influence of different weather conditions. This leads to corrosion of the electrodes, which
results in degradation of the overall performance of the air gap. The degradation is
mainly seen as an increase of the threshold voltage and an increase of the response time.
The response time can be as fast as 5 ps [17]. This type of limiter is not suitable for
protection of low voltage circuits due to a too high threshold level. More information of
this type of limiter can be found in [13].

3.3 Carbon Block Protection
The Carbon block protection is also one of the oldest forms for protection against voltage
transients. It has usually been used as a primary protection. The principle of the carbon
block is similar to the principle of gas discharge tubes. The carbon block consists of a
pair of carbon elements, which is separated by a thin layer ( ~ 0.1 mm) of air. The carbon
elements of the device are not hermetically sealed, which results in similar performance
suffering as the air gap protection device.
When a transient reaches the carbon block a potential is built up between the carbon
elements. When the potential reaches the threshold level a breakdown is triggered, and
the transient is shunted to ground. One of the drawbacks for this component is that it is
relatively unpredictable, the threshold level can vary between 400 to 570 Volts [20]. It is
not suitable for protection of low voltage circuitry due to a too high threshold level.

3.4 Ferrite Limiter
The ferrite limiter is usually integrated in a waveguide. The ferrite material is mounted on
the inside walls of the waveguide and is biased using permanent magnets. The limiter acts
like a piece of dielectrically loaded waveguide in the off-state [14]. When in the off-state,
the electrons of the ferrite are precessing around the magnetic field lines. This state is kept
until a transient hits the limiter and the threshold value of the limiter is reached. Then the
energy that is exceeding the threshold is coupled into the precession motion of the
electrons. The energy is absorbed by the ferrite and converted to heat. The advantages are
the unlimited life time and that this is an all solid state device.
The disadvantages of this type of limiter are that the insertion loss in the off-state is
relatively high, it can only withstand medium power levels and it is relatively sensitive to
temperature variations. More information on this component is to be found in [14].
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3.5 Diode Limiters
There are a variety of different diode limiters available on the market. The diode limiter
is a component which effectively clamps the transient over voltage, in particular
transients with low currents and fast rise times. The threshold voltage of a diode can be
adjusted by the level of doping and by introducing an intrinsic region between the P and
N Regions. In order to use diode limiters for higher frequencies the PN-junction
capacitance must be kept low, this results in a comparably small area. When a transient
strikes, all of the shunted energy is forced to pass through the small junction of the doped
areas. The energy is converted to heat, which can be very intense for transients with high
energy. This lack of ability to handle high currents is the major limitation of the diode
limiter. The diode limiter may be degraded or destroyed if it is exposed to current
transient outside the specified working range. Typical power working range is up to a
couple of Watts. There are two mechanisms of breakdown which are of interest:
Avalanche breakdown and Zener Breakdown. More information can be found in [2], [14]
and [18].

3.5.1 PN Diode Limiters
Zener breakdown is caused by an intense electric field at the PN-junction. The electric
field causes the electrons to be torn out of its covalent bonds and accelerated to the N
region which results in a current [14]. Zener breakdown occurs at low voltages (a few
Volts), without triggering the avalanche mechanism.
The Zener diode limiter is an excellent component for clamping transients with very fast
rise times and short duration, the response time is sometimes claimed to be less than 1 ps
(theoretically) [21]. The threshold voltage is usually lower then 5 Volts [2]. The limiter
has a small geometry and thereby a small junction capacitance which makes it suitable
for protection of high frequency integrated circuits. Despite a small geometry the limiter
is capable of protecting of 100-1500 W transients, depending on the shape of the
transient. This type of components will be further investigated.
Avalanche breakdown involves impact ionisation of atoms and occurs at a higher voltage
than Zener breakdown. The principle of avalanche breakdown is as follows, if an electron
is in the transition region on its way to the N-side and if the electric field is large enough
to give the electron sufficient kinetic energy to cause impact ionisation when it collides
with a host atom, the impact releases an electron which is accelerated with the original
electron causing further collisions. Hence we have an avalanche effect resulting in an
increase of current [14].
The response time for avalanche diode limiters can be as low as a few ps [6].
When the avalanche diode is used as limiter, it is common to use two diodes in parallel,
in a so called back-to-back connection, this way transients of both polarities can be
shunted away. One of the disadvantages is the limited current handling capability. One
advantage is the capability of protecting up to 6000 W transient. The threshold voltage of
an avalanche diode limiter is 5-400 Volt. This component will be further investigated.
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3.5.2 PIN Diode Limiters
PIN diode limiter got the name from its structure, it is an intrinsic region sandwiched
between doped P- and N-regions. The intrinsic region is made of a material that has no
intentional impurities and hence no defects in its lattice. The intrinsic region is important
to the properties of the diode, by varying the thickness of the I-region the threshold
voltage can be adjusted. The VPIN diode is vertically built PIN diode, seen in figure 3.1.
The vertical structure minimizes the parasitic capacitances. The advantages of PIN/VPIN
diode limiters are low insertion loss, fast response and recovery times in the order of ns
and they can be made with a very wide bandwidth. The power handling capability is in
the medium range, with peaks of 100 W. The PIN/VPIN diode is a suitable for protection
of receiver circuits and will be further investigated.

Figure 3.1 VPIN diode chip outline, taken from [18].

3.6 PUFET (Protectors against Ultra-Fast Electrical transients)
A PUFET [12] can be considered as a very fast electrical switch, it is based on the fast
switching activity that occurs in thin amorphous semiconductors when they are exposed
to high electric fields. This phenomena is called the Ovchinsky effect. The switching
mechanism involves the resistance being affected and decreased by several orders of
magnitude, thereby providing a short circuit to ground. When a transient strikes it is
partly shunted away and partly reflected away. The response time of this mechanism is
truly rapid 0.05 ns [12], the recovery time is somewhat slower, usually in the range of a
few µs.
There are two different types of PUFET, The sandwich structured and the co-planar
structured. Both the structures can be matched for use in a 50 Ω system and have a
threshold voltage of 5 to 500 Volts. The bandwidth of the PUFET depends on how it is
mounted. The bandwidth with a coaxial mounting is from DC to 12 GHz and if the Pufet
is integrated as an integrated circuit it acquires a bandwidth of DC to 60 GHz [12]. The
sandwich structured PUFET is designed to handle transients of 1 to 2 kVolts, with a rise
time of 1 ns. The other type of PUFET, the co-planar structured is designed to withstand
transients up to 1 kVolts, with a rise time of 0.3 ns. This type of PUFET is mounted in a
coaxial transmission line. Both types of PUFET have the disadvantage of finite lifetime.
The lifetime is dependent on the amount of energy the transient has and the number of
transients. The availability and characteristics of PUFETs will be further investigated
[12].
16
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3.7 Metal OxideVaristor (MOV)
The metal oxide varistor is a semiconductor component where a metal oxide, usually zink
oxide, is used as a voltage controlled resistance with a non-linear voltage/current
dependence. This Limiter component has a very high resistance when operating in its
normal working range, but when it is exposed to high voltage transients that exceeds the
threshold voltage the resistance is rapidly decreased and the device provides a low
impedance path to ground that diverts the transient away.
The response time from when the threshold voltage is exceeded, until the voltage is
clamped can be as low as 0.1 ns [1]. Due to its construction the MOV clamps transients
of both polarities. The capability of handling large voltages (tens of kV) and high
currents (1 kA) is good.
The lifetime of the MOV is finite and depends on the size and number of transients, the
larger transient, the fewer successful clamping actions. To extend the lifetime of a MOV,
several MOVs can be connected in parallel, this way the energy from the transient is
divided among the MOVs. The price for a MOV is relatively low. One disadvantage is
that with increasing number of transients the electrical properties are degraded. It also has
a moderate self capacitance (~100 pf or more), which can corrupt the signal. The
properties of the MOV will be further investigated.

3.8 Thyristor Limiter
The Thyristor limiter can be used as protection against medium size voltage transients
and it uses a crowbaring component based on the avalanche mechanism. The normal
operating voltage starts at 12 Volts but devices are available with higher operating
voltage, up to several hundreds of Volts. The capability of diverting currents depend on
the size as well as structure of the component. Under normal operating conditions the
limiter is as good as transparent. The breakdown voltage is 20% to 30% higher than the
normal operating voltage level which is typically 12 volts or higher. When a voltage
transient strikes the component is transitioned to the on-state, once in this state a current
starts to flow that shunts the transient away. In order to return to the off-state the current
through the device must drop below the minimum holding current. The advantages of the
thyristor limiter are large current handling capability at a low threshold and that it has a
low capacitance which makes it suitable for higher frequencies. The disadvantages on the
other hand include a large variation of threshold level, vulnerable to high peak current.
The Thyristor limiter will be further investigated. It could be suitable as a part in a hybrid
limiter device. More information on the Thyristor limiter can be found in [10] and [11].
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3.9 Selenium Cells
Selenium Cell transient suppressors use the technology of selenium rectifiers combined
with a special process, this allows high breakdown current energy, without damaging the
structure. The construction of a selenium cell is done by developing rectifiers on the
surface of a metal plate substrate. This structure has the ability to dissipate heat well and
withstand high energy transients. The selenium cell was once a popular surge protection
device, but the clamping ability was not better than the MOV (Metal Oxide Varistor).
Therefore the selenium cell was replaced in the 1960s by the more modern MOV (Metal
Oxide Varistor) used today.

3.10 Breakdown in Antenna Slots
Breakdown in antenna slots is a limiting technique that is under development. The basic
principle is that the air in the slot is ionised by high energy microwave pulses, see
paragraph 3.1 and 3.2. The geometric features of the slot and the dielectric properties of
the antenna substrate decides the threshold level. For more information see [3] and [15].

3.11 Research of Transient Protective Devices in GaAs MMIC
A GaAs MMIC shottky limiter has recently been designed at FOI. The circuits have been
delivered to FOI and are soon to measured on and evaluated. Such a limiter device could
easily be integrated with a receiver front-end design in GaAs MMIC. Depending on the
properties of this limiter, it could be used as a last stage in limiter chain with other
limiting devices. Similar devices for front-end protection have been ordered and will be
investigated and characterised.
Also in this case the limiters has to be evaluated with respect to the external threat but
also with respect to the failure levels of the GaAs MMIC circuit that is intended to be
protected. These failure levels, e.g. in terms of energy as a function of pulse length, will
be investigated experimentally.
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4 Selecting the Transient Voltage Suppressor
There are a few of the protective devices above that are of interest for protection against
HPM. There are many considerations to take before selecting a proper protection
technology. The decision to select the proper protection is based on the several criteria.
One is what we are supposed to protect?
For example: An integrated circuit have a rather low nominal operating voltage, that
narrows the choice of limiter in terms of threshold voltage and if the operating frequency
of the circuit is wideband perhaps 2 to 18 GHz, this narrows the choices of limiter even
further.
Other design criteria to be considered are what type of surge are we protecting against?
The energy or power content of the surge as well as the duration needs to be estimated.
Also size is important in order to integrate limiters into an antenna array. Rise times and
repetitiveness of the surges are other important issues.
This has to be based on the external threat defined in paragraph 2.3 above together with
the features pf primary protection devices such as slot discharges described in paragraph
3.10.

Figure 4.1 Comparison of different limiter technologies, taken from [21].
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4.1 Hybrid Circuits
The hybrid circuit is a combination of two or more protection technologies. This is
probably the most reasonable alternative. A single technology cannot provide the overall
protection needed. A common combination is a mix of diode limiter and MOV
technology. The avalanche diodes provide a very rapid response time to transients, while
the metal oxide varistor gives the large current capacity needed in many applications. It is
no less important to achieve acceptable noise figure and physical size for this
combination, while providing a sufficient protection.

5 Future Work
The future work will consist in selecting and to purchase the most interesting limiters.
These will then be measured, in order to properly characterise their behaviour. Using the
experimental measurement set-up assembled by FOI’s Olof Lundén, the limiters can be
measured in the range of 0.5-18 GHz with insertion of power up to 30 W [16] see figure
5.1. This measurement set up allows measurement of coaxial mounted components and it
is probably possible to measure also on surface mounted components using a fixture with
coaxial connections. Mainly coaxial component will be purchased due to their ability to
be easily be measured. The International standards [23] for measurements on limiter
components will be considered. Parameters that are of major concern are response time,
bandwidth, size, etc
It is also in our interest to investigate the properties of the load, in terms of what
power/energy levels as a function of pulse length it can withstand without failure. This
leads to the specification of leakage power for the limiter.

Figure 5.1 Picture of the experimental measurement set up.
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6 Summary
An overview of protective devices is given in this report. There are a variety of devices
used for protection of receivers and other sensitive components. Diode limiters can be
used for protection against surges with fast rising edges, while gas discharge tubes
(GDTs) and metal oxide varistors (MOVs) can be used against slower surges with higher
amplitude. A combination of limiters with different characteristics is probably essential to
get a good enough performance. For high frequency limiters it is important to have a low
capacitance in order to minimize the insertion loss and noise figure, otherwise the overall
system performance will be seriously degraded. The performance of different limiter will
be experimentally investigated as well as failure levels of circuits aimed to be protected.
In the near future, we intend to experimentally investigate the following types of
protection devices:
• Gas discharge tubes
• Diode limiters
• Metal oxide varistors
• Thyristor limiters
• MMIC integrated limiters

Figure 6.1 Picture of different limiters used for tests.
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