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Executive summary 

 
Introduction 
 
Due to the rapid development in technology and political changes, most defence forces are 
currently reorganising their tactics, tools and methods. Changes in thinking and practice in 
military command and control (C2) systems do not only include technical aspects but also 
terminology, culture, planning processes etc. These organisational changes are happening fast 
and thus methods and techniques for rapid evaluation are essential. Time is a crucial factor 
and the evaluation methods have to keep pace with the time cycle of the practical project. 
However, there is still the demand for reliable and valid results. Within the FOI-project 
Evolva, methodological principles and procedures for development and evaluation of military 
C2 systems are being developed and tested in cooperation with the Swedish Armed Forces. 
The work focuses on four essential parts of the test cycle: modelling as a tool for defining 
evaluation measures; environments for testing C2 concepts; tools, techniques and methods for 
data collection and tools, techniques and methods for instant feedback of test results. In this 
report, experiences from evaluation of military C2 systems are presented together with a 
number of cases to illustrate the results. The report also includes a presentation of some lines 
of future work. 
 
 
Modelling as a tool for defining evaluation measures 
 
A relevant model, outlining relevant factors and sub processes, provides guidelines for what 
data to collect and how to interpret the results. The modelling activity helps to identify the 
critical parameters to be measured and also constitutes the language in common between 
practitioners and the system assessment staff. Modelling is thus a powerful tool to limit costs 
involved in data collection in large and complex systems. Modelling of complex systems 
aiming at evaluation should meet certain criteria: the modelling method must make efficient 
use of time and resources, the model must be empirically specified and it must be relevant to 
the context without being too complex. 
 
 
Test environments 
 
Military command and control systems can be studied in a variety of settings, both real and 
simulated. As an attempt to address some of the problems involved in conducting research on 
human aspects of command and control, two versions of a low-cost technique for conducting 
simulated command and control exercises using experimental designs have been developed 
and tested. The approaches, Experimental Simulation Exercise (ESE) and Computer Game 
Based Simulation, are presented. 
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Data collection 
 
We focus mainly on a hypothesis driven approach, that is, to collect data about specified 
parameters identified from earlier analyses and modelling. However, we also acknowledge 
that all data collection is part of an intertwined blend of hypothesis testing and hypothesis 
generation. Irrespective of the focus of the specific data collection there are a number of 
standard methods that can be used for collecting process data. We describe a number of such 
data sources relevant to command and control. The phases of data collection: preparation, 
conduction and compilation are compared, also taking into account adaptivity and quality, 
two factors that can affect the level of technical support.  
 
 
After Action Review 
 
After action review (AAR) is a method used to provide and deliver instant feedback, 
originally developed for collective training exercises. This is done by collecting and 
presenting data that characterise the performance of the units in relation to preset goals and 
mission outcomes. Another area in which AAR concepts can be utilised is in the development 
process of new command and control systems. The basic approach is the same, where output 
from the involved participants provides an additional opportunity for data collection as well 
as for validation. The frame of reference for the AAR is the model specified in the process of 
modelling the problem. We present a model-based approach to present results from AAR to 
the involved practitioners, as an alternative to commonly used statistical graphs and charts. 
The basic idea is to use large paper sheets or video projectors to present results in a graphical 
model-based layout in order to force evaluators to interpret data according to the initially 
specified model. A framework called MIND is used to exemplify our AAR approach. The 
MIND framework has been developed at the Swedish Defence Research Agency (FOI) and has 
been used for AAR since 1995 (Morin, 2002).  
 
 
Conclusions and future work 
 
The aim of this paper has been to suggest a feasible way to conduct research in the process of 
developing C2 systems. The suggested focus in such a process is an iterative process of 
hypothesis testing in systematically designed tests. The approach has the potential to provide 
periodic or even continuous feedback rather than providing it only once. Some lines of future 
work are: 
 
 
Extending the test environments 
Based on terrain data, a virtual model of a part of a real exercise field is under construction. In 
this virtual model of actual terrain it will be possible to navigate freely, and to conduct double 
sided tactical exercises using commercial software. Our primary interest is to compare units 
conducting the same mission in a real environment and in a virtual environment. A series of 
tests in this matter will address training effects and perhaps even tactical applications at the 
soldier and squad level. Commercial software is also interesting from a C2 perspective. 
Combining simulated battle in commercial software with real C2 systems might both be a 
more resource effective and a more realistic setting for research on C2. The intended series of 
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tests will thus make it possible to estimate strengths and shortcomings with such a research 
setting compared to settings based on units performing their missions in real environments. 
 
 
Extending the data collection techniques 
The project has shed light into future needs concerning the MIND framework. To date, the 
components in the framework handling communication focus on audio based radio 
communication. However, there are no extensive components that capture and present text 
based communication which is likely to increase in the on-going introduction of modern 
information technology into the command and control processes. Our intent is to develop 
capability to capture and present this type of communication in a tactical context. Work has 
been initiated to extend the framework in this aspect.  
 
 
Extending the AAR Approach  
The components in the MIND framework focus on providing efficient representations of raw 
data and useful techniques for handling them. There is, however, more than representation 
and handling of data in the analysis process. Collected raw data from a complex test setting 
are in a stable and accessible condition within the MIND framework, but they are largely 
separated from the more important overall insights and conclusions that evolve over time 
during analyses. These meta-data can be hard to find, recall, commonly share, and put into 
context again. They can lose their connection to their original settings. We are therefore 
developing a tool, called the meta-data workbench, for tackling this problem. The basic idea 
of the workbench is to provide a dynamic space for adding and coupling meta-data to original 
raw data. The workbench, together with all its meta-data, is stored together with all other 
MIND components and raw data. In this way, the meta-data are always connected to their 
original circumstances, and they are always accessible to the analysts involved. The objective 
representation of the situation can be combined and presented with a context based conclusion 
from a more in depth analysis rather than just presenting raw data. 

 

We are also interested in finding and designing efficient representations in the MIND 
framework of abstract and dynamic processes, such as distributed decision processes, to be 
used for AAR as alternatives to the model-based spreadsheets. We are looking into the 
possibility to integrate the presentation of the results into the MIND-framework, an 
achievement that would fulfill and close the loop from modelling of complex processes to 
presentation of results and performance.  
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1. Introduction 
 
 
Due to the rapid development in technology and political changes, most defence forces are 
currently reorganising their tactics, tools and methods. Changes in thinking and practice in 
military command and control (C2) systems do not only include technical aspects but also 
terminology, culture, planning processes, routines etc. These organisational changes are 
happening fast and thus methods and techniques for rapid evaluation are essential. Time is a 
crucial factor and the evaluation methods have to keep pace with the time cycle of the 
practical project. However, there is still the demand for reliable and valid results. 
Furthermore, the design task in the development of new C2 systems is normally too complex 
to be solved analytically. Still, complexity calls for a set of common theoretical models 
describing the system. Thus, the development process requires an evolutionary approach 
based on successive empirical tests. The test should be contrasted to the initial system models, 
evaluating and revising them and generating new hypotheses to be contrasted in additional 
tests. At the Swedish Defence Research Agency (FOI), methodological principles and 
procedures for development and evaluation of military C2 systems are being developed and 
tested in the project Evolva. The work, which is done in cooperation with the Swedish Armed 
Forces, focuses on four essential parts of the test cycle: 
 

 Modelling as a tool for defining evaluation measures 
 Different environments for testing command and control concepts 
 Tools, techniques and methods for data collection 
 Tools, techniques and methods for instant feedback of test results 

 
This report presents and discusses experiences from research in the development and 
evaluation of C2 systems. The first section deals with modelling as a prerequisite for 
evaluation, as modelling is essential for understanding and describing the C2 process and its 
context. The second section describes test environments for military command and control 
systems. In the following section different methods for data collection, and related problems, 
are discussed. We then present methods for after action review, (AAR) and discuss problems 
regarding presentation of results from an evaluation. The final section provides a short 
conclusion and points at possibilities for future work. 
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2. Modelling as a tool to define evaluation measures 
 
 
The initial modelling of the system to be studied is a crucial task in any empirical evaluation. 
Modelling is the construction of a model, based on data from the systems analysis. There are 
several definitions of the term ‘systems analysis’, but a definition usually involves some kind 
of procedure (more or less formal) for collecting and organising data about an empirical 
phenomenon. There is a variety of systems analysis techniques and approaches such as ‘task 
analysis’ (Annett et al., 1971; Drury et al., 1987), ‘job analysis’ (Harvey, 1991), ‘content 
analysis’ (Kolbe, 1991; Weber, 1990), ‘action analysis’ (Singleton, 1979), and ‘cognitive 
systems engineering’ (Hollnagel & Woods, 1983; Rasmussen et al., 1994). Despite the fact 
that these techniques differ somewhat when it comes to perspectives and procedures, they are 
rather similar. They are related to a scientific style of analytically approaching a certain 
phenomenon, in order to treat or analyse reality as a systematically connected set of elements 
(Gasparski, 1991). However, it is important to emphasise that systems analysis is not 
necessarily the same as evaluation or design. Systems analysis often refers to the initial study 
of complex phenomena in a defined setting; a kind of mapping of the most relevant factors 
from a specific point of view. A relevant model provides guidelines for what data to collect 
and how to interpret the results. Modelling is thus a powerful tool to limit some of the costs 
connected to data collection in large and complex systems. 
 
Modelling of complex systems aiming at evaluation should meet certain criteria (Wikberg, 
1997; 2001, Thorstensson & Wikberg, 2002; Wikberg & Thorstensson 2003). Firstly, 
efficient use of time and resources is an important aspect of modelling. One reason for this is 
that access to subject matter experts (SMEs), who are valuable participants in modelling 
sessions, is often limited. A complex system could involve several hundred possible issues for 
empirical evaluation but naturally there is rarely enough time or resources to conduct all these 
studies. It is important to realise that the specific research questions to be pursued will evolve 
during the developmental process (March, 1991; Strauss, 1988). Visions and ideas will 
change and be refined, models will develop from concepts to prototypes and the bases for 
subjective judgements will change over time (Waterson et al., 1997). In a development cycle, 
empirical research must keep up the pace with these changes. Consequently, a command and 
control evaluation study may have to be completed within merely a few weeks. Secondly, to 
enable evaluation, the model must be empirically specified, i.e. there has to be a definition of 
the set of empirical elements and the relations between them that corresponds to the model’s 
conceptual terms. Consider the example of a causal model (where A causes B) as shown in 
figure 1.  
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Conceptual 
terms A B 

 
  

Figure 1. Example of a causal model 
 
 
In order to measure and evaluate this model (figure 1), the following conditions have to be 
met (Wikberg, 1997):  
 

 There must be a set of defined elements for representation: 
(1) A is defined as 'A' 
(2) B is defined as 'B' 

 
 There must be a set of defined formal rules for relations between the elements which 

determine the possible combinations: 
A affects B (i.e. A is the most significant factor, of several other possible factors, affecting B) 
  

 There must be a set of defined empirical elements and relations corresponding to the 
model: 
(1) ‘a’ is an empirical manifestation of 'A' (i.e. ‘a’ is the best, or most suitable, measure of 'A' within the 
context of the model) 
(2) ‘b’ is an empirical manifestation of 'B' (i.e. ‘b’ is the best, or most suitable, measure of 'B' within the 
context of the model) 

  
Thirdly, the model must be relevant to the context without being too complex. Modelling of 
complex systems almost always produce complex models, as behaviour in the system varies 
between and within individuals and groups as well as over time. Process modelling of 
complex tasks may turn out to be a ‘never-ending story’, because of the need to model every 
specific chain of events, and data collection to support such an analysis may seem 
overwhelming. On the other hand, efforts to keep the model as simple as possible may result 
in insignificant or not useful models. 
 
 

Case I: Modelling test design on effect of information structure on 
C2. 
 
A study was performed in the context of the Swedish Armed Forces’ demonstrator program 
which aims at reshaping and adapting the defence from an invasion focused to a flexible 
network based defence (Swedish Armed Forces, 2002). The study, Demo 03, focused on how 
the C2 process is influenced by the information structure.  
 

a b 
Empirical 
manifestations 
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The research question of the study was analysed in a series of group modelling sessions with 
participants from the Armed Forces and FOI. In these sessions a hypothetical cause and effect 
relationship between information structure and C2 process was defined. The modelling 
comprised definition of relevant factors, how these are hypothetically related and how these 
factors were to be manifested in the exercise. These definitions form the basis for formulation 
of hypotheses and specification of how to measure the process. A graphical model illustrating 
the result of the modelling is shown in figure 2.   
 
 

 
 

Rolebased information Y7: C2 situation  Y5: Perceived 
situation 

Y6: 
Coordination  

 
Figure 2. The result from the modelling sessions where test design for 
Demo 03 was defined. The model describes a hypothetical cause and 
effect relationship between information structure and relevant factors of 
the C2 process. The model was used for formulation of hypotheses and 
specification of how to measure the process.    

 
 
The model describes how information structures (X1), external processes and characteristics 
of the participants of the exercise (Z1-Z4) are related to a number of relevant factors in the C2 
process (Y1-Y7).  
 
Another result of the modelling sessions was the actual exercise setup. The test was 
performed as a series of staff exercises conducted over a period of three days. The research 
manipulation consisted of a variation in ‘information structure’, X1, between these settings. 
Variation in ‘information structure’ was manifested through a variation in the access to 
information. The Y-factors were measured as the X1 setting was changed between each 
realisation. Each of the identified factors was empirically operationalised based on the 
definitions in the modelling sessions.  
 
The effect of the variation between settings was tested with nineteen different hypotheses. An 
example of a hypothesis from the study is: “If access to information is limited then the level 
of performed contacts between units to discuss coordination will decrease”. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Internal processes 

Y1: Collecting 
information 

Y2: Revising 
information 

Y3: Distributing 
information 

Y4: Definition of 
situational picture 
 
 

X1: Information 
structure 

External processes 
Z1: Scenario 
events 

Z2: External 
communication 

Participant charact. 
Z3: Professional 
experience  

Perceived 
performanceNeed to act Performed 

coordinat. 

Perceived 
C2 situationNeed of 

coordinat. 
Motive to 
act

Perceived 
stress

Info Picture Critical 
activitiesZ4: Role 
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This particular hypothesis, which was rejected, was tested by comparing ‘level of contacts 
between units’ between settings. Data on the variable ‘level of contacts between units’ was 
collected by using: 
 

1) Digital questionnaires where the participants estimated their need of coordination and 
described which contacts they actually had taken to discuss coordination.  

2) Observers documenting which contacts the units had actually taken in order to discuss 
coordination. 

3) Logging of voice and text communication between units. All communication was then 
classified on a number of factors. One of the classes was if the communication 
included discussions on coordination between units.  

 
The hypothesis testing was facilitated by introducing a certain degree of automation in the 
testing and analysis process. This was made possible by creation of a database for handling 
the collected data in terms of recorded voice communication and text based messages 
intercepted in the C2 support system (IS-Mark).  The content of the messages was filtered out, 
structured and presented to the assessment staff which could make the classification of the 
communication directly into the database. Afterwards the statistical analysis and hypothesis 
testing was facilitated by easy access to all the results divided into classes depending on the 
type of communication. The method and use of information technology as described, is now 
being refined and streamlined to be purposeful and efficient in assessment of this type of 
exercises.  

 

Case II: Modelling of future decision processes in C2 
 
In this study (Wikberg et al., in press) modelling was used to define alternative procedures for 
military decision making. The rationale for this study was that the realm of decision making 
in command and control today is wider than before and there is a general opinion that the 
traditional process of military planning is too slow. In addition, in developing the new 
Swedish command and control systems, the ambition is to incorporate new perspectives on 
decision processes such as “self-synchronisation” (Brehmer, 2002).  
 
The study was conducted in two steps. The purpose of the initial phase was to define a basic 
theoretical model of decision making based on six theories of decision making from 
psychology and organisation theory. Together with subject matter experts, the theories were 
translated into ‘manuals’ like the “manual for appreciation” (“bedömandemallen” in Swedish) 
found in military regulations. 
 
Theoretical perspectives on decision making in psychology 

 Decision making as conditioned response on environment 
 Decision making as rational choice between defined alternatives  
 Decision making as dynamic process control 
 Decision making as intuitive judgement based on expertise and recognition of 

contextual factors (Klein, 1993) 
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Theoretical perspectives on decision making in organisation theory 
 Decision making as negotiation in order to achieve acceptable solutions 
 Decision making as organic streams of events 

 
The six different manuals were then merged into one model. The general features of this 
model are shown in figure 3.  
 

Simplistic decision (decisions based on 
experience and expertise) 

Rational decision (‘traditional’) (decisions 
based on analysis) 

Negotiated decision (decisions based on 
agreement between equal actors) 

Factors influencing 
choice of decision 
type: 
-Nature of task  
-Need of 
collaboration 
-Experience 

Organisation of 
temporary process control

Implementation of 
decision 

 
Continuous surveillance of environment and incorporation of experience  

 
Figure 3. The general features of the suggested decision making model described 
in Wikberg et al (in press) 

 
Note that figure 3 only shows the general features of the model. The model in detail is 
enclosed as appendix 1. 
 
In the second step of the study, the model was used as a script in two war gaming exercises 
focusing on command and control. During the exercises participants described how they 
would act in the simulated situation. The process steps defined in the model were successively 
discussed based on the participants’ different areas of expertise (se appendix 1 for a model in 
detail). 
 
This example illustrates how an initial theoretical analysis (i.e. the modelling session) can be 
used to define ways to collect and organise data. In this particular case the model was used to 
manage the discussion during war gaming exercises but the same principle applies when 
defining what to measure in any empirical study.     
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3. Test environments 
 
Human aspects of military command and control systems can be studied in a variety of 
settings, both real and simulated. Regarding decision making (which is a major research area 
within command and control) the classic research approach mainly involves laboratory 
settings. However, there has been widespread critique against this approach, for example in 
1976 Neisser claimed: 
 

“Contemporary studies of cognitive processes usually use stimulus material that is 
abstract, discontinuous and only marginally real. It is almost as if ecological invalidity 
were a deliberate feature of the experimental design.” (Neisser, op cit., p. 34) 

 
On the other hand, using passive observation of occurring events in the field makes it almost 
impossible to draw any conclusions about the relation between stimulus and response, due to 
the lack of experimental control. Gist et al. (1998) discuss different contexts and research 
strategies concerning organisational simulation and define two dimensions which vary 
depending on the purpose of the simulation. The first dimension concerns the setting, i.e. the 
extent to which the game or simulation takes place within its ‘real’ environment. This 
dimension includes all research settings, from laboratories to actual field settings. However, a 
command and control exercise in the field is not necessarily more realistic in all aspects, than 
a command and control exercise in a laboratory (staff exercise facility). The second 
dimension deals with research strategy, i.e. the degree to which the researcher actively 
manipulates variables during a game or simulation. This dimension covers the spectrum of 
research strategies from the strict experiment with active manipulation of variables to 
observation studies. With regard to these two dimensions, eight types of games or 
organisational simulations can be identified (figure 4).  
 

Observation 
strategy

Created settingNatural setting

Experimentation 
strategy

Experimental 
simulations        

Natural 
occurring field 
experiments

Constructed 
field 
experiments

Laboratory 
experiments

Free 
simulations

Laboratory 
studies

Unobtrusive 
field studies

Intrusive field 
studies

} } }

Unaltered 
natural 
context

Altered 
natural 
context     

Similar 
contextual 
creation

Dissimilar 
contextual 
creation}

 
 

Figure 4. Eight types of games or organisational simulations (Gist et al., 1998) 
 
Gist et al. (1998) stipulate that in debating the merits of laboratory versus field research the 
middle ground has been somewhat neglected in organisational literature. In some ways, 
experimental simulation can be said to represent that ‘middle ground’. This methodology 
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permits certain experimental rigour which is difficult to attain in the field, and offers 
contextual relevance, since measures are taken to simulate contextual elements of the natural, 
or real, setting. Nevertheless, designing a game for research purposes is always a delicate 
matter as the type of game directly affects the possibility to draw conclusions. There is also 
the constant struggle between purpose and research question and the resources available.  
 
Choosing test environments when developing new command and control systems is an 
important issue. Resources for evaluation are often scarce and time schedules tight, but there 
is still the need for methods and techniques for fast and iterative evaluation. Evaluating 
human aspects of command and control processes in full-scale exercises is both difficult and 
time and resource consuming. For example, merely following and documenting one single 
event in a distributed decision making situation may require several observers and substantial 
technical equipment for registration. Another practical problem is limited access to exercise 
participants: interviews and other data collection activities may disturb the exercise. 
Moreover, evaluation of a complex system often calls for an iterative approach. When it 
comes to command and control processes this poses a problem, because ‘natural’ evaluation 
situations (i.e. full-scale exercises) occur infrequently and the objectives and focuses differ 
between exercises. As an attempt to address some of the problems involved in conducting 
research on human aspects of command and control, two versions of a low-cost technique for 
conducting simulated command and control exercises using experimental designs have been 
developed: Experimental Simulation Exercise (ESE) and Computer Game Based Simulation. 
 
 

Experimental Simulation Exercise (ESE) 
 
The concept of the ESE (Wikberg & Lundin, 2003) is best described as a simple, simulated 
staff exercise with an experimental design to enable the testing of hypotheses. Nonetheless, 
the ambition is to create a simulation that is realistic enough to produce data with direct 
practical implications. The scenario and input to forward the course of events that are used in 
the exercise are operationalised and designed to support the experimental design. The 
hypotheses typically concern abstract processes, for example how operators from different 
authorities value the same information in a command and control situation.  
 
Basically, the ESE follows the same methodological approach presented in this paper with 
modelling, efficient data collection and an After Action Review (AAR). Users (military staff) 
play an important role in the ESE concept. They are involved in all phases of an ESE; 
problem analysis, the actual simulation exercise and the after action review that takes place 
right after the simulation. The problem analysis comprises a modelling session where the 
users take part in defining the terms and processes, generating hypotheses or research 
questions and a research design, operationalising the variables etc. Other preparations include 
creating (or choosing) a scenario and instruments for data collection (e.g. questionnaires or 
observation forms). The AAR requires efficient methods for data collection, since the 
ambition is to be able to present preliminary results as a basis for the discussion. The AAR 
also works as an additional opportunity for data collection, as well as validation of the results.  
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Case III: Distribution of information between C2 systems 
 
An Experimental Simulation Exercise was conducted at the Swedish Armed Forces Joint 
Operational Staff’s interaction lab (Wikberg et al. 2002). In this particular exercise, the aim 
was to examine processes involved in the administration of information between different 
technical command and control systems. The systems are still under development and at 
present it is not possible to transfer any information between them by technical means, why 
all processing and distribution of incoming information from sensors had to be done 
manually. During a two-hour modelling session with two military officers, the essential 
phases of a staff’s information administration process were (hypothetically) defined. The 
research questions were: 
 

 What limitations are there in processing and distributing different types of sensor 
information between current command and control systems? 

 How do differences in designs and concepts between the current command and control 
systems affect situation pictures? 

 
Using the software Visual Study 2002 (Dirsoft, 2000), a computerised questionnaire was 
designed based on the terms that were defined and operationalised during the modelling 
session.  
 
Three command and control systems for the operational level (‘IS Mark’/ground, ‘IS FV’/air 
and ‘LIM’/naval) and one tactical system for mechanised battalions (‘SLB’) were used in the 
simulation exercise. Additional technology support included staff support systems, MS 
Office, e-mail and telephone. Altogether, about sixty officers from all armed services, the 
Joint Military Intelligence and Security and five technical system operators participated. The 
design included three tactical staffs (one each for ground, air and naval) and one joint 
operational staff. The scenario described an attack of an enemy state which generated data 
from different sensors on the ground, at sea and in the air. Simulated sensor data were 
reported into each command and control system. Each staff then had to process and spread 
their system specific information to the other staffs and to simulated recipients on the tactical 
level in order to attain coherent operation and tactical situation maps. For each received input, 
the operator switched window on their desk top stations and answered the questions in the 
questionnaire. 
 
Questionnaire data were compiled, processed and analysed successively during the exercise, 
in order to be able to present preliminary results in the AAR that followed immediately after 
the exercise. Preliminary findings were discussed with the participants and additional 
information and viewpoints were documented on-line. A view of the computer screen was 
projected onto the wall, so that everyone could follow what was being written down. A more 
thorough analysis of questionnaire and AAR data was conducted after the exercise. 
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Computer Game Based Simulation 
 
Commercial game software is readily available and not very expensive. One possibility is to 
use commercial computer- and console games as low-cost simulators in experimental 
exercises. Even if computer games and consoles primarily are developed for entertainment, 
the low cost makes it an appealing alternative to ordinary exercises. It might be beneficial to 
use simulation technology when C2 requires extensive resources, have not been fully 
developed or is not available within the country. One area of application might be to use 
existing command and control systems for staff units to command units performing their tasks 
in a virtual environment. Using such an approach it might be possible, in an early stage and 
with a small investment in resources, to carry out research on how new technology will 
influence command and control methods. It is therefore of interest to develop a methodology 
for how commercial computer and console game can be used for different types of command 
and control studies and exercises.  
 

Case IV: Commercial Software in a Ranger C2 Exercise 
 
A Computer Game Based Simulation was conducted at Norrlands Dragoon Regiment. The 
aim was to explore the possibility of using commercial game software in an exercise where 
command and control are evaluated. Commanders’ use of real-time information from 
Unmanned Aerial Vehicles (UAV) was studied using commercial software to simulate the 
tactical context of command and control. The question is relevant in the development of a 
network based defence as this is expected to generate large amount of real-time information 
from the battle space. Will commanders with access to detailed real time information interfere 
in operations on lower level, thereby loosing their general perspective?  
 
At the regiment, ranger battalions are trained for combat and reconnaissance missions in a 
large variety of environments. Information transfer within a ranger battalion is limited 
compared to other units since a ranger task force commander can not bring extensive 
equipment and analysis tools, i.e. the ranger must be able to carry his combat load. 
Consequently, vast amounts of information from sensors such as UAVs, satellites and 
integrated helmet and display sight must be analysed by a battalion staff deployed at distance 
from the target area. Consequently, if the ranger battalion is equipped with, or supported by, 
such sensor systems, the rear command post will have better access to real-time information 
about the situation in the target zone than the task force commander. A number of hypotheses 
concerning effects of the staff’s access to real time information on command and control 
methods were tested.  
 
The study was arranged as an Experimental Simulation Exercise with one battalion staff and 
three ranger units. The ranger battalions’ ordinary tactic command and control systems were 
used to command the different task forces. The tasks were carried out in a virtual commercial 
PC game environment. From one of the ranger units the battalion commander had access to 
real-time information from an UAV and from helmet assembled cameras. There were no such 
information from the other two ranger units. The structure of the exercise is illustrated in 
figure 5. 
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Figure 5. The command and control conditions represented in virtual environments 

 
The participants were four career officers and 24 regular officers from the ranger battalion. 
There were also two technical officers from the Swedish Army Technical School (ATS). All 
participants were men. The participants were divided into one ranger headquarters and three 
task forces. Each of the three task forces consisted of one career officers and six to nine 
regulars from ranger battalion 04. The staff was composed of three career officers and two 
soldiers. 
 
Three local networks (LAN) were organised, see Figure 5. The staff used their regular tactical 
system “IS MARK” while the task forces performed their missions in three virtual 
environments. A commercial, non-modified, game was used in each LAN. The PC game 
enabled the soldiers to integrate their actions through their personal terminals. In two of the 
LANs the computer generated opponent provided by the software was used as enemy. In the 
third LAN the enemy was controlled by other soldiers. Communication between the staff and 
the three task forces, i.e. LAN 1-3, were made through the ranger battalion’s ordinary 
communication device PC DART. The tactical situation was followed up by the staff and 
registered in IS MARK on maps generated from the game. Each LAN was structured as 
following: 
 
LAN 1 (Task force 1) was made out of eight computers and the game Delta Force: Task 
Force Dagger from Novalogic. The force was assisted by an UAV which circulated the area 
of interest maneuvered by the staff. The staff had a screen showing the image from the UAV. 
The computer screen of the commander of the task force was filmed and the image from the 
camera was directly available to the staff. The artificial intelligence served as the enemies 
 
LAN 2 (Task force 2) used six Xboxes from Microsoft and the game “Ghost Recon” from 
Ubisoft. The artificial intelligence served as the enemies. 
 
LAN 3 (Task force 3) consisted of eight computers where the game “Roque Spear” from 
“Red Storm Entertainment” was used. The enemy was two additional soldiers. 
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The staff was in charge of the units and worked in accordance with ordinary procedures. The 
participants practiced in a tutorial generated by the game in order to get necessary basic 
gaming skills. Communication and tactic were also trained as well as handling PC DART. 
Different scenarios were used for the pre training and the ordinary experimental training. Task 
force 2 and 3 executed the operations three times and stand-by force 1 did their operation two 
times. After execution each stand-by force did their debriefing as normal procedures.  
 
Data was collected using observers, questionnaires and technical registration of 
communication. Raw data and preliminary results received from the data analysis was 
presented and discussed with all participants of the exercise in an AAR. 
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4. Data collection 
 
Empirical evaluation always involves collecting empirical data. As we see it, the data 
collection is both hypothesis driven and hypothesis generative. Thus, the data collection will 
always be a mix of a modelling procedure and an empirical evaluation task. In this paper, we 
focus mainly on a hypothesis driven approach, that is, to collect data about specified 
parameters identified from earlier analyses and modelling. To collect data without an idea of 
what we want to measure would be a less cost-effective and more time-consuming strategy. 
But as always, there is a trade-off; the advantage of not having to filter large data sets has to 
be balanced against the disadvantage of not being able to use the data to study other 
phenomena than the ones specified in advance. Furthermore, even though we might be 
especially interested in a particular set of data, hypothesised to be a point of measure for a 
particular manifestation of certain phenomena, these data might be hard to interpret without a 
significant amount of contextual information. In turn, the need for such contextual 
information calls for more sources for the data collection. Therefore, especially for complex 
tasks such as command and control, we often have to adopt an exploratory strategy and thus 
collect data about many parameters that could be of interest. Woods (1993) suggests process-
tracing methods to tackle these inherent challenges. Using process-tracing methods “does not 
mean that rigor or control […] must be sacrificed. Rather it means using a wide set of 
research tools to converge on an understanding of the phenomenon in question.” (op cit, 
p 251). Thorstensson and colleagues (2001a) give examples of data sources that are useful for 
the command and control domain (table 1):  
 

Table 1. Data collection registration methods 
 
Data collection method Significance 
Observation Observers’ manual recording of organisational activities. All observer reports specify 

time (hour and minutes) and place. 
Recording of communication Automatic digital recording of radio and telephone communication. All communication 

is labelled in terms of time. 
Registration of positions Automatic registration of geographic positions using satellite navigation equipment  
Photography Documentation of activities and situations using digital camera. All photographs must be 

manually recorded and labelled in terms of time. 
Video recording Video recording of activities and situations. 
Event cards When there is an evaluation situation and some predefined events are expected to happen 

to certain individuals, these are equipped with event cards. For example, extra personnel 
serving as casualty markers might be equipped with causality cards on which they make 
notes during the exercise (Thorstensson et al., 1999). They note the time for specific 
events in the medical attendance. 

Collecting log files When support systems are used, log files that contain interesting parameters are 
collected from these systems. This facilitates the study of system usage and availability, 
in the overall context. 

Collection of (evolving) tactical 
documents 

Documents belonging to orders, reports and briefings etc are a rich source of 
information. Copies of these (over time as they evolve) will contribute to the exploration 
of the information situation in the command posts and the field units. 

Registration of table for 
recourses and activities 

The rear echelon command posts often use tables for presenting situations and prognoses 
regarding important resources and key activities. Documenting these tables by regular 
documentation, photographs or other means available enables the analysis of the 
information situation and activities in the command post. 

Questionnaires Personnel’s thoughts, opinions and feelings can be registered using questionnaires.  
Interviews Interviews can be used to get a picture of how personnel perceive certain matters. 
Physiological measures Some physiological measures, such as hormone levels or blood pressure, can be used to 

indicate for example fatigue and stress. 
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Irrespective of the main focus of the specific data collection, hypothesis testing or hypothesis 
generation, there are a number of standard methods that can be used for collecting process 
data. All the methods for data collection listed above are adaptable to different levels of 
technical support (Thorstensson et al., 2001a). We have used different sets of methods in 
previous field trials (Morin, 2001; Crissey et al., 2001; Thorstensson et al., 2001b; Wikberg, 
2001) and also in the simulation exercises described in this paper. 
 
The phases of data collection can be separated in to preparation, conduction and compilation. 
Two factors, which also affect the level of technical support, are adaptivity and quality. Using 
these phases and factors, we can compare manual with automatic data collection. The low 
scores for automatic collection are preparation and adaptivity. To automate the work involved 
in the preparation phase or to automate the ability to adapt to changes in the world would 
require a complex automation system to handle the ill-structured and irrational nature of this 
type of work.  Manual data collection would handle these situations better. For conduction, 
compilation, and quality, however, a successfully implemented automatic approach would 
outdo humans in efficiency.  Though, a prerequisite is that the data are directly accessible and 
interpretable by the technical system. 
 
In a one-shot limited field trial, manual methods are often the most appropriate. In a series of 
evaluations, or in large-scale evaluations where the results from data collections need to be 
presented shortly after the collection, automated methods are often preferable. However, in 
many cases there are no alternatives to the resource-demanding manual methods. Only small 
portions of a distributed decision can be registered with technical systems. Even with access 
to video registration of a staff process, the video data normally have to be interpreted 
manually. 
 
Implementing manual methods using observers is rather straightforward, but skilled SME 
observers are rare and therefore it may be necessary to use novice observers. Using novice 
observers requires thorough instructions and training to achieve qualitative results (Jenvald et 
al., 2002).  
 
Even with access to SME observers, such as staff instructors, there are difficulties in 
collecting and interpreting the observations. As Bainbridge et al. (1993) note: “expert 
descriptions of complex and dynamic processes are often used but seldom analysed”. There is 
a risk that rational or mythological ‘operator logic’ may evolve that does not correspond to 
reality (Rasmussen, 1993). Furthermore, documenting experiences and data is a full-time task. 
Often a staff instructor has other obligations, such as coordinating the exercise, which limits 
the possibility to get data that are useful for evaluation. Data collection and evaluation should 
be the primary tasks of the observers (Wikberg, 2001).   
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Case V: Data Collection in an Emergency Response Exercise 
 
To exemplify the data collection process, we will briefly discuss a study of an emergency 
response exercise staged in central Florida, conducted as a joint effort by Swedish and 
American researchers (Crissey et al., 2001). They used various techniques to collect data from 
the unfolding events. The site of the exercise was located just north of the University of 
Central Florida (UCF) Campus. Orange County Fire and Rescue and Seminole County Fire 
and Rescue jointly handled the incident with assistance from Orange County and Seminole 
County Sheriff departments and UCF Campus Police.  
 
The exercise was based on a scenario where a container on a pickup truck starts leaking a 
suspicious substance in a parking lot outside a shopping mall. The substance, possibly 
chloride, must be identified before the exercise can unfold. Casualties, if any, must be found, 
removed from danger, and treated. The involved agencies must each make decisions specific 
to their roles and perform accordingly. Because of the complexity of the exercise, the 
assumption of responsibility and the leadership role was to be passed from agency to agency 
as the exercise progressed. The responding task force included two hazardous materials units 
and a mobile command post for incident command. As the scenario unfolded, the leak was 
positively identified as chlorine, and victims were reported. Special teams and medical aid 
units got ready to extricate the victims and to contain the chlorine leak.  
 
 

 
 
 

Figure 6. Fire fighters extricate a victim from the contaminated area 
(Photographer: Johan Jenvald) 
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During the exercise the research teams and subject matter experts collected data using several 
different sources. Table 2 shows an inventory of the information sources that were used in the 
Orlando exercise and what topics the various sources covered. One observer monitored the 
tactical radio network and entered text comments as the exercise progressed. The other 
observers followed the exercise in the field. They used digital cameras together with 
structured reports to document the unfolding events. Throughout the exercise the GPS 
receivers tracked the position of the rescue vehicles, and radio traffic was recorded. When the 
exercise ended, the observers gathered in a data collection central where they compiled the 
various data into a common framework (the MIND framework). Position data from GPS 
receivers were downloaded and converted to the appropriate coordinate system, the digital 
photographs were downloaded and annotated using the structured reports that accompanied 
them, and observation reports were digitized. 
 

Table 2. Inventory of information sources used in the Orlando exercise (Crissey et 
al., 2001) 

 
 Information sources 
Topics GPS Radio 

Networks 
Casualty 
Report 
Cards 

Photo- 
graphs 

Manual 
observation 

Time    –  
      
Unit positions  – – –  
Unit deployment –  – –  
Unit activity –  –   
Unit information status –  – –  
      
Casualty type – –    
Casualty treatment – –    
Casualty location – –  –  
Casualty status – –  –  
      
Chemical substance –  –   
      
Terrain – – –   
Weather – – –   

Legend:  information source is used; – information source is not used. 
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5. Feed back of results using After Action Review  
 
After Action Review (AAR) (Rankin et al., 1995) is a method introduced some 30 years ago 
that has been developed ever since to provide and deliver feedback after a collective training 
exercise in order to enhance training value. This is made possible by collection and 
presentation of data that characterise the performance of the units in relation to preset goals 
and mission outcomes. The process of AAR seeks answers to the founding question “how did 
the unit do?” The answer may not be immediately obvious to the participants or to those who 
planned and controlled the exercise. Morrison & Meliza (1999) explain how this 
understanding is easily lost or obscured by “the fog of war” or just the simple fact that it is 
impossible for each and everyone to overlook the amount of distributed, but related, events 
and action going on during a collective training exercise.  
 
An important role of the technological post exercise support is to objectively present context 
based action as a way of “fast forwarding” into the questions and phase of reflection. An 
important part of the AAR is thus the multimedia representation of distributed tactical events. 
This is made possible by adequate data collection and analysis of predetermined performance 
parameters and other data that represent the mission, such as unit movements, communication 
events, geographical data, weapons effect, orders given, and so on. Figure 7 gives an example 
of how the different data can be processed and presented in a technological support system for 
AAR. Basically, the support system shows the flow of events and units (as movements and 
positions on geographical maps), snapshots of certain interesting events or actions (as 
annotated photographs, videos and textual observations), and communication (as speech from 
radio networks or as text from computerised communication). All data are synchronised and 
connected to a timeline used as a basis for reconstruction of the exercise.  
 
 

 
 

Figure 7. A multimedia representation of a distributed tactical helicopter 
operation presented in the MIND framework. 

 23 



 
The traditional use of AAR methods and technology, described above, is to structure training 
and evaluate exercises in order to achieve or increase training value. Another area in which 
AAR concepts can be utilised is in the development process of new command and control 
systems as the AAR focus on rapid and iterative evaluation. Our experience is that the time 
frame from problem analysis to presenting results is between one week and six months 
depending on the problem (Wikberg & Thorstensson, 2003). Thus, the normal procedure of 
research reports is often too slow to keep pace with the development process. It must be 
possible to “deliver” the analysis of a test in time for the decisions on the progress of the 
development project. An AAR is then an opportunity to present raw data and preliminary 
results in a comprehensive way in order to discuss them with the participants as soon as 
possible after a test.  
 
One important issue in the development of new C2 systems is that highly abstract processes 
such as decision making, situation awareness etc. must be analysed and developed. 
Consequently, data on these matters must be collected, analysed and presented in an AAR. 
This data collection and analysis comes with inherent problems. 
 
In force-on-force it is easy to tell whether a mission has been successful or not, but it is more 
complicated to identify and measure the critical parameters of failure or success of the 
decision process or other non-technological contributions, such as leadership and how 
operators perceive the performance of the system. In most cases objective measures of 
performance are available but the subjective ratings of effectiveness have to be obtained from 
staff instructors, superiors, peers or subordinates judging the level of the staffs efficiency, the 
participants perception of a situation, perception of work load or stress, perceived difficulty, 
risk perception etc.  
 
Another problem when abstract command and control processes are discussed in an AAR is 
that the time available for data analysis is limited. Consequently, data from decision processes 
are normally limited to quantitative data for statistical analyses. Presenting the results from 
such analyses poses a major problem as the participants of the exercise often has a limited 
knowledge and understanding of statistics. The evaluation often becomes a lecture on 
statistics rather than evaluation of a decision process (Wikberg & Lundin, 2002a). The time 
available for presenting and discussing the result is normally about one hour. Consequently, it 
is important to find procedures to present statistics in a straightforward way.  
 
We evaluated the “normal” technique to present statistics in the format of graphs in the 
context of an ‘Experimental Simulation Exercise’ based on the results concerning the 
involved experienced officers (Wikberg & Lundin, 2002a). Two factors that effect the 
perception and interpretation of the statistical representations were tested. The first concerns 
cognitive dissonance, i.e. the difference between what result the individual expected and what 
was actually attained. If there is a great difference between these, assimilation may be 
difficult. Secondly, the design of the graphs as well as the verbal presentation of them may be 
indistinct or even incorrect. Two additional inquiries were distributed to the participants. The 
first, distributed directly after they had answered the regular inquiry concerning the problem 
studied in the ESE, was designed to survey to what degree the participants understood what 
comparison the graphs intended to represent. The second, distributed directly after the 
presentation of the results from the regular inquiry, was designed to elucidate which results 
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the participants believed they would attain. The results indicate that the foundation for the 
AAR was incorrect since the understanding of the results only was 41 %. This could partly be 
explained by the fact that there was a difference between expected and attained result. 
Consequently, the statistical results used in an AAR must be presented in a context based and 
understandable manner to the participants.  
 
We have tried out ideas on how to tackle this problem based on presenting a model-based 
evaluation of the abstract phenomena in the context of the complex system. The basic idea is 
to use large paper sheets or video projectors to present results in a graphical model-based 
layout in order to force evaluators to interpret data according to the initially specified model 
(Wikberg & Lundin, 2002b). This spreadsheet can also be used during the data collection part 
of the evaluation, forcing the observers to sort their data into the studied model. The model 
and its definitions form the basis for the definition of data collection. Documentation and 
interpretation can be conducted successively during frequent evaluation meetings. This 
approach makes it possible to present a documented result when the test is finished as 
opposed to spending days or weeks to analyse the data before being able to present any 
results.  
 

Case VI: AAR in a model-based evaluation of information support 
 
A study was performed focusing on the cooperation between different levels in the chain of 
command in an army division (Wikberg & Lundin, 2002b). The purpose was to study roles 
responsible for  supplying the system with information in accordance with the succecsively 
identified need of information. The problem in focus of the study was structured in a 
modelling session including personell from the Army and the Swedish Defence Research 
Agency. The purpose of the modelling was to identify the most relevat factors of the problem 
in focus and how these factors should be measured in the given context of the Armys staff and 
communication exercise.  
 
The resulting model was used as an observation protocol by military staff instructors. 
Following the staffs the staff instructors documented identified events, incidents procedures 
etc. that corresponded to the defined measures on site. Every day an evaluation meeting was 
held where each staff instructor presented his documentation.  

 

  
 

Figure 8. A model based After Action Review (AAR) 
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All data where related to the factors of the model by using a print out of the model on a paper 
sheet of approximately 100 vs. 250 centimetres (See figure 8).  
Each documentation was included in the model as raw data. A new version of the model was 
printed for the next meeting. After a couple of days of data collection, the documented data 
were used to draw some preliminary conclusions on a heuristic basis on each of the factors 
identified in the modelling session. These conclusions on factors where summoned into a 
more general discussion. The resulting graphical model based documentation is shown in 
figure 9. The spreadsheet contains the same information as an ordinary test report (including 
an introduction, sections on method and results and conclusions).  
 
Consequently, the study contained an AAR each day where raw data were presented and 
analysed. After a couple of days, preliminary results were also presented and discussed. The 
major advantage of the approach was that the primary recipients of the results were engaged 
in the AAR sessions. This meant that they had first hand access and knowledge of the results 
and the context of the study in advance of the documented report.  
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Figure 9. The graphical layout of the documentation of a model based evaluation. In this 
particular case we used a paper sheet of approximately 100 vs. 250 centimetres why it is not 
possible to read the text in the figure shown here. 
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Id entifik ati on  m ed hjä lp av spe l
Id entifi kat ion  m ed  hjä lp av  mö ns ter ige nkänn in gIde ntifik ati on  me d h jä lp av che ck list a
I dentif ika tio n m ed  h jälp av  b rai nst orm
Ing et str uk tur era d m et od an vä nds .

K riter ier :
Kri tiska info rm at ion sbe hov s ka ll e j id en tifiera s s å s ent  at t d e ej 
h inner be sva ras  in nan  besl uts till fäll e

Mål:
U nder lät ta a tt se viktig ast e in fo rm atio nsbe hov en  til lgo doses .

A rbets me tod er :
Pr ioriter ing  sk er  ge nom a tt ens kil d s tabsm ed lem s b es täm mer v ad  
so m är v ik tigt /ic ke viktig tP riorit eri ng ske r g enom sty rn ing  frå n ins ats led are /la gch ef un der  
st absdia lo g
Pr ioriter ing  sk er  ge noma tt i nsa tsl eda re/lag ch ef fas tstä lle r
In gen p rio ro ite rin g geno m för s

K riter ier :
K ritisk a in fo rm atio nsbeh ov  fö r b es luts tillfäl le b eh an dla s ej.
F råges täl lni nga rs priori tet sst atu s ä r e j angiv na .

Mål:  G öra  in forma tio nsb eh ov et m öjlig t a tt k om m unice ra o ch  
bes va ra ino m organ isa tion en .
 
A rb ets me tod er:
F orm ul era s s om en  en ke l fr åg aF or mu ler as som e n s am lin g a v förm od an de n o ch  frågo r
Fo rm ule ra s so m ett  på stå en de (min upp fa ttn ing  är  att_.. )
F or mu ler as som e n u ta rbe tad  prog no s
F or mu ler as s om a lter na tiv  stä llda m ot  va ran dr a
F or mu ler as som o lik a m öj liga  alter nat iv,  ko mb in erbara .

K ri ter ier :
Fo rm ule rin g releva nt mo t fr åg eställn in g

Mål:  Doku me nte ra inf orm ation sb eho v "öv er yt an"  ( i  st abe n) för 
a tt b ibehå lla må lin rik tad st yrn ing  av  le dning  oc h kun na  av göra när  
beh ov  är til lgo do sed da .

A rb etsme tod er :Sp eci ell fun kt ion  do ku ment era r
V ar je ens kil d s tab sm edlem  do ku m ent era r
D oku ment ati on ske r e j

D ok umen ta tion  sk er  på la gch ef s o rde r
D ok ument ati on  sk er på ege t i niti ati v
D ok umen tat ion  sk er regelb as era t
D oku ment ati on ske r e j

D ok ument ati on  sk er p å pap pe r
Do ku menta tio n s ke r i datam ed ium
Do ku menta tio n s ke r i text
D o kumen ta tio n s ker  i gra fisk t f orm
D oku ment ati on ske r e j
K ri terier :
St abe ns me dl em ma r a nser a tt i nfo rm ati on sbeho v ( bas era de  på 
k uns kapsb eh ov ) är  do kum ent era t: B eg rip ligt, bes tän dig t, spårb art , 
k on tinuer lig t, r esu rs effekt ivt /en kel t, t illg änglig t, up pg ifts relate rat , 
ö ve rblick bar t o ch  ut an att  "d oku m ent ati onskö " u pp stå r

3. 1. V äl j a 
öv erf ör ingssätt  o ch 
pr esent ati onsf orm

3.2.  Anpassa i nfo 
t il l vald 

pr esent ati onsf orm
3. 3. Ver ks täl l a 

del givni ng
3. 4. Anv

3.  H

änd a/åter f öra 
inf o i IL /Ö L

ant eri ng a v be sv ara de i nf orma t ion sbeh o v

? ?? ? ? ? ? ?

Mål:  G ive t k om muni kat ion sfö ru tsä ttning ar ge mo tta garen  
bästa mö jli ga pre senta tio nsf orm

Arb ets me tod er :Några  sp ec iel lt a vdela de rol ler  i lä gesin fol age t a nsv ar ar för  att  
detta  sk er ak tivt .
Bes täm s av någ on/nå gr a i ÖL /IL
Efter  st abs me dle m vä ljer  de tta  ef ter be ho v
Gen om fö rs e j p å någ ot str ukt ue rat sät t
 
Kri ter ier :
Val d p re wse nt ations for m blo ck erar s am ban de t

Mål:  S å s na bbt  som mö jlig t b es var a iden tif ier ade  
in for nm ati ons be hov

A rb ets me tod er :K o mm un ice ras  geno m allm ä n o ri via tal sys tem
K om m uni cer as  geno m a llm än t ti llgäng lig  lä ges inf oin fobeh ov  
(he ms ida )
K om mu nic era s g enom  g ene rel lt u tskic k m ed  jä mn a m ellan rum
K om m uni cer as genom  g en ere llt utskic k v id  be ho v
K om m uni cer as genom  r ikt ad inf o till v iss a u tv ald a
Ko mm u nic era s g enom  vi d s tab so ri mot s
Ko mm u nic era s g enom  ka rtb un den  sprid ni ng (ta kti ska  
läg esk ar tan )
K om m un ice ras  geno m m u ntl ig d ialog  "ö ve r b ord et" .
Ko m mu nic era s e j

K ri ter ier :
S am tli ga  i la ge t vet h ur  be sv ara de inf orm at ion sb eho v ska  komm un ice ras .

Mål : G ör  be sva ra de inform at ion sb eho v tillg än gli ga för  
sam tli ga be rör da . 

A rb etsme tod er :Do ku mente ras  so m gra fiskt pla sto lea t/t abe ll mo tsv ara nd e
Do ku ment era s g raf isk t/i tab ell  i Mar kIS
Do ku mente ra s i skr iftl ig pap pe rsf orm
D ok ument era s i  sk rift lig di gita l f orm
G en omfö rs e j
E ve ntuellt  tid ig are  fr amtag et bes lut sun de rlag a nv änd s o ch  
u ppd atera s
Ev en tuellt  tid iga re  fra mtage t b es luts un de rlag a nvä nd s e j tr ots 
a tt detta kun de  ha  va rit läm p ligt .
H el t nytt  be slu tsu nd erlag tas  fra m (av  b ehove t fr am ka llat )

K ri terier :
Sa mt liga i lag et vet  va r info beh ov  fi nns  
d ok umen ter ade /ti llgä nglig a

Mål: Säk ers täl la a tt besva rad e i nfo be hov  anvä nd s i IL /ÖL

A rbets me tod er :
Be svarad e info be ho v d okum en ter as i u ppfölj nin gsp la nB esva rad e i nfo be hov  dok um ent era s e j men  la get  (IL /Ö L) 
änd å me dv ete n
D okum e nte era s p å e gna m all ar oc h li stor
B esvar ade  in fo beh ov  doku me nt era s e j.

K riter ier :
La get (IL /Ö L)  ej  me dv eten o m  at t in fob ehov et b es var ats  
e ller va rt sva ren  fi nns .

1.5. Ko
f obe

mm unicer a 
i n hovet ext er nt,  f r ån 
ÖL /I L- processen t il l 
läges inf oprocessen

? ?

Mål:  Att  ko m munic era  in fob eh ov et till ext ern  p art  på ett  
så da nt sät t at t min a fr åg or upp fatta s o ch i et t s ena re sk ede  
be sva ras .

A rb ets me tod er:Ko m mu nic era s gen om  al lm än orient eri ng  mh a p er iodisk  
r app or t
K om m un ice ras ge no m allm än t tillg än glig  in fo beh ovsta blå  
(he ms ida )
K om m uni cer as ge nom  g en ere llt uts kic k v id  be ho v
K om m un ice ras ge no m rik tad  infor ma tio n t ill v iss a utv ald a
K om m uni cer as ge nom  v id sam verk an ell er m o tsv arand e
K om m un ice ras ge no m o rd erg ivnin g
Ko mm u nic era s geno m  ka rtb un den sp rid ni ng (ta kti ska 
läg esk ar tan )
K om m un ice ras ge no m m u ntl ig dia log  "ö ve r b ord et".
Ko m mu nic era s gen om  ko nf ere nssys tem /ra di o
Ko m mu nic era s ej
K ri ter ier :
I nhä mt at inf ormat ion  sk all  ej gener era  yt ter lig are  frågo r b ase rat  
på  ur spr un glig t info be ho v

H ypote ti ska m ål , 
arbet sm et oder och 

kri t eri er f ör 
respek ti ve 
del proce ss  

A NTE CK NING AR :
Resu lt at  och 
uppk omna 

f rågest äl lnin gar ti l l 
fö lj d av utf örd 
dat ai nsam l ing

NB 5, L 3, 010 301 . E nli gt u ppg ift går en s tor  mä ngd  för frågnin gar  frå n D UC  
avse end e lä get  till  lägesi nfol age t tro ts a tt d e bord e st ällt s til l le dningsl age t 
(L1/ L2) . 
Div.  L3  Lu ft/N är bek.. 0 10 301 . U ppsto d ge nom  a tt L 1: a n beord rad e in  målan aly s.
Div, L 1, 0 10 302 . Ko rre leri ng av l äge sup pfat tnin g inom  LP  ge nom  at t 
samm an kall a le dni ngsplat sor ient erin g, f unk tionsfö ret räda re vid traditio nel l 
karta  efte rso m u pp daterin g lä ges bild  int e fu ngerad eAllm än t. 0 10 302 . Läg esin fob eho v F RÅN d ivi sion  til l NB  5 läg esin fol ag =  
Upp dra g
NB 5, L 1, 010 303 . VB  i L 1 " upp täc ker" ak tua litet stab lån  på ans lag stav lan . 
(Ett a rbe te fö r a tt s kap a en så dan  har  red an påbörj ats inte rnt) . Ta blån ä r 
tidst äm plad  20  mi nuter g am mal . O klar t är  dock a ktu alit et ( viss  info fö ref alle r ej at t stä mm a) sam t vem som  sk apa t ta blån .
NB 5, L 1, 010 303 . V er ifie ring  av  läget m ed  hjä lp a v D UC vi lket  gav  
unde rlag  fö r vi lken  inf ormati on s om  va r nö dvändi g a tt sk affa .
NB 5, L 1, 010 303 . Ak tua lite tsta blå  utgäör  ram  fö r in fob ehovDiv L 3 L uf t/N ärb ek 010 303 . I den tifi eras  utifrån  fö ljan de;  1) plan, 2 ) 
frågestä lln ing från  el ler 3) o rde r.

DUC .Div Le dsy st 010 303 . O rd er från HC  att  utr eda  kon sekven ser  av ide ntif ierat 
gasm oln .

Div L 3 K om m /Fa rb 010 303 . Up pko m geno m r app ort  om  mi nering från  

NB 5, L 3, 010 301 . L1  oc h L 2 b yter  namn efte r pr inc ipen  vilken  so m l ede r 
(L1 är  den  led nin gsp lats  som f ör t illfä llet  led er) Mo tsv aran de byt e sker d ock  
ej i I S Mark .
NB 5, L 1, 010 303 . Beh ove t at t ku nna sit ta p å o lika  pla tser i l edn ing sva gna r 
(tex p å g run d a v til lfäl liga be sök , pl ang rup per etc .) gö r a tt d et b lir svår t at t beva ka ege n in log gad  roll.
Div L 3 L uf t/N ärb ek 010303 . S ker via infö rsel i e gen ska pad  
aktu alit etst ablå .

Di v L 3, 010 302 . Öv erh ört i St riC: "N u n är m ed del andeha nter are n bö rja t 
f ung era vil l jag  in te lä ngr e ha fr istå end e L Vra pp utan en bar t 
sa mm anfatta nde ." (S tri bef LV pra tar  me de L V- bat ).
NB 5 L 3 Läge sin fo. 010 302 . L äge t ko mmun icer ade s vi a fö ljande kan ale r; 1 ) 
per iod vis "un dra ppo rt" via mail, 2 ) "f lyga nde  läg esb ild" vi a in kom ma nde  te les amtal, 3) v erb alt till person er fr ån NB :s f unk tionsla g so m k om me r till 
hy tten .
Di v, L 1, 010 302 . Sö kte  un drap port p å S triC  we bsi da. Häm tn ing inn eba r 
en ligt uppgif t be last nin g på  TS.D iv L 3 Luf t/N ärb ek 010 303. Ske r v ia te lef on, om  dat orn  fun ger ar, eller 
mu ntl igt (ing en kon takt  me d Is/O ffic e  in gen  åt komst t ill d en dig itala  

.)

anterin g av  
läg esin fo spe ciel lt i nära  re altid.

tele kat alogen   om öjl igt att r inga  s prin ga ivä g m ed m untlig t m edd ela nde
Div  Le dsyst 010 303 . Ko mm uni kati on via tele fon  till  HC .Div  SL E 010 303 . In fob eho v k om munice ras via  tal elle r webm ail . 
N B5 , L1,  0 10 303 . O kunni ghe t i P C dart -hanter ing  om öjl iggö r h

Allm än t. 0 10 302 . Vy för obe krä ftade u ppg ifte r (a rbe tsvy ) krävs  int ern t.
nin gsb lock .

r k artb ildens mö jliga  
alt.

Div Le dsy st 010 303 . A np assning  frå n k artb ild  till ant eck
Div S LE  01 030 3.  Ra pporter  sk apa s i d igi tal form .
NB5 , L1 ,  0 10 303 . Nä r ev  Nä bek skj utni ng kan  läs as u

D iv L3 L uf t/N ärb ek 010 303. Ge nom för s av  den p erso n i hyt ten som 
em ottog o ch h ant era r hä nde lsen. In gen  di sku ssio n med and ra s ker . 

Di v L3, 0 10 302 . V id s tabs ori red ogö r re spe ktiv e strib ef f unk tion  fö r 
p lanerin gslä get . Dv s p lanerin g a v lä ges info  sk er funk tion svi s.
NB 5 L3 L äge sin fo. 010 302.  D en na proc ess  ske dde  ej  pga av  str id s tröm  av  
in komma nde  tel esa mta l.Di v, L1, 010 302 . PC  Da rt kan g e d irek tin gån g till L P
A llmän t, 0 10 302 . E nda st n ärt idsp erspek tive t ha nn s m ed m ed nu vara nde  
bem anning .
D iv Le dsy st 0 10 303 . Up pg ift g avs  inom funk tio n at t an alysera  må lbi ld: SLE  Plan .

N B 5, L 3, 010 301. L edn ing slag et ger intr yck  av att vara V B fu nkt ion  och  
led ning spl ats  i re serv. P lan erin gsf unk tion ?
Di v L 1, 0 10 302 . MarkIS aktu alit etst abl å ej öv ersi ktli g. I stäl let u tveckl ade s 
en före nkl ad v ers ion i Word .N B5  L3  Lä ge sinfo. 0 10 302 . D en ska pad e k artb ilde n disku ter ade s av  två  
sta bsm edl emm ar . 
Di v, L 1, 010 302 . H ade und rap po rt k omm it in? Let ade  då web fön ster 
i ndi kera de ink ommet , C LP inst rue rade .N B 5, L 1, 010 303. D et ä r en ligt  inkom men  ra ppo rt N B 5:s upp fatt nin g at t 
D iv O in te är i  takt va d a vser  BI S-s ked esindel nin g oc h u ppd rag till  NB  5.  BC  
g es 3 2 m inu ter  att kon tro llera .
N B5 , L1 ,  0 10 303. In ga krig sfö rba ndskor t ify llda . A llts å kan in gen  pr iori teri ng gör as sett t ill a krt uell t fö rba ndsläge .

N B 5, L3, 010 301 . I led ning sla get  NB  5 s ker ing en prio rite rin g av 
inf orm ations beh ov.  Vis s fi ltre ring sk er d ock . O m m öjligt sva r di rek t an nars 
l ottn ing till  fun kti one r.
N B 5 , L3, 0 10 301 . Arb ets fördeln ing  me llan  led ningsla g o ch läge sin folag ä r ok lar  vad av ser  han ter ing av i nforma tio n. L edn ing slaget a nse r at t al l 
info rm ation g år g eno m d em  för  att lot tas vida re t ill b land a nna t lä gesi nfo . 
Lä gesi nfo ans er att l äge sinf o fö rst går  till  de m fö r a tt vidar ebe fd ( vid  beh ov) 
till ledn ingslag .N B 5 , L3, 0 10 301 . V ilka är  pr inci per na f ör b emann ing  av  VB  vid  
l edn ingslag ?
Div sta b, L3,  01 030 1. In for mat ion sbehov  för  öv ergr ipa nde led nin g
- D ok umente rad es s krif tlig t. In för mö tet  had e m an komple tte rat, Luf tstr i intil l 11 50 vid  da tor i Lä ges rum , det d oku men t s om var sam ma nkl ipp t.
-Ti diga re fram tag et b esl utsu nd erlag (P lan ) an vän de s 
-Di sku terat un der  en tid i st abe n. Strid spl an s om  gru nd för sam ver kan sfr ågor 
gjo rde s bl a v  05  un der LT Ö. D okum ente t m ed fråg or infö r m öte  me d O PIL 
had e bö rjat pr odu cer as 0 2-2 7 f unktion svi s.S amt liga vis ste  dok um ent ets innehål l, v ar d ela ktig a och k und e p åve rka . 
-A llsid igt sam ma nsa tt g rup p. Möte i P/A  bö rjad e 1 150 me d f unk tion sch efer 
r unt  borden . K olle kti vt g ick man ge nom  d oku me ntet me d e dito r vi d d atorn
- D isku ssion med  an dra , sy stem - och helh ets syn . Fr ågor til lför des , om pri oritera des , str öks . 
D iv L 1/L2, 010 302 . Led nin gsplats en f öre fall er a tt utvec kla ts ti ll e n ny  
st absp lats m ed b lan d a nna t m ässtält.  Sjv tält  fun ger ar som  Str iC med  
fun ktio nerna i MTLB . Man  har  enligt  upp gif t ka pac itet att pla nera  v erk samhe t i d eta lj in om  tid stram f ör L P l edn ing  (1 dyg n) u tan  att  beh öva  
stö d f rån L3.   
N B5  L3 Lä ge sinf o. 0 10 302 . O rder  om  in fo angå end e L L in kom  fr ån Div . 
Do kum entera des  i d en egn a, s kapade  "lig ga ren" . Fö rdes d äref ter in i  den  
e gna  kartbi lden  i I S Mark .Di v, L 1, 010 302 . Ko rre leri ng av inko mn a ra ppo rter  me d StriC  fö r at t bl i 
öv ere ns om läge sup pfa ttni nge n
A llm änt. T rat t sa kna s
N B5 , L1,  0 10 303 . B ekä mpnin g/nä be k (f inns  en app lik atio n i Ma rkIS  ge nom förde i re alti d m otsv .

NB 5 , L 3, 0 10 301 . Med de land eha nte rare ns kon stru ktio n g ör att upp följ ning  
av inte rn k om mu nik ation fö rsv åra s:
A) D et går  ej a tt t a bort m ed d
B) Ö pp nad e m ail ser ut a tt v ara  öp pna de ( brevsy mb olen )
C) Me dd  som  ej  når  avsed d m otta gar e h amn ar i led nin gsl age t. (T nr 011 545  fanns  16 87 mai l i l edning slag et i nko rg) . Hu vudde len med  sy mb olen fö r 
oöp pna t.
D) D et g år e j at t re digera nam n i  adr ess lista .
E) Om  ma n s kick ar ett med d ti ll e n fe lak tig adress får m an  ej felm eddela nde .Div. L3  L uft/ Nä rbe k.. 010 301 .  Ske dde  ge nom  pr omena d til l V :et elle r 
anna n fu nkt ion shy tt altern ativ t ts -sa mta l til l L1.
Div L 1, 010 302 . P å grund  av  ej fung era nde  samba nd har  "al l" L V-info  gåt t 
via tele fon  till  str ibef  und. K on sekv en s: In fo dokume nte ras  i an tec knings bok , funkti ons lag anv änd s ej ful lt u t.
Div L 1, 0 10 302 . Å sikt  i L3 S triC : S trib ef ä r av  uppfa ttni ng a tt m yc ket som  
gått til l ho nom  ku nd e gått d iee kt ti ll fu nk tion slag.
Div L1 ,  0 10 302 . Åsi kt i  L3  StriC: Div isio nen  är nu fokuser ad på L L. Me r 
info b ord e gå  til l L1 /L2 ist älle t fö r hi t.Div, L 1, 0 10 302 . V er ifier ing av luft lan dsät tnin gsp lats ge nom  at t ri nga  upp 
NB 5 .
Div, L 1, 0 10 302 . C  LP  vil le veta  läg et v id S triC  g enom a tt ri nga  dit , 
använd e m obi ltel efon .NB 5, L 1, 010 303 . Ko nta ktar  L3  oc h vill ta  kr aftta g o m k rigsför ban dsl äge t 
(hänv isn ing  till  den  up ptäckta  ak tual itet stab lån) T illg äng lig t abl å verifi era s 
med b esö kan de batc h v ilken k ons atas ter ar a tt den s kul le v arit  ak tuell fö r 
trettio  tim ma r se n ( ank om för  en halv tim me  sen.Div L 3 L uf t/N ärb ek 010303 . Kom m unic eras; 1 ) "t ill s ig s jälv ", 2) D UC  
eller 3)  Str ibe f.

D iv.  L3  Lu ft/N ärbek .. 0 10 301 . In gen  så dan  pro ces s kund e up ptä cka s
Di v L3  Lu ft/N är bek 01 030 3. Ori ent era de sitt  Str ibe f m un tlig t.

Div. L3  L uft/ Nä rbe k.. 010301 .  Pri orit eras  eft er o rdn ingen:  Eg na s ens ore r 
och d äre fter  ege n m öjl ighet ti ll b ekä mp ning .
Div L 3 L uft /Nä rbek 0 10 303 . Prio rite rin gen  ske r i den  tot ala info ma ssan 
röran de d en akt uell a hä ndelse n, i nte prio rite ring rö ran de fler a hä nde lser.

Div . L3  L uft/ Nä rbek.. 010 301 . In gen  så dan  pro cess k und e up ptä cka s
D iv, L1,  01 030 2. Viss  pla ts p å k arta n sökte s g eno m k artv erktyg  i IS , se dan  
öv erf örin g p å tr adition ell kart a
Div , L 1, 0 10 302 . Te lef onnumr et t ill C  N B 5  söktes , i a vsa kna d a v tryck t 
divi sion s-I TK  leta de C L P i  filt räd/ Led syst, m en fan n en das t in tern s tab ska talo g
Div , L 1, 0 10 302 . S am bandslä ge till DU C e fterfråg ad es, met od u ppring nin g
Di v, L 1, 010 302 . Eft erfråga des  om  rep lik ering fu ng erad e, f ör u ppdate rin g av  
l äge sbi ld. B eh ov att s e rö rel ser på bild för  att  avg öra  fu nkti on, till förl itlig het , a ktu alite t. " Ma n jagar  hel a ti den ."
Div , L 1, 0 10 302 . Hu r fu ngerar TS?  Sv ar sku lle ges kl 1 500  vi d et t möte i 
No tud den , av  fö reträda re T S / tek nike r
N B 5, L 1, 010 303. For mu lera s verba lt r elat ivt aktu ali tetstabl åDi v L 3 L uft /Nä rbek 0 10 303 . Fo rm uler as som  mu ntl ig f råga  till de  and ra i 
hy tten .
D iv L 3 L uf t/N ärbek 010 303 . Tog  själv fram  vä gal tern ativ i I S Mark .

Resultat a na lys a v 
info rm ationsläges proce ssen

LSÖ-01  (v er 0.1)

Seda n 1 99 4 u tv ecklar  ar mé n e tt n yt t takti sk t le dn ing
inform at ion s- och  beslu ts stö dsy ste m även om fat
lednin gs pla tse r o ch led ni ngs me to der  inom  ra me

ssyste m som  f öru to m sam ba nd sut rus tning , 
tar  ut veckli ng  av  ny a l edn ingsf örb an dso rg anisat ion er , 
n f ör projek te t A TL E.  Un der p ro jek tet s g ång ha r m an  v arit  

angel äg en att  ha ntera alla  o lika  k rav specif ika tio ne r fr ån de ssa  as pek te r av  ledn ing , d vs ej enbart  
sam ba nd ssy ste met u tan  äv en  m ålsä ttnin gar , o rga nis ation , ar be tsm eto de r etc.  En  m eto d som m an  dä rv id v alt 
att a rbe ta  me d f ör att  ku nn a h an ter a olik a p ers pe ktiv  har v ar it g ra fisk  m odelle rin g. Ar bet et har  re sul ter at i 
ett a nta l m od ell er me d ti llh öra nd e s pecifi kat ion er,  bl . a mo de ller  öv er  ̀m arkst rid _, ̀ be käm pnin g_ , 
_infor ma tio ns läg e_ oc h ̀l ed nin gsp la ttform _. Må lsä ttn ingen  ha r v ari t a tt d essa s ku lle  an vän das s om  
unde rla g v id såv äl prö vn ing  a v o lik a dels yst em  so m vid ut for mn ing  a v te knisk a p lat tfo rm ar. D en gen er ella  
ansa tse n ä r d ärf ör att  le dni ng ssy ste met u tve ck las  ge nom a tt teo ret isk a m odell er utg ör  un derlag  fö r f örs ök  
(UVÖ , LS Ö) . D ärefte r v ida reu tv eck las m od elle rn a g enom  att  in sam la  oc h ana lys era  er far enhete r f rån  
försö ken  fr ån  frä mst L SÖ  o ch UV Ö . Und erl age t u tve cklas  dä ref ter  til l sa mord nad e sty rdo kume nt för  
utve ckl ing  av  le dn ingsm eto dik , t ek nik, o rga nis ati on och r egl em ent en . S åledes  sk all  ge no mföra nd et o ch  utvä rde rin ge n a v LSÖ  0 1 ä ve n s es i sam ma nha ng et med ö vr ig u tv eck lin gsver ksa m het  un der 2 000  - 20 01 . 

AT LE  oc h T ot alf örsva ret s fo rsk ni ngsins tit ut,  FO I, samar be tar  i s yft e a tt utve ck la me tod er för  
mode llb ase rad  u tvärde rin g av stö rre  komp le xa sys tem . De t be dö ms  nö dv ändig t a tt e n s åd an me to d b ase rar  
sig p å att för sv arsma kte ns eg en per sonal , i huv ud sak  offic er are , sv ar ar f ör de t p rak tis ka arbete t m ed  
krite ries ätt nin g,  da tainsa ml ing  oc h a nalys  ge nte mo t m odel ler . 

Fram fö rall t h ar för söken  be dri vit s i samba nd  m ed  led nings sys tem ö vni ng arna ( LS Ö)  De t c entra la i  de ssa  
övnin ga r ä r at t d elt agand et ska ll å ter spegl a d en  de l av  vårt  to talf örs va r so m sk all öv as,  me n i huvud sa k  
bygg a p å s pe lgr upp er fö r st ab er,  för band  oc h f unk tio ner. U n der  LS Ö  01  delta r e tt b eg rän sat an ta l fö rba nd  
geog raf isk t r ikti gt och m ed  fu ll b em annin g. I ö vn ing en de ltar  en da st den  trup p, c ivi l p ers onal o ch  m ate rie l 
som o un dg äng lig en  krävs  fö r a tt s ka pa rea list isk a l edn ingsf öru tsä ttn ing ar  i aktu ell t ö vn ing sområ de . Ö vn ing  
LSÖ  01  av se s i huv udsa k b erö ra  led nings för ba nd oc h stab er ino m 1.D iv  (-). T er rito rie ll v erksa mh et,  civ ila  
funk tio ne r, f lyg - o ch m arin  v erk sam het, op era tiv a fu nktio ne r s am t o per ativ le dn ing  k om mer a tt s pe las . Strä va n ä r at t p rio ritera de fun kt ion er, fra mf ör  all t se nsorf un ktio ne r i nom  und err ätt els e- o ch 
bek äm pn ing sfu nk tionen , s ka ll k un na spe las  på  et t r ealisti skt  sä tt. Sce na riot u nd er L S Ö-0 1, so m bed re vs i 
ledas i om rå de t J OK KMO KK  -  H AR ADS - B OD E N - L ULEÅ , v ar  fra mt aget i  sy fte  at t ut göra en gru nd  
för att  ge no mf öra  o perati v le dn ing  vi d VA . S yft et v ar  såled es int e a tt p rö va op era tiv a p rin ciper elle r p lan er . 
Angri par en  är up pb yggd på kän da  st ruktu rer  oc h m at eriel s om  b edö ms  v ara op era tiv  20 04 . Sce nar iot  ut går  
från e tt v äp nat  an gr epp in om  e tt o mr åde m ot sva ran de  N orrbo tte ns län , o ch avs er öv a ( led ning a v) str id i 
suba rk tisk  m iljö . I nom l ed nin gsm et odiko mr åd et ska ll i nterak tio ne n m el lan di vis ion sst abe n och  
ledn ing sfö rb and en  spec iell t ö vas .

Unde r ti dig ar e g eno mför da LS Ö har  ambi tio nen  v arit  at t anvä nd a s tab sin struk tör er för  da tainsa ml ing  på  
stor  bre dd  i s yf te a tt erh åll a u nde rla g för  ve rifi eri ng av någon  u tva ld ver ksam het sm od ell.  Den gen er ella  
meto dik en  be sto d a v ett inle da nd e m omen t d är de n u tva lda m od elle n kri teriesa tte s o ch  ett  
obser va tio nsp ro tok oll ut arb eta de s m ed kr ite rier na  so m under lag . In fö r e n LSÖ  u tbi lda des  däre fter  förba nds ins tru kt öre rna på  p rot ok olle t och  fö rvä ntn in gen  var a tt erf ord erl igt un de rla g fö r analys  av  
mod el len s g ilti ghe t sku lle ink om m a. Uta n ö ve rdr ift mi sslyck ad es ans ats en då  en da st e tt mycke t b eg rän sat  
data un de rlag  in ko m. Or sak er na be döms fra mf öra llt be ro på att  arb et sin satsen  at t d oku m entera  
obser vat ion ern a var  alltfö r o mf att and e i re lat ion  til l fö rb andsin str uk tör ern as öv rig a u pp gif ter. V ida re var  
inra ppo rt era t u nde rlag i  fö rst a h and  av " tak tis k" nat ur och b esk rev  in te de eft ers ök ta pro cesse rna .

Fortfa ra nde  fö rel igg er de t d ock  et t b ehov av att  sk aff a e mpiris kt  un de rlag  till d en  fo rtsa tta  
verk sam he tsm o del lering en  då  Ar mé ns fra mt ida  le dn ing ssyste m ko mm er  till st or del  at t ba seras  på  de  
mode lle rin gar  so m genom fö rs.  E n m etodi k s om  un de rlä ttar å ter kop pl ing  av pr ak tisk a e rfa renhe ter  er hål lna  
vid ö vn ing ar till de  kravs pe cifi ka tion er so m mo de ller na utgör  sk ull e b edö mnin gsv is mi nsk a risk en  att  
eve ntu ell a " fel akt ighete r" elle r m in dre ly ck ade  av vä gn ingar im ple me nte ras i d et  lev er era de sys tem et .
U nder  LS Ö ha r d ärför e n ans ats  m ed ett  m ind re ant al o bserv at öre r, s åv äl FO I-p ers on al s om  offic era re , 
p rövats  va rs hu vu dsakli ga up pgi ft v arit a tt sam la da ta a vseen de  de n u tv alda m od ell en . 
A rbetet  av gr äns ad es till ide nti fie ring  och be skr ivn ing  av  Läg esin fo rm atio nspro ce sse ns  de lpr ocess er o ch  
b idrag sgi vn ing ar samt h ur uv ida  de ssa le dn ing spr oc ess er och  le dn ing sm etode r s töd s a v I S Mark 1.0 .

Mod el ler ing

Med  sta rt tre  m åna der in na n f unk tio nspro ve t g eno m för des en  m od ell erin g där  fö ret räd are  från  AT K  oc h F OI  
delt og . S yft et me d dett a a rbe te var  att i mo de llfo rm  be skriv a d e v äse nt ligaste  d elp roc ess erna i läge sin fo rma tio ns proce sse n s am t a tt till des sa pro ce sse r utfo rm a m ät kri terier . 
Tot alt agn ad es de l av tv å d ag ar till  arbet et. Vi d d et för sta til lfäl let  led de  en  d isk us sio nsl edare frå n F OI  
arbe tet me d m o del lering  oc h u tfo rm ning av frå go r. S pe cifika tio ner na  ge nomfö rd es i g rup p och  
d okum en ter ade s f ortlöp an de  i MS  Word  g eno m  dis ku ssions led ar ens  fö rsorg . Med  hj älp  av  en 
videop ro jek to r k und e sam tli ga ta del  av oc h k om m en tera  doku m ent ati one n.  
Tre sty ck en mo de ller id ent ifie ra des  som int res ant a a tt följa u nd er LS Ö- 01. E n s om  re dan  fann s fr am tag en  
ino m AT LE :s  ve rks amhe tsm od ell eri ng oc h d ess uto m  tv å proc ess er  so m i nte tid ig are  m od elle rats. Red an  
fram tag en  m od ell var _D ef ini era  lä gesinf ob eho v_  oc h de and ra  be näm n des _ Fö r d e t re m odel ler na,  de ls d en  
av AT LE  t idig ar e d efinie rad e o ch  de ls de ov an fra mta gn a, spe cif ice rad es  för re sp ekt ive  de lproc ess  fö ljan de  
ope rat ion ali ser ing ar: 

Vilka  ä r de lp roc ess ens v ikt iga ste  m ålsättn ing ar ?
V ilka ar be tsm eto de r är m öj lig a a tt a nvänd a f ör  att  up pf ylla m åls ätt nin gar na?
Vil ka kri ter ier  bö r v ara up pf yll da för  att de lp roc ess en  sk a nå s in må lsä ttn ing?
D en fra mt ag na mo dellen  ri tad es dä refter ut på pa ppe r i  form at 3 4 gån ge r 100  tu m. Vi d d en  andra  
arb etsda gen  b ear be tades mo de llen  i grupp  di rek t p å u tsk riven  mo de ll i  pa ppers for ma t. De t hu vuds akl iga  
sy ftet m ed  de nn a a rbetsd ag  va r a tt kontro lle ra att  m ode llens de fini tio ner  över ens täm d e m ed  ATL E:s  
te rmino lo gi.   

R esult ate t a v d en  geno mfö rd a m od elleri ng en vis as län gst up p i  m itte n p å den na  pl ans ch . D elproc es ser nas  
d efiniti on er r ed ov isas ra kt un der  re spekt ive  pr oce ss . 

Data in sa ml ing

Med en  fö rm ins kad  vers ion  av  m od ellen s om  u nde rla g g enom fö rde s d ata insam lin g. Mo de lle ns def ini tio ner  av  
arb etsme to der  ut gjo rde v ägl edn in g f ör vilken  in for ma tio n och  vi lka  hä nd elser s om  sk ul le r eg istrera s. Nå gra  
m er str uk tur era de  formu lä r el ler  frå ge ställni ng ar utf orm ades  int e. Vid ar e geno m för des  in te heller  nå gra  lä ngre s tru ktu re rad e inte rvj uer . I stä llet  förde lad e s ig ob servat ör ern a p å o lika l edn ing s-  oc h s tabsp lats er för  
at t vid v arj e t illf älle  unde r n åg ra t im mar fö lja  re lev an ta a rbets pro ce sse r. H ände lse r, a rb ets rut iner, i nci en ter etc  
so m ku nd e tä nk as  belys a d e e fte rsö kta  verk sam he tsp ro cesser na  no ter ad es. Vi d b eh ov oc h o m det ta var  
m öjlig t k un de ob servat öre n s täl la någ ra ko rta re frå gor .

Anal ys  av  d ata

Dy gnsvi s g eno m för des en  re do vis nin g a v dag en s d ata ins amlin g i nom  a na lyslag et.  Ob se rva tio ner 
do kume nte ra des  oc h sor ter ade s e fte r m odell ens  up pd eln ing. E ft er v ar je r edov isn ing  fö ljde  e n kort are  
di skuss ion . O m ytt erliga re syn pu nk ter  framk om  v id dis kussio ne n n ot era des äv en  de tta  in  i m odell en . E fter  
m ötets slu t in fö rde s note rin ga rna  i mo dellen  so m sed an  tryck tes  ut  fö r a tt utg öra  un de rla g f ör näs ta dy gns  
re dovis nin g. Sa mt liga d ess a n ota tio ne r återf inn s r ak t un der r esp ek tiv e d efiniti on en för  re spe ktive  de lpr oce ss . 
S amma nh äng an de  "kedj or av  hä nde lse r är m ar ker ad e i samm a f ärg .

E fter n ågr a d yg ns  datain sa ml ing  på bö rjades  et t sa mm a nfatta nde  an al ysa rbete.  D etta  g eno m fördes  in om  
ana lyslag et  me d d e dokum en te rad e e rfa renhe ter na som  g rund.  D isk uss ion en åt erf inn s ra kt  un der n ota tio ner  fö r resp ekt ive . S lut ligen har  äv en  en  m er sam m anh än ga nde d isk uss ion  ge nomf ört s. De nna  re dovis as län gst  
ti ll hög er på  de nna  plan sch .

Me to d

B akgr und

Un der ö vni ng en har  prob lem en  at t e rhålla ett  go dt agb art  
sa mband  m ed  Mark IS ha r a vse vä rt p åv erkat  mö jli ghe ter na att  
f ölja u pp  de nn a d elproc es s. I  st or om fattni ng har  res ervme tod er  ut nyt tjats. De ssa  är  do ck  inte t illr äck lig t b ra för  
a tt ku nna  m öta  et t funk tio ne llt beh ov . PC- dar t b or de kunna  
va ra ett  läm pl igt  re servfö rfa ran de  so m även till vis s d el kunde  
utv eckla s ti ll a tt me r integ re ras  i Mar kI S. Til l ex em pe l k an det  
v ara m öjl igh et att  skick a k or tare  p rog ramk od  i P C- dar ts fria  
fo rmat . P rog ram k od so m s ed an ka n fö ras in  i Ma rk IS för att  
e xemp elv is f lyt ta symbo ler . P å s å s ätt  kan m an  fo rts ätt a med  
enk lare o pe rat ion er i Mar kIs  äv en  vid  e n ned gån g i  TS  9 000.   

En das t e tt tyd ligt  ex em pe l på a tt m an  ta git  ett ö ver gri pan de  
pe rsp ek tiv på  at t sa mm an ställa  oc h dok um enter a d et  tot ala  
i nfo rm ations be ho vet . E xemp let rör  di vis ionss tab ens  
s am ve rkan m e d O PI L. Förbe red el ser na för de tta  bö rja de  red an 
ve ck a 5  vilke t e fte rha nd  växte  fr am  til l en  plan . 
De tal jfor muler ing ar na gjo rdes und er  de  tv å sista  dy gn en  inn an  
sa mv erk an. A rb ets gån ge n var do ck int e a tt man  fö rst  
sam m ans tällde  in for ma tio nsbeh ov et för  att  seda n s ätta  ih op  en  
pla n. Ist ället b ör jad e m an  med att  pl ane ra för sa mv erk an  
ut ifrå n förvis sni nge n att man s ku lle ha  inf orma tion sb eh ov vid  
til lfäl let  för sa mv er kan . U nder  ha nd so m p lanen  vä xt e fr am  
fr am ko m ock så  inf or ma tionsb eh ove n.  Un der ö vn ing en  ha r v i 
in te k un nat se  nå gr a t eck en på  at t m an  ha ft en a mb iti on  att  ha  
ett  öv er gripan de  gr epp  p å info rm atio ns be hovet . Is täl let har  in for ma tionsb eh ov et b eh andla ts f un kti ons vis. T ill sto r d el har  
st ribe f f unktio n var it " tra tt" oc h k la ssa t in forma tio ns beh ov  
en lig t fö ljand e p rin cip :
1 ) In fo rmatio ns be hov  so m int e b eh öv erb esvar as ( filt er) .
2) Inf orm ation sb eh ov som  han  ka n b es var a d irekt ele r e fter  
d ire kt samnv er kan  m ed  annat  fu nk tio nsb efä l i sam m a r um .
3 ) In fo rmati ons be hov  s om ha n l ott at v id are  till in div id , 
fö rb and  eller  fu nkt ion .    

De t ve rk ar inte  finna s n åg on  ty dlig m eto d elle r b ra  verkt yg för  
a tt b est äm ma  vem  so m "äg er"  infor ma tio nsb eh ov et. En  
läm pl ig upp de lning för  at t d efi niera " äg an de"  av  inf orm a tion sb ehov kan  v ara  at t klass a i nfo rm ati on sbeho vet  
u tif rån :
1 ) I nfo rm ati onsbe ho v s om  u ppstår  ut ifrå n ege n p lanlä ggn in g
2) Inf orm a tion sbeh ov som  u pp står u tifr ån  fö rfrå ga n från  
si do ord na d e ller D UC
3 ) I nfo rm at ionsbe ho v s om  u ppstår  ut ifr ån ord er . 

I ngen såd an  fo rm aliser ad elle r s tan da rdiser ad pro ce ss har 
ku nnat i den tif iera s. Överh uv ud tag et ve rkar d et var a e n r ent 
m enta l pr oc ess  he lt avh än gig  av  of fic erens erf are nh et o ch s kicklig he t. På för frågan  k an de  of ta r edovi sa vil ka pri nciper  
en  ev p rio rite rin g s ker ef ter . D es sa v ar ierar d oc k f rån  o mråde  
til l områ de  vi lkk et kan g öra  de t s vå rt a tt utfo rm a ett ge nerellt  
ve rktyg för  at t d ok ument era  pr ior ite rin gar.

Ing en såd an  fo rmalis er ad elle r s tanda rdi ser ad pro ce ss har  
kun nat  id ent ifie ras. Ö ve rla g f orm ulera s d et  so m e nk la frå gor .

I ng en såd an  form alis er ad elle r s tanda rdi ser ad pro cess har  
k un nat  id ent ifieras .

Un der ö vni ng en har  prob lem en  at t e rhålla ett  go dt agb art  
sa mband  m ed  Mark IS ha r a vse vä rt p åv erkat  mö jli ghe ter na att  
f ölja u pp de nna  de lproc ess .

Un de r ö vni ngen har  pr ob lem en  att e rhå lla ett  go dtagb art  
sa mb and  m ed Mark IS  ha r a vse värt p åv erk at  mö jlighe ter na  att  
f ölja  u pp denna  de lp roc ess .

D et finns ing en lån gs iktig p lan er ing  av  
i nfo rmati on slä ges pla nerin g. A k uta  in for matio nsb eh ov  ha nteras  
en ligt  princ ipe n "ur  ha nd i m un " i  re spe kti ve fun kt ion .

Någo n str ukt ure rad p roc es s fö r a tt gö ra i nfo rm ati on sbeho vet  
över  tid en  till gä nglig för  all a h ar inte k un nat  id ent ifie ras.

Un de r övni ng en har  pr oblem en  at t e rhå lla ett  go dt agb art  
sa mb and m ed  Mark IS  har a vse vä rt p åv erk at mö jli ghe ter na  att 
fö lja  upp den na  de lpr ocess . N är inf orm ation  in te kun de  
ha nte ras vi a Mar kIS   k omm un ice rad es läg et i hu vu ds ak via  
fö lja nde k an ale r; 1 ) p eriod vis  "u nd rap port"  via  m ail , 2)  
"fl yga nde l äge sb ild"  v ia inko m ma nd e te les amtal , 3 ) v erb alt  till 
pe rso ner fr ån  NB :s  fu nktion sla g som  k omme r t ill hyt ten .

Fö rf arand et i nne ba r e n kraf tig  be las tni ng på St rib ef. Åt erig en 
p åp ekas b eh ov et a v ett res erv sy ste m s om  kan ha nte ra dig ital inf orm ation . P C- dar t ä r ett s åd ant  re dan  ex istera nd e s yst em  
so m det ty vär r ä r g en omgå end e l åg fär dig het p å. Mö jlig he ten 
a tt v idart eut vec kl a sy stem et b ör  oc ks å ö vervä gas .

P rinci per na för  at t h antera  ro lle r b ör ses öv er . Sä rs kilt  på 
led nings pla ts där  in div idern a fl ytt ar run t myc ke t u pps tår  
p roble m me d a tt bev aka o ch  nå  rä tt r oll. 
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6. Conclusions and future work 
 
The aim of this paper has been to suggest a practicable way to conduct research in the process 
of developing C2 systems. The suggested focus is an iterative process of hypothesis testing in 
systematically designed tests for the purpose of system development and continuous task and 
organisational design. In the case of new C2 systems this is a crucial feature as there is reason 
to believe that it would be premature to specify a program in detail in advance.   
 
The iterative design process of formulating hypotheses, contrasting them in various 
environments, turning back to the initial model for evaluation and revision, and generating 
new hypotheses to be contrasted in additional simulations has the potential to provide periodic 
or even continuous feedback rather than providing it only once. Consequently, it should be 
possible to define sub goals as the design activities progress instead of focusing the 
development on a program idea with an early defined and fixed set of demands on the system.  
 

Extending the data collection techniques 
 
So far, the components handling communication in the MIND framework have been focused 
on collecting, presenting and analysing analogue radio communication and other audio based 
types of communication. However, we have limited capability to capture and present text 
based communication. In the future, text based communication such as e-mail and other forms 
of digital transmissions are most likely to become the predominant way of communicating. 
Our intent is to enhance the capability to capture and present this type of communication in a 
tactical context and also to integrate the component as a part of the MIND framework. 
 

Extending the test environments 
 
Our work with test environments based on simulated environments in commercial software 
will continue. Focusing on commercial software already available at a low cost in every 
software store is basically a matter of resources. The difference in level of investment 
between a commercial product and tailor made software is huge, to say the least. There is also 
for every type of unit, a need for a set of simulated environments, calling for a number of 
different software, to make it possible to choose product depending on the purpose and nature 
of the test or exercise. Furthermore, there is no need for system maintenance using 
commercial software as new products continuously enter the market.  
 
The experiences from the earlier mentioned test at the Norrlands Dragoon Regiment, in which 
the battalion staff used the ordinary command and control system to control three separate 
ranger units performing their missions in the virtual environments of commercial software in 
three local networks, will form the basis for further tests. Based on terrain data a virtual model 
of a part of the regiment’s exercise field is under construction. In this virtual model of actual 
terrain it will be possible to navigate freely and to conduct simple double sided tactical 
exercises using the commercial software Battlefield 1942 (EA Games, 2003). Our primary 
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interest is to compare ranger units conducting the same mission in a real environment and in a 
virtual environment.  
 
A series of tests in this matter will of course address training effects at the soldier and squad 
level. Are the simulated environments of commercial software realistic enough to train squads 
in tactics in the same principal way simulators have been used in the Air Force for decades? 
Tactical application is also perhaps possible. It might be appropriate for a unit to rehearse a 
mission in a virtual environment which is a model of the actual terrain of the mission.     
 
But, commercial software is also interesting from a C2 perspective even if the commanders at 
higher levels do not navigate themselves in the virtual environment. This principal situation is 
obviously similar to the one in a real battle where it is not possible for a commander to be on 
every location on the battlefield. Thus, there is a need for effective C2-systems where 
commanders can manage the distributed units at distance. Thus, combining simulated battle in 
commercial software with real C2 systems might both be a more resource effective and a 
more realistic setting for research on C2. The intended series of tests will make it possible to 
estimate strengths and shortcomings with such a research setting compared to settings based 
on units performing their missions in real environments. 
 

Extending the AAR Approach   
 
The components in the MIND framework have, to date, focused on the task of making various 
types of raw data graspable, coordinated and ready-to-work-on. The framework provides data 
presentation views that aim at making the data as informative as possible, considering the 
goals of the analyses. Furthermore, it provides tools for handling the data, such as navigating, 
exploring, filtering, and synchronizing. There is, however, more to data analysis than efficient 
representation and handling of data. When conducting analyses using MIND, the products of 
such analysis work include insights, reflections, questions raised, hypotheses and the like. 
Such products of course give further input into the analyses, guiding the analyst among 
questions and possible answers. The products are data themselves, on a meta-level. These 
meta-data have always been stored outside the MIND framework, as scribbles in a notebook or 
figures in a spreadsheet, and often stayed more or less as personal reflections for each analyst 
working with the data. The raw data are in a stable and accessible condition, but they are 
largely separated from the more important overall insights and conclusions that evolve over 
time. This has several drawbacks. Especially if there are several analysts working together 
with the data. The meta-data can be hard to find, recall, commonly share, and put into context 
again. They can lose their connection to their original settings. Ultimately, after reporting the 
results from the analysed data and delivering the conclusions to the customer, the meta-data 
connections to raw data might fade away behind concluding statements and generalisations.  
 
We have acknowledged this problem and have developed a tool, called the meta-data 
workbench, for tackling it (Figure 10). The basic idea of the workbench is to provide a 
dynamic space for adding and coupling meta-data products to original raw data. The 
workbench consists of a timeline that covers the whole time period of the collected data. The 
analyst can, by clicking on appropriate points of time in the timeline, add meta-data notes of 
situations of interest. The notes comprise a timestamp, a caption, a description and an icon. 
The icons and captions are shown in the timeline, and the descriptions are reached by clicking 
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the icons. Furthermore, each note is coupled with the current arrangement of the underlying 
views, tools, and associated data. This means that we can adjust, arrange, open or close the 
MIND components to reflect as clearly as possible the identified situation of interest, and then 
connect this configuration to the note added. In this way, when later investigating a note, we 
can activate the proper configuration by clicking the note.  The notes can be arranged in note 
fields to, for example, group them according to type, importance, level of abstraction or any 
other criteria of classification. The note fields can be minimized or maximized as appropriate.  
 

 
 

Figure 10. Screen shot of the MIND Workbench Tool. This example workbench 
comprises three note fields: police in general, police commander, and police unit 9040, 
where the first field contains notes of the analysts, and the other contain notes from 
involved actors. The police commander has commented on the notes of the analyst, and 
the police unit discussed in the notes, has himself commented on these notes. The 
current replay time is shown by the horizontal line cursor. In this example we have 
selected two notes to get the time span in between.  

 
The workbench, together with all its meta-data, is stored together with all other MIND 
components and raw data. In this way, the notes are always connected to their original 
circumstances, and they are always accessible to the analysts involved. The notes thereby 
function as landmarks that highlight and draw data together. This encourages analysts to 
consider the meta-data as naturally as the raw data, thus being able to swiftly switch between 
investigating the meta-data conclusions or hypotheses and reaching new conclusions or 
generating new hypotheses from the raw data. Furthermore, the dynamic nature of the 
workbench tool makes it possible for involved practitioners or subject matter experts to 
comment on the data by just adding additional note fields in the workbench. In this way the 
workbench tool can handle meta-data on many levels. 
 

Finally, we are also interested in finding and designing efficient representations of abstract 
and dynamic processes, such as distributed decision processes, to be used for AAR as 
alternatives and complements to the model-based spreadsheets. We are looking into the 
possibility to integrate the presentation of the results into the MIND-framework, an 
achievement that would fulfill and close the loop from modelling of complex processes to 
presentation of results and performance.  
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Appendix 1.  A model of decision processes.  
 
Se case II (page 11) for more details.   
 

Decision

Continuous surveillance of environment and incorporation of experience 

Choice of decision 
method

Implementation of decision

Organise temporary process 
control

Rational decision 

Simplistic decision

Negotiated decision

Choice of decision method
1. Analysis of the nature of task.
-Goals. Own/Context. 
2. Need of collaboration.
-Does actors outside my own 
organisation influence my actions 
or vice versa.
3. Is the situation prototypical, 
analogical or new.
-Situation judgement
-Freedom of action
-Time conditions

Building coalition:
1. Description of each 
organisations':
A) Tasks
B) View of the situation 
and position 
C) Need of cooperation.
2. Prioritize problems 
and  immediate actions 
3.  Principle agreement 
of mutual support of a 
solution of defined 
problems/tasks 

Search of alternatives 
1. If possible a mutual 
preliminary principal 
decision, acceptable to all in 
the coalition and based on 
experience is defined 
2. If necessary a more 
extensive analysis is 
conducted before a mutual  
preliminary principal 
decisions is made. 
3. If it is not possible to 
reach an agreement the 
consequenses are defined.

Organise mutual process control.
1. Define:
A) Which actors should be 
included.
B) When decisions are made
C) How information is distributed 
D) Authorization to make 
decisions. 

Defining conditions
1. Define the status of 
governing factors.
2. Compare governing 
factors.
3. Definition of criteria 
for choosing between 
alternatives of actions. 

Mapping the problem 
space. 
1. Generate realizable 
alternatives.
2. Define possible actions 
from the environment.
3. Define other governing 
factors for choosing 
alternative of action.

Principal decision
1. Choice of optimal 
decision based on the 
defined criteria. 
2. Formulation of 
hypoteses. Define/visualise 
assumed relations of cause 
and effect: Goal Y1 is 
achieved by action X1.  
3. Sanction of principal 
decision (goal-mean).

Control loop
1. Test of preliminary principal 
decision: Is there anything that 
indicate that the proposed 
decision would not work. 
2. If necessary the proposed 
decision is modified 
3. Sanction of principal decision 
(goal-mean).

Experience based decision 
1. An alternative is proposed 
"intuitively" as a preliminary 
principal decision. 
2. Formulation of hypotheses. 
Define/visualise assumed relations 
of cause and effect: Goal Y1 is 
achieved by action X1.  

Order in detail
1. Description of the 
accomplishment of 
the decision over time.  
2. Formulation of 
decision in detail.
3. Formulation of plan 
for follow-up.
4. Description of how 
alternative 
developments are 
managed 

Orders.
1. Distribution of:
A) Goal - 
accomplishment
B) Orders and 
actions with 
explicit relations of 
assumed cause and 
effect 
C) ROE and 
responsibilities

Preparation of cooperative decision. 
1. Identification of: 
A) Actors affected by a decision
B) Potential solutions of the 
problem/task  
C) Decision opportunities
2. Identify uncertainty about:
A) Cooperation. What are the 
actors':
-Goals
-Opinions
-Values 
-Experiences
B) Access to information.
3. Definition of: 
-Negotiation space 
-Delegation to negotiator if necessary

Control loop
1. Test of preliminary principal 
decision: 
-Does anything indicate that the 
proposed decision would not 
work. 
-Is the decision acceptable to all 
parties of the coalition
2. If necessary the alternative is 
modified 
3. Formulation of hypotheses. 
Define/visualise assumed 
relations of cause and effect: 
Goal Y1 is achieved by action 
X1.  
4. Sanction of principal decision 
(goal-mean).

Follow-up
1. Coverage of events
-Compared to goals and plan for follow-up.
2. Identification of critical events 
3. Define ROE and restrictions.
4.  Bring situational picture and goals up to date 

Utilize experience
5. Coverage of expected cause and effect relationsships. Has action X1 lead to the 
achievement of goal Y1?
6. Reinforce/adapt ROE. 
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