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Chapter 1

| ntroduction

1.1 Background

Whenever different types of networks, e.g. ad hoc networks, fixed networks, and
cellular networks are connected a so-called heterogeneous network is formed.
An ad hoc network is a collection of wireless nodes that dynamically form a
temporary network without any pre-existing network infrastructure or central-
ized administration. Due to limited transmission range, multiple hops may be
needed to communicate between nodes.

M eeting the requirements on secure, dynamic, robust and reliable informa-
tion exchange over the heterogeneous network’s architectureisa challenge. Ad-
equate Quality of Service (QoS) and security have to be provided for all the
traffic flowing across the network boundaries. To accomplish that, in partic-
ular as soon mobhile tactical ad hoc networks are involved, requires improved
networking integration techniques.

Several important topics have to be addressed. Thelistislong, and includes:
mobility management, auto-configuration, resource management, QoS and se-
curity. Other more general issues and topics are network planning and manage-
ment. The last topic is very broad, and any discussion about it needs firstly to
address the two basic questions. what exactly is it that's being managed, and
what is"manageable" about it?

In this report we have selected two of the topics above. In Chapter 2 we
describe mobility management, more specifically the problems of assigning IP
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Figure 1.1: An example of a heterogeneous network.

addresses, and in Chapter 3 we focus on QoS. From a heterogeneous network
perspective the topics are different in the sense of the necessity of complying
with existing standards, where the first topic is more governed by such stan-
dards. The aim of the report is to describe the problem areas and to discuss
possible solutions and their pros and cons. Furthermore, we try to assess what
the anti cipated outcome will be from the ongoing work within the research com-
munity (e.g. IETF) and point out suitable areas for more detailed research.
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1.2 Heterogeneous Networks

In Figure 1.1 we give an example of a heterogeneous tactical network consist-
ing of interconnected subnetworks. Note that there are other dlightly different
uses of the term heterogeneous network. For computer networks, a heteroge-
neous network can be anetwork of deviceswith different operating systems and
protocols. Another common use of this expression is a heterogeneous " network
of networks', for example the Internet with its worldwide collection of differ-
ent computer networks, connected by copper wires, fibre-optic cables, wireless
connections, etc. In the context of this report, however, we use the term for a
network of networks with more extreme variations between the network prop-
erties. We give a short description of the components included in the example.

The main advantage of mobile ad hoc networks is that local transmissions
are independent of a fixed infrastructure. Instead, nodes communicate with
multi-hop connections through the network. Moreover, this type of network
is dynamically self-configuring and can function autonomously when no con-
tact with other networks is available. This leads naturally to large variations
in the quality of the connections in this subnetwork. Two nodes that are close
to each other can communicate with high capacity and low delay, although the
connections may be quite poor, or even nonexistent, between parts of the ad hoc
network that are more separated from each other.

A fixed network of connected routers built on the common Internet protocol
stack can offer both high capacity and low delay. In tacticaly secure areas,
transportabl e backbone networks can be deployed in a short time period ranging
from hours to days, depending on the amount of planning needed. With high
masts and directed antennas, these networks extend the connection to a fixed
network with good transmission quality.

The networks can a so be connected through long-range links, such as satel-
lite communication. These links may have alarge delay, and can offer both high
and low capacity, depending on the budget for the mission. HF is another exam-
ple of long-range communication, typically with low capacity and time-varying
link characteristics. Temporary medium-range connections can also be obtained
with airborne nodes, for example helicopters or UAVS.

Thetype of heterogeneous networks discussed offers connections over large
areas and through different kinds of networks.
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1.3 Network Scenarios

We are going to show problems regarding gateways (GW) through four differ-
ent scenarios. They are all very closely related, and although some can be seen
as sub-problems of others, they each simplify the description of specific prob-
lems that need to be addressed. The scenarios are mainly intended for the IP
addressing part in Chapter 2, but they are also briefly discussed in the QoS part
in Chapter 3.

Fixed network

>~ Ad hoc network
Figure 1.2: Multiple gateways.

1. Multiple gateways

A number of nodes in the ad hoc network have access (in some way) to
a fixed high capacity network, see Figure 1.2. Not al nodes are GWs
though and it may change over time.

The GWs could be several of the same type or they could be using com-
pletely different access technology (fixed connection, UMTS, satellite,
etc). We can also see a specific case where a GW provides accessto other
wireless systems instead of a fixed network.

Main communication challenges. To decide which GW to use when com-
muni cating from the fixed network to an ad hoc network (and the reverse),
and how to make it possible to shortcut through the fixed network.
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= Ad hoc network = Adhoc network

Figure 1.3: Network split.

= Ad hoc network

Figure 1.4: Changing gateway.
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Fixed network

Fixed network TN

Ad hoc network = Ad hoc network

Figure 1.5: Connection to a gateway.

2: Network split

The ad hoc network splits into two different subnets as shown in Fig-
ure 1.3. Any combination of nodes may be in each of the subnets, which
complicates planning.

Main communication challenges. Now the only possibility of communi-
cation between the subnets is by using the fixed network. Furthermore,
communication from the fixed network to the ad hoc network will not
work if we use an incorrect GW (at least not without cooperation between
the GWSs).

3: Changing gateway

The entire network switches GW asillustrated in Figure 1.4. Thisis usu-
aly the case because one GW islost and another takes over. Alternatively,
amuch better GW takes over. However, the latter isa much simpler case
asthe old GW usudly is still functioning.

Main communication challenges: The GW information needs to be up-
dated in the ad hoc and in the fixed network.

4. Connecting to a gateway
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The ad hoc network connects to a fixed network after being autonomous
for awhile, as shown in Figure 1.5. Preferably, this should not happen
often, but may be more common for smaller subgroups.

Main communication challenges: Some nodes in the fixed network may
need to know that the ad hoc network now is accessible again, aso the ad
hoc nodes (and users) should now again be given access to applications
of the fixed network.

1.4 Internet Standardization and IETF

The Internet Engineering Task Force (IETF) is aloosely self- organizing group
that contributes to the development and evolution of the Internet. It isthe main
body handling the development of new Internet standards specifications.

The IETF defines standards that are often adopted by Internet users, but it
does not control, or even patrol, the Internet. The IETF doesnot in any way ”run
the Internet”, but if anything isto be widely adopted by the Internet community,
it will need to be standardized by the IETF, see [1] for more information,

Working Groups

The main work of the IETF is done within the many Working Groups (WG). In
the latter part of 2006 there were about 115 such groups. Each WG follows a
charter that states the scope of discussion for the working group, a discussion
that is mostly held through amailing list.

The WG that has been most rel evant for the development of ad hoc networks
is the Mobile Ad-hoc Networks (MANET) WG. " The purpose of the MANET
working group is to standardize IP routing protocol functionality suitable for
wireless routing application within both static and dynamic topologies with in-
creased dynamics due to node motion or other factors.”

The work done by the MANET WG has mostly been concerned with the
internal routing problems within the ad hoc network, but it also states that solu-
tions should function when attached to afixed IP infrastructure.

A more recently started WG for ad hoc networks is the Ad-Hoc Network
Auto configuration (AUTOCONF) WG. " The main purpose of the AUTOCONF
WG is to standardize mechanisms to be used by ad hoc nodes for configuring
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unique local and/or globally routable | Pv6 addresses.” At the time of writing no
documents have yet been released by this WG besides the charter.

Documentation and Standards

The main form of written documents describing standards is published as Re-
guest for Comments (RFC), although not al RFCs describe standards. In order
to standardize an Internet protocol it isfirst published as an Internet Draft. In-
ternet drafts have no formal status, and are subject to change or removal at any
time.

After an Internet draft has been commented on by other people and revisions
based on the comments have been made, usually an updated version of the draft
is published. This will usually be iterated a few times before the document is
taken to the IETF for publication as an RFC (IETF may, however, also have
opinions on the document).

Once the document is published as an RFC, it can be one of 6 classes:

1. Proposed standard

2. Draft Standard

3. Internet Standard

4. Informational documents
5. Experimental Documents
6. Historic Documents

Only the first three are standards within the IETF. Experimental RFCs de-
scribe specifications that may be interesting but for which it might be unclear
whether thereis an interest in implementing them, or whether they would work
once implemented. If the specification becomes sufficiently popular and/or can
be shown to work in practice, it may be re-issued as one of the first types.

At the moment all published ad hoc network protocols are described in doc-
uments of the experimental type. This means that there are still no formal stan-
dards that are specific to mobile ad hoc networks. Furthermore, it is still uncer-
tain when (or whether) this will happen. We might still see significant changes
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to the existing protocols, especially in terms of security, the existing RFCs cur-
rently do not handle thisissue at al. How thiswill change existing protocolsis
uncertain.
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Chapter 2

| P-addressing

To be ableto communicate at al inan IP network, anode requiresan | P address.
In general every interface on an Internet is given aunique | P address that is used
both for determining the identity of a node and its geographic position in the
network. There are exceptions to the requirement that the address is globally
unique, but then the address cannot be used outside alocal network in which the
address till must be unique.

2.1 Traditionally Fixed Networks- The Internet

Two problems related to IP addresses must be solved before two nodes can
communicate.

First, theinitiating node needsto determine the I P address of the destination.
This can be solved in several ways. If we know in advance which nodes will
communicate, addresses can be manually set. However, thisis seldom the case
and, moreover, humans do not like to use |P addresses directly. For portable
nodes, a node may be attached to any point on an Internet, and the different
local servers will not necessarily have the same IP address. This means that
the IP address of the destination has to be figured out before communication is
possible. The most common method is DNS, trandation of URLs (Universal
Resource Locators) to |P addresses, but specific service location protocols for
different applications are also common.

The second problem is to find a path to the destination now that we have

FOI-R--2265--SE
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its IP address. Asthere are millions of nodesin the Internet and the destination
could be anywhere (for some applications at least, hopefully, the local printer
is closer), thisis not a trivial task. To solve this problem, the Internet IP ad-
dress architecture is highly hierarchical and requires considerable pre planning
of addresses to function well.

A central part of IP routing is aggregation of routes. In order to create a
hierarchy of addresses, the IP address is divided into two parts. The first part
describes which network the nodeis part of and the second part describes which
specific node it is in that network. The bits that are used to describe network
size arevariable and information about thisis provided with asubnet mask. This
enables routes to be aggregated. Thus, instead of arouter being required to tell
the world which specific nodes that it has a route to, it can advertise only the
networks that can be reached (with a subnet mask). Furthermore, information
about several networks can be aggregated by making the subnet mask shorter
(as long as network addresses are properly chosen). By aggregating networks
by planning network addresses well, routing to very large number of nodesis
possible.

2.2 PortableNodes- SingleNodesthat Attach Anywhere

Portable nodes are not fixed to a single physical position in the network, but
instead move from one attached point to another. We distinguish them from
being mobile by assuming that communication does not take place during trans-
fer. The problem with these nodes is that to communicate in the hierarchical
(regarding address at least) Internet, a new IP address is needed at each at-
tachment. This is normally solved with a DHCP server that gives a node an
IP address when it connects to a network. In most cases this is sufficient for
communication from the node. However, it creates problem when another node
attempts communication to the portable node, asits IP address is not constant.
Either the DNS server needs to be updated or the old IP address still needsto be
useful.

The second solution is usually the simplest for portable nodes. In Mobile
IP, a node uses a fixed |P address that belongs to a home link where a *home
agent” receives packets for the portable node and tunnels them to the present
location. Each time a node moves, it updates its home agent about its present
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IP address. This might seem good, but it has some drawbacks that decrease
its usefulness in some cases. First, the home agent must be reachable at all
times both from the portable node and the node that wants to communicate with
it, which may be a problem in some scenarios. Second, when a node changes
attachment point, existing communication sessionswill not work until the home
agent has been updated, which can taketime. Firewalls can also create problems
as the portable node will use an IP address that is not hierarchically correct, and
firewalls seldom allow such packetsto pass.

If we make the nodes mobile, i.e. can move during a communication ses-
sion, the scenario becomes even more complicated.

But how important isit to initiate communication with a portable or mobile
node? Most systems today are based on a server-client architecture. In such a
case the client will initiate the communication with a server, and as long as the
server is static, the reachability of a portable client isnot an issue. For example,
e-mail is one application for which communication between portable/maobile
clientsis solved by using static servers. Keeping the server static will not neces-
sarily solve al possible applications, however. For example, setting up real-time
applications, such as voice applications, can be more difficult unless al traffic
goes through a static centralized server, which is undesirable.

2.3 Applications- Do They Care About | P-addresses?

Unfortunately, an IP address is used not only for the topographic description
of anode's position in the network but also as aidentifier. Transport protocols
(TCP/UDP) use | P addresses and specific port numbers to connect two applica
tions on different nodes. A change in either IP address often breaks the session.
In some cases achange in |P address can be hidden by tunnelling the old packet
with the old IP address into a new packet with the new address. This, however,
not only increases the overhead, but both sides also need to be able to do this,
which is not aways possible. Other solutions can be used for greater separation
of identity and location, see for example the Host Identity Protocol (HIP) [2], in
which case the identity has been separated from the IP address. However, HIP
regquires a significant change in the Internet architecture and cannot currently
handle multicast traffic, which is very common in military networks.

Ancther alternativeisto let the applications be aware of mobility and handle
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changesin |IP addresses on their own. One protocol that can be used is the Ses-
sion Initiation Protocol (SIP), which can be used to negotiate (and renegotiate)
the setup of sessions including IP addresses. But such a solution requires al
implemented applications to be able to do this.

2.4 Ad hoc Networks

Unlike traditional fixed IP networks, an ad hoc network is not pre- planned.
Nodes may move around, and the network can have any shape. Therefore spe-
cific routing algorithms for ad hoc networks have been devel oped, see for exam-
ple[3,4]. Most of these are completely flat, i.e. no hierarchy at all. In addition
they are often optimized to transmit as little information as possible because
link capacity is limited and not just shared between different traffic flows, but
also over the hopsin asingle flow.

Routing for ad hoc networks can be divided into two types, proactive and
reactive. Proactive routing attempts to keep up routes to all nodes all the time,
which meansthat when amessage arrives at anode the next hop on the route will
be known and the packet can be transmitted immediately. Reactive routing, on
the other hand, only finds routes whenever someone wants to use them. When a
packet arrives at a node, it must first initiate a route search (and get a response)
before it can be forwarded.

Generally, the type of routing preferred depends on traffic scenarios. If only
afew nodes at atime are interested in communicating with a few other nodes,
reactive routing has an advantage as we do not need to waste overhead traffic
setting up routes that are not needed. On the other hand, if many users often
need to send messages to a large portion of the network, most of the possible
routes will be needed anyway. Therefore, the systematic approach of proactive
routing may be more efficient, especially because routes exist directly when they
are needed, and the extratime to do the route search for reactive routing will not
be needed.

In military tactical networkswhere multicast traffic and position information
that is regularly sent to a large portion of the network are valuable services,
proactive routing does have advantages in many cases.

The traffic scenario inside the ad hoc network should usually have prece-
dence when deciding which type of routing protocol is preferable. However,
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that choice will affect the interconnection between a fixed network and an ad
hoc network. In order to communicate with networks outside the ad hoc net-
work, a node needs to discover a GW (or at least be able to send packets that
reach aGW). In proactive routing this can easily beincorporated into the routing
protocol itself. For reactive routing the node either needs to specifically search
for aGW, or other mechanisms are needed to find a GW.

The problem hereistwofold. First, isadesired destination inside or outside
the ad hoc network? Second, how do we relay packets to the destination if it is
outside? In reactive routing, routes are only searched for if a route is needed,
which means that the GW does not know which nodes that are inside its part of
the network. If the destination is inside the ad hoc network, it will reply to the
route search; if it is not inside the network, who will answer? We might have
several GWs, and we might have a split ad hoc network so that we also need
to relay traffic over the fixed network to reach the destination. One possible
solution is that all GWs respond to the route search, and the source responds
to one of them unless a direct response from the destination is given. One GW
in each separate part of the ad hoc network can then send out a separate route
search to find the destination. (All could send out the route search message,
but for efficiency reasons it would be good if each node only retransmits this
message once independently if it originates from the same GW, so we will use
the closest GW to the destination.) This solution can have scalability problems
when the network gets large as there is no simple way to exploit the higher
capacity of the fixed network between the GW to decrease traffic within the ad
hoc network. For a large ad hoc network it may be more efficient to take a
shortcut through the fixed network to reach another node. In proactive routing
the GW aways knows which nodes it can reach directly through the ad hoc
network. Hence the main problem to solve here is coordination between GWS,
which isalso required for reactive protocols.

Another problem is how external nodes find the node inside the network. 1f
we ignore for now how a node finds which |IP address the destination uses, the
essential problem isto know which GW to send the packet to if there are several.
Some form of interaction between GWs is probably necessary here, especially
for reactive routing, where each GW may have to do a route search to find the
ad hoc node.
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2.5 Assumption 1: Fixed | P-address

We can divide the possible solutions to IP addressing into two different cat-
egories. Either the ad hoc node keeps its IP address despite mobility or we
change it to reflect the effects that mobility has on network topology. We will
start the discussion with the first case, keeping the IP address even if the ad hoc
node changes attachment to the fixed network (and/or gateway).

It should be noted that we do not mean a permanent IP address that the
node will always keep, but rather we assume afixed |P address during a certain
operation (hours, at most days). For example, it might be difficult to change
DNS to handle mobility, but it is possible, over a longer time scale, to handle
planned movement. For example, if a battalion moves to a foreign country,
changing the IP address in DNS servers to point to an appropriate point in the
fixed network is still simpler than other problems.

Keeping the IP address will have benefits with respect to applications be-
cause then we won't have any broken sessions. However, the main drawback
of fixed |P addresses is that the hierarchical structure of inter-networking will
not be upheld. To realise the consequence of this, it isimportant to discuss the
concept of an “autonomous system” (AS) [5]. “An autonomous system is a set
of routers under a single technical administration, using an interior gateway pro-
tocol and common metrics to route packets within the AS, and using an exterior
gateway protocol to route packets to other ASs” An AS must appear to other
ASsto have asingle coherent interior routing plan and presents a consistent pic-
ture of what networks are reachable through it. The number of ASsis not that
great but normally they do not have routing policies that allow nodes to attach
anywhere without changing | P address (except with specific protocols as mobile
IP), which means that mobility of this kind can only be alowed in the ad hoc
network’s“own” AS.

This means that all GWSs that the ad hoc network is attached to must be
part of the same AS. If not, we must make it so in practice with the help of
virtual links. That is, if we have an external link using aservice provider outside
our control, we must tunnel traffic to a point where we control the internal 1P
routing, preferably physically close to the ad hoc network.

Further, non-hierarchical 1P routing must take place in al routers that will
be affected by the different possible placements of the ad hoc network. So what
doesthat mean? Normal routing triesto match aslong apart of the |P addressas
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possible when routing. The longest match determines which direction to send
the packet to. In order to minimise the number of routing entries that needs to
be updated, sets of | P addresses are aggregated using a common prefix, i.e. the
first part of the IP addressisidentical, so only this prefix needs to be sent. This
technique is then hierarchically used in several steps, giving us an increasingly
shorter prefix.

We cannot break this hierarchical aggregation at the top levels, asthiswould
mean that we would be going outside the present AS. But within our controlled
AS, the lowest aggregation levels can be changed.

Aslong as the next hop for a packet with destination within the ad hoc net-
work is equal, independent of which GW the ad hoc node is closest too (or
at least using), the routers do not need full-length address routes to each node.
However, if we are so closeto the GWs (topol ogically) that, depending on which
GW the node is presently attached to, the router needs to make different deci-
sions, it will need to handle full length addresses for al ad hoc nodes that are
attached. That is, this set of routersis not only the GWs but also the routers that
split traffic flows to the different GWs the ad hoc nodes can be attached to.

All such routers need to be updated with information on which GW isto be
used at a given time for each ad hoc node. Notice, this does not mean that the
GW used must be the best GW for a specific node. Rather, it isup to the routing
protocols to determine when to update routers in the fixed network about new
routes. But if the node is not available through the chosen GW (or thereis a
better one), it is up to the GW to handle the final delivery of the packet (for
exampl e through tunnelling to a more appropriate GW). It is even possible to
aggregate all traffic to asingle GW and let this one handle al traffic to where the
ad hoc nodes are that that time, although this might not be an efficient solution.
In such a case only the main GW needs to be updated on where all nodes are.
However, changes of gateways and new or lost GWs must constantly be sent to
the main GW (which after a while might not even have a connection of its own
to the ad hoc network).

So what problems does this lead to? | P routing protocols used in the fixed
network need to update all the routersin the area affected by the mobility of the
ad hoc network (in terms of attachment to the GWs). Normally, updates to the
routing tables do not need to occur especially often, especialy if links between
serversare constant and those are online most of thetime. I1n the ad hoc network
case, updates and changes are much more common, and many of these need to
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be spread to the entire affected area.
Let us now specifically discuss the four different scenarios and see what
reguirements they have on the case in which we retain the |P address.

25.1 Multiple Gateways

In this case we have a single ad hoc network with access to the wired infras-
tructure at several points. Since we are using a fixed IP address it is up to the
GWs to determine which of these advertise the node's presence out to the rest
of the network. As previously stated it does not need to be the closest, but that
might be most efficient, because otherwise packets need to take a detour via
this GW (inside or outside the ad hoc network depending on routing strategy).
Routing inside the ad hoc network can use al traditional methods for ad hoc
network routing. In fact thisis the scenario which makes such routing the most
simple, due to the fact that the nodes know which addresses are network-local
and which need to be sent through a GW.

Due to node movement, the GW that is closest changes. However, updates
of thisinformation are not really critical. As previously stated, it can at worst
lead to unnecessarily long routes. This also means that the fixed network that
interconnects the GW need not be updated as quickly as is required inside the
ad hoc network regarding the positions of nodes (or rather which GWs they are
reachable through). Notice also that this fixed network can be virtua if, for
example, the GWs are using different access technology.

25.2 Network Split

Now things are getting much more difficult. In the previous scenario, the dis-
tance to the GW would increase, but a path would still exist. In this case the
path to the advertising GW can break, which means that until a new GW takes
over that role, no communication from the outside is possible, not even such
initiated by the ad hoc node.

Consequently, in this case reaction needs to be swifter. However, if both
the GWs involved have detected the situation, the old GW can reroute pack-
ets through the new one until the rest of the fixed network is updated on the
situation.
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2.5.3 Changing Gateway

In the next scenario the available GW is changed from one to another. The most
difficult scenario is if the old GW was of higher capacity than the new GW
(specifically if the difference was so large that the new GW was not used at all
previously) so that if it is lost for some reason, there is no time for a planned
hand-over. In this case the new GW must be able to set up connections to the
rest of the fixed network on the fly. This can probably be done in several ways
but if we want to avoid long disconnections and limit overhead in the fixed
network, we might need to tunnel network traffic to and from the parts of the
fixed network where the network was previously attached.

2.5.4 Connecting to a Gateway

If the network has been disconnected for awhile, and a GW becomes available,
that GW needs to advertise the presence of the ad hoc network to the fixed
network in asimilar way as above. Asthe network has been disconnected there
are no sessions in progress, which means that the time requirements are easier
to handle than in the case of changing GWs.

255 Concluding Remarkson Fixed P Address

By keeping the | P address fixed we concentrate all problems on the actual rout-
ing layer. The IP address will represent identity (or at |east a specific interface)
of anode and does not really help much for the routing in itself.

It does, however, make routing much more difficult, especially by creating
scalability problems, as the routing information that needs to be transmitted in
the fixed network will not only increase with the number of mobile nodes, but
also with the number of potential GWSs that can be used. GWSs that are con-
nected to other networks, i.e. networks outside our direct control, cannot be
used directly. Instead they need to be brought into our network with tunnelling
techniques, thereby making them virtually part of our controlled network. How-
ever, thiswill most likely need manual interaction to be possible, and generate
additional overhead.

It will also require considerable pre-planning and possibly new software and
hardware in the routers of the fixed network. For large networks, we may even
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need a new routing protocol for the fixed network, or at least an upgrade of the
existing protocol, in order to make it efficient.

256 MobilelP-Moreor LessFixed |IP Address

In the above description we assumed that a node would aways keep its IP ad-
dress and the network would be updated to handle this. On aglobal scalethisis
not really possible due to scalability issues, although pre-planning can bring it
into aloca scale and thereby make it solvable (although that does not necessar-
ily mean efficient). But as a general solution it has not been seen as feasible by
the Internet community. The protocol that has been devel oped and standardized
by IETF is Mobile IP [6]. In Mobile IR, the mobile node retains its I P address
with the help of two (for IPv4 at least) agents that keep track of the position of
anode — the home agent and the foreign agent.

The home agent is situated in the mobile node's home network, or more
specifically, in the network in which the mobile node’s | P address should be. At
this position it intercepts packet for the node and tunnels them to the existing
foreign agent, which is an entity in the network where the mobile is currently
situated. The foreign agent then sends the packet to the mobile node. The
existence of aforeign agent is not completely necessary because this function
could be handled by the mobile node if it is capable of obtaining a new IP
address, something that is assumed in | Pv6.

For mobile IP to work the home address must always be reachable; if it can-
not, the nodes cannot communicate. This home address must be hierarchically
correct, which means that this address node needs to be in the fixed network.
This can create certain problems when two nodes want to communicate inside
the ad hoc network as the nodes need to be able to determine whether the other
node isinside the present subnet or not.

The static address used by an ad hoc node will point towards the home
location for the node, which will be part of the fixed network as seen from the
other nodes. This can be handled by letting the ad hoc network prefer routing
internally. However, thisis not so good either because we cannot take shortcuts
through the fixed network, which could be preferred for large networks.

Ancther problem is that all nodes update separately from each other (if we
follow the present standard), and this can mean very many required updates, es-
pecialy if we switch GWsfor alarge part of the network. Further, where should
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the foreign agent be put? The GW is probably the most obvious solution, but
how do we handle changes of GW. For |Pv6 we have no foreign agent, but then
the node needs to acquire a new IP address that describes its current location,
which really does not simplify the problem. In this case, many problems are
similar to those encountered for variable | P addresses.

2.6 Assumption 2: Variable | P-address

The second solution to investigate is to change the node's | P address according
to where it is attached to the fixed Internet. In this case, IP routing is ssimple
because ordinary methods can be used everywhere. All ad hoc nodes will be
ableto attach anywhere (at least from | P routing point of view) asthey follow the
hierarchical address structure of the Internet. Virtua tunnels between the GWs
are not needed, and cooperation between all GWs are not absolutely necessary
(They would still be useful, though. We will discuss this later). It aso would
require less network planning because if the network can handle changes of
IP address, it can most likely handle initialization of the network with similar
techniques.

However, changing the | P address does not really solve the major problems;
it simply movesthem to other layers, mainly upward in the protocol stack. In ad-
dition, these problems are both inside and outside the ad hoc network, whereas
fixed addresses mainly caused problems at GWs and outside the ad hoc network.
We now need to solve someinternal problemsaswell, which may increase over-
head traffic.

First, how doesanode get anew | P address? Asit needsto be hierarchically
correct, it must correspond to a network prefix of a preferred GW. Network
addresses could potentially be supplied by the GW, but due to mobility and split
networks, it would be difficult to track the addresses that are already in use. If
we use |Pv6, it would be possible to self-configure an | P address, but existing
suggestions for doing this have security issues that need to be resolved [7].

If we have several GWs (and we would like that in case of network splits),
which GW should a node connect to? The nearest? Should we then change
GW when another GW is closer, resulting in a potentially expensive address
change. If we do not change it, external network traffic may arrive at a GW
further away, which will give longer routes in the network and therefore lower
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network capacity.

Then we have the problem of how other nodes find out which IP addressis
currently being used by the ad hoc network node. The unwanted pre planning
is not even possible anymore. Traditional methods of using DNS are problem-
atic because such protocols are not at al designed for the rapid changes that
can occur. Dynamic DNS allows updates of the DNS data base automatically,
although whether or not this could be done quickly enough is unclear. Even if
it ispossible, session mobility is not solved because applications still use 1P ad-
dresses as identification. The total size of the network will aso have an impact
on overhead.

Further, to make it even more complicated, we sometimes also have stand-
alone ad hoc networks, where no GW at al is available. Which IP address
should be used here and, perhaps more important, how does a node know which
nodesit can communicate with and which services are available at a given time.

Below, we discuss the specific scenarios.

2.6.1 Multiple Gateways

In the case of multiple GWsinto the ad hoc network, the ad hoc node need to get
an | P address corresponding to the preferred GW, either by self-configuration or
by receiving one from the GW. Depending on the method we have different
problems; self-configuration is very difficult in IPv4 due to the limited amount
of addresses (for example, just testing one to seeif it worksinvolves agreat risk
of collisions). It ismore viable for |Pv6 because we have many more addresses,
but it can give rise to security issues. No one owns an |P address in such a case
which can be exploited by an intruding node as such a node can claim to own
all addresses.

Letting the GW handle the assignment of addresses simplifies the above
problem but instead introduces the problem of how to return the | P addressesto
the GW. An ad hoc network node can disappear from the network very suddenly,
and it would be up to the GW to determine when an |P address can be reused
for another node. This might not be a mgjor problem if the number of available
addresses is large compared with the expected number of nodes, however. But
with variable addresses, a GW would need to keep track of which nodes can be
reached at any moment. However, the military scenarios we envision for this
would need similar information anyway, e.g. positioning information, so it can
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probably be dealt with.

2.6.2 Network Split

If a network splits into two parts, an IP address from a new GW needs to be
acquired quickly (assuming that the previously used address belongstoaGW in
thewrong part of the network) in the same way as described above. In this case
itisunlikely that the old address will be returned to the old GW in a controlled
fashion so this must be handled somehow, e.g. through atimeout.

2.6.3 Changing Gateway

If we change GW unexpectedly, it will be similar to the case we described for
network split.

2.6.4 Connectingto a Gateway

In this case the network is stand-alone and one or several nodes get accessto a
GW (or one becomes a GW, depending on situation). The first issue we have
previously mentioned is which |P address a node should have if it is not con-
nected to a GW. It has to have some IP address for communication, but, for a
stand-alone ad hoc network this is just one issue regarding higher levels; ser-
vice discovery, DNS and other problems need to be solved. Any subset of the
nodes can form the stand-alone network, so in order for these to function well
the problems need to be solved based on that fact. One functional solution might
be a pre-assigned fixed address that the nodes use only when they do not have
access to the fixed network.

When the network gets a GW, this nhode now needs to advertise a prefix to
the network and possibly also assign |P addresses.

2.6.5 Concluding Remarkson Variable P Address

By changing IP addresses we retain the hierarchical structure of addressing in
theInternet, which meansthat IP routing will generally function asit doestoday.
The scalability of the network is primarily dependent on the number of mobile
nodes and not on where they attach to the fixed network. Planning should be
much less of an issue than if we retain | P addresses.
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However, this solution does not in any way solve the fundamental problem
of how we know where a mobile node is at a particular time. We only move it
to another layer; with avariable |P address it is easy to route packets to a node
if we have the correct IP address, but it is up to higher layers to know which
one should be used at a specific moment. Present implementations of DNS are
probably not fast enough to handle this.

In addition, as previously mentioned, changing IP address causes problems
for all applications that use IP addresses as their identity, viz. other solutions
might be developed which use URLs instead, and every time an |IP address is
changed the session is renegotiated, e.g. by using SIP [8]. However, thiswould
either require a substantial change in how the Internet is built or al applications
would have to be specifically designed.

2.7 Fixed or Variable | P Address?

So which solutions should we choose? At the moment too much is undecided
in the Internet and ad hoc networking world to give a definite answer.

Using fixed addresses is only possible for alimited number of nodes whose
position in the network is fairly predictable. Such a solution might require a
large amount of pre planning, and it might prevent us from quickly reacting to
new events if the pre planned set of GWs is not enough. On the other hand,
such planning is generally needed in military campaigns today, anyway, and
might still be needed in the foreseeable future. Further, it does not limit the self-
configurative properties inside the ad hoc network, only in its interaction with
other networks. Already today it could be apractical solutionin small scenarios
with limited mobility. Nevertheless, it is a solution that, in the long term, will
limit the full potential of ad hoc networks.
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Quality of Service

Quality of Service (Q0S) is another important subject for military networks.
Discussed in many situations, people generally state that it isimportant or even
necessary for military networks. However, but although the term QoS is often
used, it is more seldom properly defined. One definition that isusua (in the few
cases it is actually defined) is that it is a contract between network and appli-
cation that states how the applications packets will be handled by the network.
Usually this means that the application guarantees to deliver a determined (or
maximum) amount of packets within a specified time. Note here that this sets
bounds on the application as well, not only on the network. If the application
inserts too many packets, guarantees cannot be honoured, and in such cases
packets are usually treated as "best effort”.

It is also important to note that applications might need QoS for several
reasons. In general, we can divide them into two categories: technical and im-
portance. Importance is probably the easiest to explain, especialy in military
networks. It is probably more important that warnings and direct orders reach
the destination than a Word document with today’s menu, athough the latter
may be considered important as well. For civilian network providers, impor-
tance can be connected to how much people have paid. Although thisis still
not commonly used, it would be a simple way of differentiating the service to
different customers.

Technical reasons are somewhat more vague. Even avoice session with low
priority will need some delay guarantees on packets due to the fact that humans
dislikelong (and different) sound delays when speaking to each other, whereasa
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few extra seconds delay on awritten order may not create a significant problem.
For this reason packets with information of lower importance may sometimes
need to be sent before packets of higher importance.

One thing to notice hereis that QoS becomes an especially significant issue
when we have different kinds of services sharing the same network, especially
if the traffic to be transported is of different degrees of importance. As we will
see later, some of the specific properties of ad hoc networks make this scenario
even more complicated.

3.1 QoSinthelnternet and Other Fixed Networks

Guaranteeing anything in a network is not that simple. Applications are inde-
pendent of each other, and the network can usualy only offer statistical pre-
dictions about incoming traffic flows. If users are going to view a network as
useful, it must work for most of the time they try to use it. However, failureto
function will usually affect services that require some guarantees first, such as
voice, asthey are disturbed more easily if the network becomes heavily loaded.
L ess sensitive services have atendency to work anyway; if an e-mail is delayed
some extraminutes due to queuing, it matterslessthan aminute’sdelay of voice
packets.

Fixed networks have at least two positive properties in terms of QoS that
wireless networks lack. First, capacity is cheap. The expensive part in wired
networking is the deployment of the wire, not the cost of the wireitself. It does
not cost much to double the link capacity if it is done when the network is built.

Second, capacity is fixed on the links. A node knows how many packets it
can transmit on each of its outgoing links. It is not dependent on the traffic load
in other parts of the network (at least thisis normally the case).

For these reasons, over-provisioning is the solution used in fixed networks.
Ititischeaper to add so much capacity that all applicationswill work for "most"
of the time statistically than to add complex mechanisms that attempt to deter-
mine which services are less important. In addition it keeps users happy (be-
cause all applications usually work).
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Figure 3.1: The figure shows the network at time instance 17 seconds (left) and
18 seconds (right).

3.2 Wirdess Networks and Ad hoc Networ ks

In wireless networks the first of these assumptions - that capacity is cheap -
is no longer true (and the second only sometimes). Adding more capacity to
links requires either more complex systems and/or more frequency bandwidth.
Although the radio spectrum might not be very heavily utilized everywhere,
more bandwidth can only be obtained to alimited extent. Similarly, more com-
plex systems can only give limited gains. For cellular systems, capacity can
be increased by adding more base stations, but that is expensive, and pure over-
provisioning requires considerabl e additional capacity if itistowork. Incellular
networks, only asingle hop iswireless, which meansthat link capacity isat least
predictable. The capacity for a new session can be centrally controlled by the
base station, and new sessions, e.g. phone calls, can be admitted or denied based
on information in the base station.

For ad hoc networks, the equival ent to adding more base stationsisnot really
comparable, because adding more units means that there are also more units to
share the available bandwidth. An additional problem with respect to QoS in
ad hoc networks is capacity estimation, which can be illustrated in Figure 3.1.
These are two time instances for a mobile network. At one time, the network
is circle shaped; then the upper part splits and acquires the shape of a "U".
The consequence of this split is that al traffic between the top left and the top
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right side of the network needs to be relayed much further than before, which
significantly decreases the capacity of the network.

Several aspects affect how much traffic an ad hoc network can handle. Re-
sources can be reused when the network becomes large, but if traffic is not
local, it must also be relayed more times, which consumes resources. It has
been shown, see e.g. [9], that ad hoc networks are not scalable. The available
capacity per user decreases with network size, which suggests that large ad hoc
networks probably need the support of fixed networks for them to function. The
size of "large" is, however, more unclear and depends on the applications, traffic
patters and algorithms used.

The consequences of thisisthat not only is over-provisioning difficult in an
ad hoc-network, but techniques for QoS are also more difficult to implement
than for fixed networks and other wireless networks. Even if delay guarantees
can be given for aservice a a particular time, this may be impossible to uphold
later due to changesin topology, longer routes or because the network may even
become disconnected. Note that this does not mean that QoS is impossible,
merely difficult. A common way to provide a semblance of QoS for ad hoc
networks is a relative priority setting, such as DiffServ. That is, the network
does not guarantee that al traffic of a service will be delivered, only that certain
packets will be prioritized more highly than others.

Although the sharing of bandwidth over the nodesin the network isthe main
reason why capacity is limited and over-provisioning is difficult and expensive,
it also makes an ad hoc network adaptive in the sense that resources can be
moved from one point to another when needed. In atime-slotted system, more
transmission time can be given to bottleneck nodes to compensate them for car-
rying more traffic. When mobility changes which nodes are bottlenecks, more
time dlots can quickly be given to the nodes that would otherwise be the new
bottlenecks. However, this requires both knowledge of traffic flows and the ca-
pacity to control network resources efficiently, which is still at research level in
the more general setting.

3.3 QoS Mechanisms

The QoS control issue is complex and involves all networking layers from ap-
plication to the physical layer. At the upper layers, context aware applications,
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or adaptive applications, could be applied. Moreover, the ability to store non-
delay-sensitive data in intermediate nodes is an attractive feature in many situ-
ations, see disruptive tolerant networks [10]. Thereafter the traffic management
protocols become important. To avoid overloading, some sort of network ad-
mission control has to be implemented. Furthermore, it might be necessary to
pre-empt lower priority connections when traffic with very high priority, e.g.,
nuclear, biological or chemical aerts, is present.

Related to the services is the source coding. Adaptive and efficient source
coding for wireless networks should, for example, have the ability to deliver
graceful degradation. An example of this is a video transfer: as long as the
connection is good, it has high resolution, but when the connection degrades,
only the most important partsin the video picture are transmitted in high resolu-
tion. Graceful degradation can to some extent be provided by clever source and
channel coding independently of each other, but many cases, such as the video
example, require interaction between non-adjacent network layers because the
service needs to know the quality of the connection.

Seamless communication means primarily that |P addressing needs to be
supported. However, assuming that the IP QoS protocols are used, then how
well they perform over wireless links will determine how our heterogeneous
network handles QoS. QoS IP protocols exist, e.g., Differentiated Services and
Integrated Services, and others are under considerations. Furthermore, the con-
nection control protocols, such as TCP, may need to be modified to better allow
for QoS.

QoS-aware routing can have a great impact on overall performance. Large
heterogeneous networks will have a hierarchical structure. The global routing
is handled by the standard IP routing protocols (OSPF, etc.). However, for a
particular tactical ad hoc network, subnetwork or network domain, it may be
clever to apply other and more local routing protocols. That is, we will have
routing at different levels, and it is important to set up a "good" overall route
between the end users. Good means that we should set up a route that takes the
QoS requirements into account.

Much can be done at the link layer. The queuing system is important, and
letting the MAC protocol be aware of QoS parameters makes it possible to be
ableto control the crucial traffic flows morelocally. The MAC layer controlsthe
channel resource and determines which node and which traffic flow should have
access to the channel at a given time. Clearly, also at the lowest levels, much
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can be done to improve performance. Here, we control the quality of partic-
ular links. By selecting frequency band, adaptive modulation, smart antennas,
power control and multi-user detection we have the ability to adapt the links
to the service requirements. Furthermore, we can control the overall network
connectivity.

Next we will further describe some of these QoS mechanisms. We focus
on queuing systems and traffic management, especially admission control and
traffic estimation. For routing and the link layer, see [11, 12]. Furthermore,
the 1P QoS protocols have been analyzed in [13]. Adaptive services have been
studied in [14].

3.4 Queuing Systems

When a node generates traffic, or receives relay traffic, at a higher rate than it
can transmit, a queue is formed. The packetsin the queue might originate from
different traffic flows, so thereis clearly aneed for amechanism that distributes
the node’s capacity between the traffic flows.

One of the commonest and most intuitive ways to deal with those queues
is the first-come-first-serve (FCFS) discipline, by which the packets are served
in the order of their arrival. However, with this system a bursty flow can take
up most of the resources during long periods and in effect block out other flows
from using the network.

Another common scheme is the packet based round robin (PBRR). Here,
one packet from each flow istransmitted in turn if it has a packet in queue. This
systemworksfairly well if al flows have equally sized packets. However, if one
flow uses longer packets than the others, it will take more of the resources from
the other flows.

It is clear that we need more elaborate queuing schemes, with better control
over the queue’s behaviour. An entire family of queuing disciplinesisthe prior-
ity queues, in which the packets are given differentiated treatment according to
which service class they belong to. In priority queues the packets are assigned
apriority that is afunction of service class and possibly other parameters, e.g.
number of hopsleft, time-to-live, etc. Then the packets are served in decreasing
order of priority.

Thefixed priority queuing (FPQ) disciplineis probably the simplest form of
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priority queues. As the name suggests, the packets are assigned a fixed priority
according to service class membership, i.e. if the packet belongs to service
classc, itisassigned the priority ¢.. Thereisno sense of fairnessin this strategy
because packets that belong to the service class with the highest priority are
always served first. Hence, packets that do not belong to that service class are
not guaranteed any service at al; they are merely given what is left after the
highest priority class has been served.

A theoretical system that gives perfect fairness is generalized-processor
sharing scheme (GPS) [15]. The GPS queuing scheme has a very attractive
property. One can allocate a specific percentage of the total system capacity to a
service class, Further, if some service classes do not utilize their full share, the
excess capacity is fairly shared between those classes that need it. Thus, every
service class is guaranteed a minimum service rate, but they may experience a
better servicerateif the systemisnot fully utilized. GPSisaflow-based scheme
that serves multiple service classes synchronously at a fixed rate » so it cannot
be implemented in a packet based system. However, there exists packet based
approximations of GPS, e.g. packet-by-packet generalized-processor sharing
(PGPS) [15] and Weighted fair queuing (WFQ) [16].

Priority queues only solve the problem of differentiating between traffic
flows locally within a node. But this is not only a local problem, as shown
in Figure 3.2. In this case, we have a high priority flow that is relayed through
node A and alow priority flow that is relayed through node B. In this situation,
even with priority queuing, the low priority flow will get as good service as the
high priority flow if nodes are assigned channel resources proportiona to the
traffic load on the node.

High priority flow

Low priority flow

Figure 3.2: The problem of differentiating between flowsisnot aloca problem.
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3.5 Traffic Management

By traffic management we mean policy and admission control, and the support
mechanism to get admission control to work properly. Policy control is the ap-
plication of rules to determine whether or not access to a particular resource,
in this case the network, should be granted, see [17]. Thisis the first step to
decide whether a user is at al allowed to access the network with a given re-
guest. The criteriafor policy control include identifying users and applications
or identifying traffic based on how, when, and whereit entersthe network. Next,
admission control decides whether apermitted traffic session that triesto access
the network can be served, i.e., a mechanism is required that can estimate the
level of QoSthat anew user sessionwill need and whether thereis enough band-
width available to service that session. If bandwidth is available, the session is
admitted. Thus, thereis aneed to estimate the present traffic and the capacity in
the network. Whether to reserve bandwidth to the admitted session, and in that
case how to do it, are other issues to consider.

35.1 Admission Control

In order to use theresourcesefficiently it isimportant to drop packets that cannot
be delivered in time as early as possible in a path. It is a serious waste of
resources if a packet is dropped at the last hop; all the network resources used
at previous hops have been wasted. Preferably, dropping would be done even
before the first hop when a packet enters the network. The mechanism to handle
this and to prevent congestion is called admission control, and is a process that
determines whether there are sufficient resources in the network to allow the
traffic flow. If thereis not, the traffic will be dropped or downgraded to a lower
(or no) QoS grade depending on the situation and traffic scenario. Admission
control is especially important if we have interconnected networks as described
in the four scenariosin Chapter 1.

Setting up the rules for whether at al, and secondly how, to serve different
traffic flows can be a very tricky task. Many issues have to be considered. How
many QoS classes do we need? Both the importance of the traffic and technical
reguirements have to be taken into account. Next we need to decide on the rules
for strict precedence (pre-emption), i.e., when an important traffic flow cannot
be served will it then be alowed to abort other flows of lower importance, and
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how should the rules for that be set up? Fairness, which was briefly mentioned
earlier, is also adifficult issue. Because the cost in terms of network resources
for atraffic flow depends on its location in the network, and can vary consider-
ably, there is trade-off between serving many flows at good locations and few
flows at bad locations. Furthermore, is it more important to serve one flow at a
given QoS class than two flows at the next lower QoS class? A more general is-
sue is what the admission control mechanism should be allowed to contral, e.g.,
should it be able to redirect network resources by interactions with the MAC
protocol so it assigns more time slots to a crucial link in order to admit a high
prioritized flow? Finally, let us point out that admission control is needed to
deal with QoS, but it will also increase system complexity, introduce delay and
add to overhead traffic. The question is how sophisticated feasible admission
control mechanisms can really be. For admission control to work at all, how-
ever, we need at least some rough estimates of the traffic and the capacity in the
network.

3.5.2 Measurementsand Evaluation of Traffic and Capacity

As the capacity of ad hoc networks is highly variable over time, it is important
to be able to determine existing capacity and preferably also to estimate possible
future values so that the admission control does not allow too much of a certain
priority grade into the network. Due to the changing available capacity, only a
part of the currently available capacity should normally be used for QoS traffic.
Therest of the available capacity can be used to send best effort traffic.
Thisleaves us with the problem of estimating how much traffic the network
can handle. So far we have used theterm "capacity” to describethis, which from
an information theory point is highly incorrect. The problem is that, unlike a
link, we cannot directly put a value on how much traffic a network can handle.
We are interested in how much end-to-end traffic the network can handle, not
really how many bits the network internally sends over itslinks. If the arriving
traffic flows needsto be relayed many timesin the network, available end-to-end
throughput will be much lower than if two neighbouring nodes communicate.
A consequence of thisis that the link data rates and which links exist are not
sufficient for estimating the available capacity in the network; the input traffic
pattern is also relevant. However, this traffic pattern is also dependent on how
well the network can handle application demands, which thereby further com-
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plicates the problem. Estimation of available capacity in an ad hoc network is
generally very complex. However, asimplified problem isto determine whether
it is possible to handle a new traffic flow between two nodes simultaneously
with the existing flows. The real problem isthen to predict how likely it is that
the network can handle the service while it still lasts despite the effects mobility
will have. New traffic flows can be handled in the same manner or be reduced to
best-effort traffic flows by admission control. More highly prioritized services
arriving later may be more of a problem, though.

At present, thereis no really good way of measuring the capacity of a net-
work. A commonly used measure is the uniform capacity, which is the highest
rate any node can send with if al nodes send an equal amount of packets to all
other nodes in the network. Uniform capacity has certain advantages as a re-
sult of which it is commonly used. Firgt, it gives asingle value for the network
capacity, not complex functions or plots that are difficult to evaluate. Second,
it is the fairest measure; all nodes get exactly the same end-to-end capacity,
which fits well with the statement that there should be no special nodes in an
ad hoc network. All nodes should be equal. In reality thiswill not be the case,
of course. If a node fails to communicate, the network should still be able to
function. However, traffic patterns will be different in the nodes, and uniform
capacity only gives us one picture. It can till be useful in some cases when
we are comparing two different solutions, but aswe will seein the next section,
when introducing QoS, it can give very strange results that are not normally
desirable.

3.5.3 VariableLink Capacity Makesthe Problem Even More Diffi-
cult

From the above it is easy to see that estimation of capacity (and traffic loads) is
not smple. But even if it is achieved, the division of capacity over the differ-
ent links in the network is not always obvious. Giving more highly prioritized
traffic more available capacity (mainly through additional time dots) is easy to
suggest. The question that is more difficult to answer is how much more ca
pacity. Say that a network wants to handle two different services, a highly pri-
oritized service and a rather highly (but lower) prioritized service. In this case
alsothelesshighly prioritized serviceisrelevant; we cannot merely ignoreit. A
simple (at least in theory) attempt is to give the more highly prioritized service
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sufficient capacity for it to work in all nodes. The other service will get the rest
of the available capacity, which probably means that it will fail in many cases.
If we have a fixed (and equal) capacity on al links, thisis usually a plausible
solution. One problem might be long routes. A traffic flow whose packets are
relayed many timesis more expensive to uphold (in terms of network resources)
than a one hop service. This means that we can sometimes choose between ser-
vicing one multi-hop traffic flow and servicing several single-hop flows. From a
fairness point of view, users should not be put at a disadvantage due to their po-
sition; on the other hand the total performance of the network might sometimes
be better if the total number of network flows increases.

To get perspective, wewill study amore extreme version of thisproblem that
occurs if we have variable rates on the links in the network. Due to different
terrain and distance between nodes in an ad hoc network, we can potentially
obtain very different data rates on the links. Two nodes in line of sight close
to each other can uphold much higher data rates than can two nodes at long
distance shaded by a hill. The ability to handle variable rates is a technique
that has become more interesting lately due not only to being able to increase
the network capacity but also being able to keep the network connected when
nodes get separated. The downside is not only complexity; it can also make
QoS more difficult. The problem is that the range of data rates can be large.
Sometimes the difference between the highest and lowest data rate can be tens,
or even hundreds, of times the size. The cost of transmitting traffic over the
low-rate links will simply be much higher, in terms of network resources, than
transmitting traffic over the high-rate links. Thisis specifically evident in terms
of uniform capacity, where everybody is given equal capacity. Assume we have
a single node that due to terrain only has a very poor link into the rest of the
network, which we assume is very well connected (with high link data rates).
Now, the cost of giving this node the same share of the capacity as the others
means that we may have to give thisnode avery large portion of thetime slotsto
compensate for itslower datarate, thereby considerably decreasing the capacity
of the rest of the network.

Now returning to the QoS problem, what if this node had ahighly prioritized
service, and the rest of the nodes only had the less highly prioritized services.
In this kind of scenario, we might have to determine whether the prioritized
service of this badly positioned node is actually more important than al the
other nodes’ less prioritized services. Its not one service versus another, which
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is easier to deal with. Rather we might end up prioritizing between one service
Versus many, or even one service versus al others.

Tools for making more advanced priorities are lacking and their develop-
ment isnot at all self-evident.

3.5.4 Architectural Issues

A main architectural issue is where to locate the traffic management function-
ality, and how different units with specific tasks should interact. It is desirable
to distribute the traffic management functionality to al nodes so they can make
decisions locally without time-consuming interaction with other nodes, but this
may be difficult to realize in practice. Let us call a node that carries out the
traffic management functionality a QoS manager.

In general terms, a QoS manager monitors and estimatesthe total aggregated
traffic in the network, or domain, for which it isresponsible. Based on that esti-
mate and what total network resources (capacity) are available, it derives anew
estimate of the remaining network capacity that can be used for additional traf-
fic. The manager then uses this estimate when it negotiates with other managers
about how to set up new data flows. Nevertheless, the management software
could be availablein all nodes, so that in principle all nodes could be QoS man-
agers. However, they are only called QoS managers when they carry out the
QoS management tasks. This means that local admission control functionality
can be implemented in a node without it being a QoS manager.

In a heterogeneous network one choice could be to place the QoS manger
in the boundaries between different networks, or network domains. Thus, in the
scenarios depicted in Section 1.3 the gateways would also be the QoS mangers.
However, due to mobility the gateways may change, and a whole network may
be difficult to monitor by one manager. Also, is it better to locate a manager
in the centre of the domain than in the boundary? There are many other issues
to consider when selecting the manager. Dependent on nodes properties such
as location, mobility, connectivity, power supply, transmission and processing
capabilities, etc., some nodes will be more suitable in the role as manager than
others.

When the network grows, it can be divided into sub-nets or domains with
a QoS manager for each domain. The nodes forming a domain are preferably
chosen so that it is likely that the domain stays connected for some time. For
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example, when fast-moving nodes are passing adomain consisting of stationary
nodes, they should not be integrated into that domain. How large a domain
should be is an open issue.

To estimate capacity the first approach is to use routing information. A
proactive routing protocol tries to have an updated table about the network, in-
cluding the links between nodes and, in some cases, also the link data rates.
Note, however, that this does not mean that the capacity can be calculated. To
do that, link layer information is needed, e.g. how the MAC has assigned time
slots. However, from the routing protocol’sinformation about the link datarates
we may be able to get a rough estimate about the capacity in different parts of
the network by making assumptions about the link layer and input traffic.

3.6 Concluding Remarks

For fixed networks, existing traffic management and admission control solutions
can be applied. For example, anindustry initiativelead by CISCO hasdeveloped
a set of technologies and solutions [18]. Furthermore, the IETF has published
a number of RFCs on the topic [17]. Considering the network scenarios in
Chapter 1, the main problem therefore becomes the wireless domain, i.e. when
traffic enters an ad hoc network from afixed network or when traffic originating
in an ad hoc network needs to be admitted.

Today there is no agreed approach to admission control and bandwidth
reservation in multi-hop ad hoc networks, [19]. There are two different ap-
proaches that can be used; either to implement it as separate signalling scheme
on top of therouting, such asINSIGNIA [20], or to integrateit with QoS routing
and MAC.

In [19] the authors point out high overhead, slow response and inefficiency
as main concernswith thefirst approach. Inefficiency is dueto not taking advan-
tage of underlying routing and link information. The latter approach istherefore
more attractive in the research community. Notice that QoS routing with admis-
sion control can be made independent of the underlying network technology,
which is an advantage in heterogeneous environments, by using generic QoS
measures (e.g., minimum bandwidth, maximum end-to-end delay, etc.). On the
other hand, QoS routing tailored to a particular underlying access technology
may perform substantially better for that technology. In TDMA-based networks,
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QoS routing with admission control and resource reservation mainly focuses on
scheduling to make a multi-hop end-to-end route possible [21]. Nevertheless,
IEEE 802.11 is the most common link and access technology today, and most
research papers on QoS routing with admission control consider networks based
on |EEE 802.11, see [22]. In these papers, estimation of available bandwidths
and load balancing are the main topics.

In summary, the main research challenge in the traffic management area
is the support mechanism to get admission control to work properly in ad hoc
networks. Firstly, how do we acquire enough information to be able to make
"good" admission control decisions? And secondly, if asessionisadmitted, how
do we, with high probability, complete the session with the requested quality?



Chapter 4

Summary and Discussion

A heterogeneous network may comprise many different types of networks. Pro-
viding seamless communication in such a heterogeneous environment is a chal -
lenge.

In this report we focus on an ad hoc network connected to a fixed network,
see Chapter 1. Furthermore, we have selected mobility management and the
problem of assigning IP addresses and QoS management as the main topics.
The problems related to these areas are discussed, and briefly analyzed and
structured. Nevertheless, when making a structure of the problem area, there
are many aspectsto take into account.

Clearly, the relevance of the problem is important. Isit a critical problem
(show-stopper) or can it be overlooked? For example, if the system does not
fulfil the basic requirement, it may be useless. However, it may be acceptable
that the system does not work exactly as we want in a particular situation. The
magnitude of the problem and the consequences of dealing with it are also im-
portant. For example, is a new architecture needed or is a new protocol (or
maodification) enough to solve the problem? One dightly different approach is
to take a functional perspective on the problems. That is, what is needed to get
the system to work (be useful) at all? Thereafter, what is needed to get a satis-
factory performance, and, finally, what fine-tuning can be added to achieve full
performance?

However, we can also divide problems according to: areas where we can
contribute and areas that are largely governed by de facto standards we have to
adapt to. The first is a potential research area, in particular when the area is
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confined and well defined, whereas the second area is more suited for a study
approach. Thisdoes not mean that the second problem areaislessimportant, but
it may have to be approached differently when considering a heterogeneous en-
vironment; on avery detailed level, when a particular protocol or two protocols
inter-working are studied in detail (e.g., in a simulation) or on a high concep-
tual level. The latter involves the study of existing solutions and protocols and
trying to analyze (rather than ssimulate) how they would work in a particular
heterogeneous network setting. The problem, in most cases, isthat simulating a
heterogeneous network that includes all protocol layersistoo complicated.

Next let us consider our two problem areas within the aforementioned con-
text, in particular whether the area is suitable for research or whether a study
approach that follows ongoing developments is more adequate. Firstly, a gen-
era conclusion is that research and development in the area of heterogeneous
networks is dependent on standardizations and the de facto standards that are
used. Clearly, it is the nature of heterogeneous networks that standards are
needed to be able to communicate over different types of networks. However,
different networks may still internally use different protocol designs aslong as
they can be connected through standardized interfaces and gateways.

A central problem in mobility management is the assignment of addresses
to nodes that move in the network (and address) hierarchy. Using fixed IP ad-
dresses (used today) works, but requires extensive network planning and limits
"free" mobility. What would be desired isvariable | P addressesin order to retain
the address hierarchy. However, this moves the mobility management problem
to another level above routing, with uncertain consequences as a result, and it
is unclear whether it would be possible to use variable | P addresses and how it
would be solved. None the less, mobility management and address assignment
is an important area for future studies, especialy because the development of a
viable variable | P address solution would substantially increase flexibility in a
heterogeneous network. On the other hand, variable IP address assignment is a
less suitable area for research as the solutions will be determined by the stan-
dard that evolves. In fact, address assignment is one of the areas most closely
tied to the standards because the address solution needs to work everywhere in
the heterogeneous network.

The QoS issue is complex and involves all networking layers, from appli-
cation to the physical layer. A basic solution can be obtained by using queuing
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systems and traffic management, i.e. policy and admission control and their
support mechanisms. However, rules on how to serve different traffic flows are
also needed. Defining QoS classes, and in particular how to map applications
onto QoS classes, is far from straightforward. Thisis only partly a networking
technology issue. It also involves application developers and users. QoS solu-
tions exist for fixed networks, and the main problem therefore becomes dealing
with QoS on the boundary of, and within the ad hoc network. Today thereisno
agreed approach to how to handle QoSin ad hoc networks, and it isunlikely that
any such approach will emerge in the near future. Instead it is more plausible
that different types of ad hoc networks will have different internal QoS solu-
tions, but that they can adapt, through boundary nodes (gateways), to the QoS
standards that will be used for communications between networks.

The QoS area has to be followed in future studies, but the areaal so includes
several suitable research topics, of which traffic management is one such topic.
Traffic management includes several parts. In particular we see traffic and ca
pacity estimation as parts that can be suitable areas for research. These parts
can be well defined and confined, and can be addressed in several ways. Traf-
fic estimation can be made generic, i.e., independent of underlying routing and
access technology, or tied to a particular access technology. Furthermore, traf-
fic estimation is required for admission control and QoS. It is likely that traffic
estimation will be done differently for different types of wireless networks, but
even if we consider traffic estimation for multi-hop ad hoc networks, the esti-
mation principles for those networks could be useful in other types of wireless
networks.

Finally, many exciting research challenges need to be addressed, and arange
of problems have to find satisfactory solutions before true seamless communi-
cation in a heterogeneous network environment will be feasible. Traffic man-
agement and QoS are two of those challenges, but several othersexist, including
security.
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