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Abstract

Protection against jamming is essential for tactical radio networks. Frequency hop-

ping (FH) is an often used jamming protection technique. An adaptive jammer, such
as afast follower jammer can be a seriousthreat to atactical ad hoc network using FH.
Another non-adaptive FH jamming threat is partial-band noise jamming.
In this report, ad hoc networks exposed to jamming are examined. Firstly, an approxi-
mative analytical method and performance criteriaare devised. Using these criteriafor
follower and partial-band jamming we examine the effect of parameters like distance
to jammer, communication distance between nodes, frequency hopping rate, jamming
power, response time of jammer and error correcting capability of the radio system.
Secondly, to study network properties under follower jamming, network simulations
are performed. Focus is to examine how the terrain and the network protocols influ-
ence the jamming resistance. The terrain influences how easy it is to jam a network.
For the cases investigated, a network in aflat terrain becomes more jammed than the
corresponding network in a hilly terrain. The packet delivery ratio is measured when
the network protocol OLSR MPR-flooding is used and compared to a network using
full flooding. Even if not as robust as full flooding, OLSR MPR-flooding is still rel-
atively robust. We aso show that it is enough to jam the control slots used by the
network protocolsto have an impact on the network delivery ratio.

Keywords. Ad hoc networks, follower jammer, partial-band jammer, OLSR MPR-
flooding, terrain effects



FOI-R--4222--SE

Sammanfattning

For ett taktiskt radionét &r det viktigt med ett skydd mot aktiv storning. En oftaanvand
skyddsmetod &r frekvenshopp (FH). En adaptiv stérare som en snabb foljestérare kan
dock varaett alvarligt hot mot att ad hoc-nét som anvéander FH. Ett annat, icke-adaptivt
stérhot mot FH system &r delbandsstorning.
| denna rapport understks ad hoc-nét utsatta for aktiv storning. Forst tas en approx-
imativ analytisk metod fram tillsammans med ett antal prestandakriterier. Med hjdp
av dessa kriterier undersoks hur stérningen paverkas av parametrar sdsom avstand till
storare, kommunikationsavstand mellan noder, frekvenshopptakt, storarens effekt, sto-
rarens svarstid och felrattningsférméaga hos radiosystemet. Darefter undersoks nétets
egenskaper da det ar utsatt for storning med hjalp av natsimuleringar. Fokus ligger pa
att undersoka hur terrangen och natprotokollen paverkar nétet vid foljestorning. Ter-
rangen paverkar hur enkelt det &r att stora ett nat. | de undersokta fallen blir natet i
den platta terrangen mera utstort an det motsvarande nétet i den kuperade terrangen.
Paketfelhalten anvands som prestandamatt och jamfors for ett nat dar natverksproto-
kollet OLSR MPR-flédning anvands med ett ndt som anvéander full-flédning. OLSR
M PR-flédning &r relativt robust vid stérning, men intelikarobust som full-flodning. Vi
visar ocksa att det ar tillrackligt att endast stéra protokollkontrolltrafiken for att paver-
ka paketfelhalten.

Nyckelord: Ad hoc-nét, foljestorning, delbandstorning, OL SR M PR-flédning, terrang-
paverkan
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1 Introduction

A common threat to military radio and tactical networksisdeliberatejamming. A radio
system can be made more or less robust against jamming. However, to protect aradio
network against jamming has a cost in terms of reduced capacity. Frequency hopping
(FH) is an often used jamming protection technique, as transmitting FH signals over
large bandwidths is fairly easy. A fast follower jammer can be a serious threat to a
tactical ad hoc network. Thethreat can be regarded as increasing, as very capable real-
time spectrum analyzers and waveform generators are commercially available and fast
follower jammers can be built based on such commercial equipment. In an earlier work
[1, 2] we analyzed frequency hopping system using random dwell-time to increase the
resistance to jamming.

Another, non-adaptive, FH jamming threat is partial-band noise jamming. The
partial-band noise jammer concentrates jamming power in a fraction of the system
bandwidth. The FH system can therefore not mitigate the effect of the partial-band
noise jammer by increasing the hop rate. On the other hand, the partial-band jammer
has a power disadvantage compared to the follower jammer. An ad hoc network is a
radio network without any centralized node, where transmitted packets can be relayed
via other nodes. Relaying makes it somewhat robust to jamming due to rerouting via
unjammed links.

Inthisreport, to study ad hoc networks exposed to jamming we use two approaches.
In the first approach we devise an approximative analytical method together with rel-
evant performance criteria. These criteria make it possible to study many different
jamming scenarios and deduce generic results. Typical questions include, is the hop-
ping rate sufficient to protect the network, or is a particular jammer at a given distance
athreat, etc. Moreover, the sensitivity of the parameters of the radio system and the
jammer can easily be analyzed. In the second approach event based network simula-
tions are performed. Then, more detailed results of the network performance can be
obtained. We use radio network routing protocol implementations and terrain based
channel models. In ajamming scenario, we show how the jamming vulnerability dif-
fers between terrain types. We also study the robustness of the routing protocol OL SR
MPR-flooding and show the effects of intelligent jamming taking advantage of the
routing protocol structure. A motivation for our work is that protection against ajam-
mer is an important issue for tactical radio network performance.

In the presented assessment generic radio parametersare used and the performance
of thejammer is based on what can be obtained with commercial equipment constituted
by, for example, a spectrum analyzer and asignal generator.

Traditionally, spread-spectrum systems including frequency-hopping systems and
their jamming protection are extensively studied in the literature, e.g., in[3]. How high
areasonable hopping rates can be for combat radios are examined in [4].

The report is organized as follows. Chapter 2 analyzes how the communication
links in ad hoc networks are affected by a follower jammer and a partial-band jammer.
The analysis utilizes a approximative analytical method to cal culate performance crite-
ria. In Chapter 3, network simulations are used to study effects on frequency-hopping
ad hoc networks due to following jamming. Of particular interest is how the network
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protocols and the terrain influence the jamming resistance. Finally, the conclusionsare
presented in Chapter 4.
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2 The effect of jamming for different tech-
nical scenarios

In this chapter we perform an analysis of how ad hoc networks are affected by a
follower jammer and a partial-band jammer. Moreover, an approximative analytical
method and performance criteria to analyse the effect are described. We start with the
criterafor the follower jammer, thenin 2.1.5 the criteriafor the partial-band jammer is
described.

2.1 Analytical method

It is assumed that the follower jammer performs the detection and jamming in se-
quence. The conditionsfor afollower jammer to successfully jam afrequency-hopping
ad hoc network can be summarized by the three criteria:

1. Detection of a signal transmitted by a node in the ad hoc network at a certain
frequency.

2. Sufficient jamming power must reach the receiving nodesin the ad hoc network.

3. The jamming signal must reach the receiver sufficiently in time before the fre-
guency is changed.

Criterion 1 is determined by the ability of the jammer to detect aradio signa. For
the analysis we assume that the jammer is able in the detection phase to incorporate
the entire frequency band the ad hoc network is using. Criterion 2 is determined by the
received jamming power in relation to the received signal power. This means that the
distances between the jammer and radio receivers, and the distances between the trans-
mitter and radio receivers are crucial. Both criterion 1 and 2 are strongly influenced
by the wave propagation in the adopted scenario. Criterion 3 involves the frequency-
hopping rate of the ad hoc network in relation to the distance between transmitter,
receiver and jammer. For the follower jammer to succeed, all three criteria need to be
met.

2.1.1 Communication distance

For any link in the radio network, the signal-to-noiseratio at areceiver needsto exceed
a certain threshold level 7,
E, PrGrG

b STHTHR o (2.1)
No  LrrREToF
In this relation, E;, denotes the bit energy and N is the single-sided spectral density
of the thermal receiver noise. Furthermore, P is the transmitter power, G and G
are the transmitter and receiver antenna gain, R is the data rate, k is the Boltzmann
constant, and F' isthe system noise factor rel ative areference thermal noise source with
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temperature Ty = 290K . To calculatethelink attenuation L 1 for the communication
distance rr g, the two-ray ground model for the wave propagation is used,

— TR __ (2.2)

where hr and h are the transmitter and the receiver antenna heights. Hence for
the link to be functional, it needsto fulfill the following relation

PrGrGr (hrhg)?

"TR S TpETF .

2.1.2 Detection distance for the jammer

In the analysis, the receiver sensitivity of the jammer is assumed to be -155 dBm/Hz.
The value -155 dBm/Hz is atypical value for a spectrum analyzer [5]. By assuming
that the detection threshold is approximately equal to the receiver sensitivity level, the
jammer will have a detection level of -105 dBm for a receiver bandwidth of 100 kHz.
For the jammer to detect the transmitted signal, the following relation needs to be
fulfilled

PrGrGy S 10~ (105+30)/10
Lr;

where G ; isthe jammer antennagain in the current direction and L -, isthe atten-
uation between the transmitter and the jammer. As for the communication path loss,
the attenuation between the transmitter and the jammer is calculated with the two-ray
path-loss model given in Equation 2.2,

”
Lyy = L __ (2.3)

where h ; isthe jammer antenna height and r 75 is the distance between the trans-
mitter and the jammer. The maximum detection distance can then be derived as

105430

rry < (10 10 PTGTGJ(hThJ)Q)%'

2.1.3 Jamming distance due to power advantage

When the jammer has detected a signal, the jammer will, after the response time 7.,
output the jamming power on the current frequency. Asin the requirement for commu-

nication distance 2.1, we assume that the energy per information bitis £, = £25r¢x,
and the noise in the reciver without jamming is modeled as white gaussian noise with
power spectral density No = kTpF. We model the jamming signal in the receiver
as gaussian noise with power spectral density Ny = L4928 (W/Hz), where W is
the instantaneous bandwitdth for the communication system and L ; is the attenua-
tion between the jammer and the receiver. We assume that a jammed link in the radio

10
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Figure 2.1: Follower jamming distances.

network can be used for communication if the signal-to-noise-and-interference ratio
(SINR) at areceiver exceed a certain threshold level 75:

PrGrGRr

Ey
P = Flrn > 7 (2.4)

Mo+ Ny  TEIGR 1 KToF

In Equation 2.4, L ; iscalculated with the two-ray path-loss model givenin Equa-
tion 2.2,
Lon=—an_ (2.5)
T (hyhg)?’ '
where r ;i is the distance between the jammer and the receiver. Hence, for sufficient
jamming power to reach the receiver, the power advantage criteriafor distancer ;z can
be calculated by first solving L ;i from equation 2.4:

P;G;Gr 1
L
JR < EToF (1_%

PrGrGpR
ToRETQF

—1) (2.6)

where L isgivenby 2.2 and r ; p is solved from Equation 2.5 :

rir < LLl/Ig(thR)l/Q.

2.1.4 Timing criteria for FH with fixed dwell time

In addition to the previous conditions, the jamming power at a certain frequency must
reach the receiver before the radio signal at the receiver has switched frequency. The
time on each frequency is denoted the dwell time of the frequency hopping system,
Taw- In Figure 2.1, we can see the classical illustration of a follower jammer and a
transmitter and a receiver [4]. The figure shows the distances between the transmitter,

11
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jammer and the receiver. The corresponding propagation time is also included in the
figure; Trr denotes the propagation time between the transmitter and the receiver,
Ty is the propagation time between the transmitter and the jammer and 7' is the
propagation time between the jammer and the receiver.

We assume that the follower jammer initially is in its detection mode. As the
follower jammer isreached by transmitted power, it takesaresponsetime, T',., to output
interference power on the particular frequency. Thefollower jammer isthen interfering
the rest of the frequency hop. Due to the different propagation times, the jamming
power will begin to affect thereceived signal atime Try + Tyr — Trr + T, after the
signal from the receiver is received, see Figure 2.1. If the jammer disturbs a sufficient
part of the dwell-time, the error correction capability of the radio system cannot take
care of the errors and the jammer will succeed. Let us assume that the radio system
can withstand at most p of the dwell time to be disturbed. Then, the jammer needs to
jam more than a fraction p of the dwell time for successful jamming, or equivalently,
the following relation has to be fulfilled,

Tryg+Trir —Trr+ Ty < Taw(l — p). (2.7)

2.1.5 Partial-band jammer

One intelligent, but non-adaptive FH jamming threat is partial-band noise jamming.
The partial -band noise jammer concentrates jamming power in afraction of the system
bandwidth. In practice, the jammer may also hop the noise band to prevent avoidance
countermeasure, i.e., the FH system detects which band that isjammed and avoid using
it.

We let ¢ denote the number of available channelsfor the radio system. The system
bandwidth then becomes ¢V, where IV is the instantaneous bandwidth. This system
bandwidth may be spread out in a noncontiguous frequency band. Finding a large
enough available contiguousfrequency band can be difficult. Another reasonto chosea
noncontiguousfrequency band is to make it more difficult for the partial-band jammer.
However, we do not take this into account in our analysis and consider a contiguous
frequency band.

Thefollower jammer needsto jam at least p of the dwell timeto be successful. The
analogy for the partial-band jammer is that at least p of the system bandwidth ¢/ has
to be jammed. In 2.1.3, the power criteria for the follower jammer is described. For
the partial-band jammer the power criteriais obtained in similar way, by inserting the
jammed bandwidth ¢V p instead of W in Equation 2.4:

PrGrG
Eb Rirn- (2.8)

— = > To
No + Ny Iijji(]VC‘i}; + kTQF

2.1.6 Approximative analytical method

In this section we introduce the approximative method, that simplifies the previous
analysis, by reducing the number of distancesinvolved. The previousanalysisinvolves

12
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- Rx

Communication distance
Transmitter Receiver

Figure 2.2: Simplified analysis

three distances rr;, ryg and rrr, meaning that each communication link in the net-
work is affected, at least dlightly, differently by the jammer. A way to ssimplify the
analysisisto assume an equal jammer distance r to the the transmitter and the receiver.
That is, intheequationsweset rry=ryr =1, 17y =Tyr =T,and Lyr; = L p.
The topology becomes as shown in Figure 2.2. Then we can calculate for the different
criteriahow the communication distance r 1z depends on the distance to the jammer r.

2.2 System and parameters

The effect of jamming depend on the communication and jamming system as well as
the location of the jammer and the topology of the network. However, in this and the
next section the approximative analysis is used. This means that we do not specify a
whole network, only the communication distance between the nodes are included in
the analysis. Important parameters are distance to jammer, communication distance,
jamming power, response time of jammer and correcting capability of the radio system.

Both a NarrowBand-WaveForm (NBWF) and a WideBand-WaveForm (WBWF)
system are investigated. The instantaneous bandwidth is 50 kHz and 1 MHz for the
NBWF and the WBWF system, respectively. The radio system can withstand at most
p of the dwell timeto be disturbed, see 2.1.4.

The parameter p can be seen as the erasure correcting capability of the system. An
erasure is a received bit that can be identified as unreliable and is erased. Therefore
it can more easily be corrected than a random bit error. We are interested in high,
medium and low code rate system and investigate the three following valuesfor p: 0.2,
0.33, 0.5. The parameters of the radio systems are given in Table 2.1.

We consider two types of jammers, called a strong and aweak jammer. The strong
jammer isacapablejammer with 1000 W output power and an antennael evation height
of 24 meter. The weak jammer has output power 50 W and an antenna el evation height
of 6 meter, the parameters of the jammer are given in Table 2.2. It is assumed that

13
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the weak jammer is more mobile than the strong jammer, it can stop at a location,
quickly get ready to jam for a short while, and then move on to another location. As
a consequence it is anticipated that the weak jammer will be able to operate closer to
the network. The response time of the jammer isimportant, and it is assumed that the
response time can be shorter for a wide-band system than for a narrow-band system.
Thereforein the evaluation we use the response times 25 ;s and 100 ps for WBWF and
100 s and 500 s for NBWF. Furthermore, it is assumed the jammer only can operate
with a limited antenna gain as it has to be able to jam a rather wide sector (between
60 to 90 degrees) to cover the whole ad hoc network. We have fixed the antenna
gain to 8 dB even if the antenna gain of the jammer in practice could be adapted to
the situation, the distance to the network and the estimated maximum communication
distance between nodes.

Partial-band jamming is also considered. In that case it is the available system
bandwidth ¢V in relation to the instantaneous bandwidth of the radio system that is
important. We assume that the number of channels ¢ can be much larger for the NBWF
system than for the WBWF system (500 instead of 10).

Table 2.1: Parameters of communication nodes.

Parameter NBWF WBWF

Hop rate 1 hop/ms, 2 hop/ms 1 hop/ms, 4 hop/ms
Output power, Pr 20w 0w

Signal bandwidth, W 50 kHz 1 MHz

System bandwidth, ¢V’ 25MHz 10 MHz
Antennagain, Gr,Ggr 0dB 0dB
Antennaelevation height, h, hg 3 m 3m
SNR-threshhold, 7dB 7dB

Datarate, R 20 kbit/s 1 Mbit/s
Erasure correcting capability, p 0.20,0.33,0.50 0.20, 0.33,0.50
Noise factor, F' 20dB 20dB

Table 2.2: Parameters of jammer.

Parameter weak jammer  strong jammer
Output power, Pj 50 W 1000 W
Antennagain, G ; 8dB 8dB
Antennaelevation height, h; 6m 24m

Response time (NBWF), 7, 100 145,500 s 100 18,500 piS
Responsetime (WBWF), T;. 25 us, 100 us 25 us, 100 ps
Detection sensitivity -105dBm -105dBm

14
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2.3 Results

In this section we use the approximative analytical method for jamming evaluation,
described in 2.1.6, and study the impact of the three criteria mentioned in section 2.1
that limits the range of a jammer. The parameters for the investigated communication
and jamming systems are presented in section 2.2.

The time criteria depends on distances, frequency hopping rate, erasure correcting
capability p, and response time 7',.. It shows that an increased hop rate improves the
resistance to follower jamming. This happens if the time criteria limits the jammers
range. Clearly, the follower jammer needsto be closer than the detection distance to be
ableto detect the signal at all and determine which frequency to jam. The jammer also
need to be closer than the distance given by the power criteria otherwise the jamming
power isinsufficient.

Figures 2.3 to 2.10 show one diagram for each combination of the four parameter
options: weak or strong jammer, slow or fast jammer, low or high hop rate, NBWF or
WBWEF, described in section 2.2. We compare the three criterias for follower jamming
to the power criteriafor the partial-band jammer. Note that the erasure correction capa-
bility p isset to 0.3 for the partial-band jammer casein all the figures. When comparing
power criteriathe partial-band jammer will always have a power disadvantage and has
to be closer to the network than the follower jammer to be ableto jam alink of agiven
length.

For example consider the NBWF system with a hop rate of 1 hop/ms jammed by
the weak jammer in Figure 2.3. The detection distance is about 33 km and the time
criteria give minimum distances to jammer larger than 60 km. Thus, the hopping rate
is not sufficient high in this case the improve the jamming resistance. The follower
jammer needs to be closer than 33 km to the network to jam 10 km and longer com-
munication link, and closer than about 17 km to the network to jam 5 km and longer
communication links. In this case, the partial-band jammer is inferior and needsto be
closer than 10 km to the network to jam 10 km and longer communication links, and
closer than about 5 km to the network to jam 5 km and longer communication links.

As an other example consider the WBWF system with a hop rate of 4 hop/ms
jammed by the strong jammer in Figure 2.10. In this case the detection distance is suf-
ficiently large due to amuch higher elevated antennaand 40 W transmit power instead
of 20 W for the communication system. The follower jammer has sufficient power to
jam communication links 2.7 km and longer at a distance 40 km away. However, the
time criterion forces the follower jammer to be much closer to the network to jam such
links, e.g., at most 11 km away if p = 0.3 and at most 5 km away if p = 0.5. Inthis
case, it is better to use the partial-band jammer; it can jam communication links 2.7 km
and longer at a distance 30 km away.

Theresults show that a large avail able bandwidth makes partial-band jamming dif-
ficult. The partial-band jammer is rather competitive, when compared to the follower
jammer for WBWF (¢ = 10), but inferior the follower jammer for NBWF (¢ = 500).
Follower jamming is preferablefor the fast jammer case (responsetime 100 p:s) against
NBWEF, see Figure 2.3 and 2.5. Thetime criteriais critical for the slow (responsetime
500 us) follower jammer performance aganist NBWF with low hop rate, see Figure
2.4 and 2.6 . Here the erasure correction capability decides wether follower jamming

15
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Figure 2.4: NBWF, weak jammer with response time ¢,, = 500us, hop rate 1 hop/ms (left) and hop
rate 2 hop/ms (right).

or partial-band jamming is preferable. For the high hop rate (2 hop/ms) for NBWF,
the time criteria makes follower jamming useless and the partial-band jammer must
be used. Since partial-band jamming is less expensive and less complex compared to
follower jamming, it is a better choice when the jamming performance is comparable
between the two methods. So for jamming with the weak jammer against WBWF, we
note that partial-band jamming is preferable because the differencein the power crite-
riais quite small between the partial-band jammer and the follower jammer, see Figure
2.7 and 2.8. For jamming with the strong jammer against WBWF, there is a larger
differencein the power criteria between the partial-band jammer and the follower jam-
mer. For example, with a communication distance of 4 km, the follower jammer can
be 15 km further away from the communication nodes than the partial-band jammer.
Follower jamming is preferable for the slow hop rate (1 hop/ms). For the high hop rate
(4 hop/ms), the time criteria dominates and makes the follower jamming range small
compared to partial-band jamming. Therefore partial-band jamming is preferable, see
Figures 2.9 and 2.10.

How the hop rate influences the time criteria at a communication distance of 8 km
isshown Figure 2.11. Thetime criteria are calculated for hop rates up to 8 hop/ms and
arevalid for both types of communication and jamming system. However, this criteria
may not bethelimiting one. Note, the minimum distancesto jammer can not be smaller

16



200

FOI-R--4222--SE

PN
@
S

Min distance to jammer [km]
a 5
3 s

= = =Time criteria, rho = 0.2
= = = Time criteria, rho = 0.33
Time criteria, rho = 0.5
Detection criteria
Power criteria
Partial-band jammer

50

.
Min distance to jammer [km]
=
5
8

= = = Time criteria, tho = 0.2
= = = Time criteria, rho = 0.33
Time criteria, rho = 0.5
Detection criteria
Power criteria
Partial-band jammer

5

10

Communication distance [km]

10 15

Communication distance [km]

Figure 2.5: NBWF, strong jammer with response time ¢, = 100us, hop rate 1 hop/ms (left) and
hop rate 2 hop/ms (right).

200

PN
@
S

Min distance to jammer [km]
a 5
3 s

Figure 2.6: NBWEF, strong jammer with

= = =Time criteria, rho = 0.2
= = = Time criteria, rho = 0.33
Time criteria, rho = 0.5
Detection criteria
~—Power criteria
Partial-band jammer

Communication distance [km]

hop rate 2 hop/ms (right).

200

N
@
=)

.
Min distance to jammer [km]
@ 5
8 8

- = = Time criteria, rho = 0.2
= = = Time criteria, rhe 33
Time criteria, rho = 0.5

| | —Detection criteria

Power criteria
—— Partial-band jammer

response time

0 5

10 15

Communication distance [km]

t, = 500us, hop rate 1 hop/ms (left) and

N
N}
S

N
o
S}

@
S

Min distance to jammer [km]
IS @
3 3

N
S)

——— T e===== = == 120 T - - -
= = =Time criteria, rho = 0.2 - = = Time criteria, rho = 0.2
= = =Time criteria, rho = 0.33 = = = Time criteria, rh 33
Time criteria, tho =05 | - -« = == m o mmmm == === * 100 - Time criteria, tho = 0.5 *

Detection criteria.
Power criteria
Partial-band jammer

@
3

Min distance to jammer [km]
IS @
8 3

N
S

Detection criteria
Power criteria

Partial-band jammer

Communication distance [km]

Communication distance [km]
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Figure 2.9: WBWF, strong jammer with response time ¢, = 25us, hop rate 1 hop/ms (left) and hop
rate 4 hop/ms (right).
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Figure 2.11: Communication distance rrr = 8 km.

than 4 km, when the jammer is placed in between the transmitter and the receiver, as
the communication distance is 8 km. As can be seen, rather high hopping rates are
required to force the follower jammer close to the network. To force the jammer closer
than 15 km a hop rate of at least 3 hop/ms is required, also with the robust low rate
system (p = 0.5) and the slower jammer (¢, = 0.1). In case of the fast jammer, hop
rates above 5-6 hop/ms are required. If afast jammer gets closer very high hopping
rates are required to protect the network. In [2] we showed that a hopping rate of about
10-12 hop/msis required to protect the network if a fast follower jammer is located 5
km from the network.

2.3.1 Result conclusions

Table 2.3 is a summary of the evaluation displayed in figures 2.3 to 2.10. It shows
whether follower jamming or partial-band jamming is preferable for the four differ-
ent jammer cases (in the rows) and the four evaluated communication systems (in the
columns). We also indicate when the time criteriais critical for the follower jamming
performance. For WBWF, rather high hopping rates are required to protect the net-
work from afollower jammer. However for a mobile jammer with low power, there is
little gain for the jammer to choose follower jamming instead of partial-band jamming.
Using a high hopping rate does not help much if only a small system bandwidth is
available, i.e., few channelsto hop between. For NBWF the fast follower jammer, with
response time 100 ys, is more efficient than the partial-band jammer.
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Table 2.3: Results summary for the different jammer cases (in the four rows) and the evaluated

communication systems (in the four columns).

Transceiver— | NBWF NBWF WBWF WBWF
Jammer], low hop rate | high hoprate | low hoprate | high hop rate
Weak Follower Follower Partial-band | Partial-band
Fast

Weak Partial-band | Partial-band | Partial-band
Slow Time-crit. Time-crit.
Strong Follower Follower Follower Partial-band
Fast

Strong Partial-band | Follower Partial-band
Slow Time-crit.

Follower : Follower jamming is preferable for the jammer.
Partial-band : Partial-band jamming is preferable for the jammer.
Time-crit.: Small changes in time criteria affects follower jamming protection.
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3 Analysis of jamming effects on routing
protocols in different terrains

In this chapter we present results from detailed event based network simulations using
radio network routing protocol implementations and terrain based channel models. In
ascenario with afollower jammer, we will show how the jamming vulnerability differs
between terrain types. We will also show the effects of an intelligent jammer that take
advantage of the routing protocol structure, as welook at the possibilities of afollower
jammer that is jamming only the control slots of a network using the OL SR protocol
with an MPR-flooding routing algorithm.

Two different terrain types are investigated, which are described further in section
3.1. The parameters of the network nodes and the jammer are presented in section
3.2 and 3.3 respectively, and in section 3.4 the simulation environment setup and radio
implementation is described further. The results will be presented in section 3.5.

3.1 Terrain and scenario

Simulationsarerun in two different areas with different terrain type. Firstly, we look at
an areain northern Sweden with hilly terrain. Herethe hills are steep and the vegetation
is typical Swedish forest. Secondly, we look at an areain the south of Sweden where
theterrainismoreflat. Althoughtheflat terrain still has some hillsand vegetation, soit
isfar from a plane earth model. The channel path gain is pre-calculated for the chosen
terrain areas using DetVag-90. For more on DetVag-90, see [6], [7]. As areference,
simulations are also run using the plane earth model where the path gain is calcul ated
asin Equation 2.2 in section 2.1.1.

The communication network nodes are moving around in an area of 12 x 12 kilo-
meters, inarandomwalk pattern. Thejammer is stationary at adistance of 5 kilometers
from the end of the communication network, see Figure 3.1.

To be fair, the jammer would not position itself in a valley or behind an obstacle
from the target. We have therefore placed the jammer on a position that is relatively

12 km : 5 km

Figure 3.1: 70 network communication nodes are moving inside a square 12x12 km area. The
jammer is stationary 5 km east. The dashed line marks the terrain profiles in Figure 3.2.
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favourable at least in the direction of the center of the communication network. See
Figure 3.2 for terrain profiles between the jammer and the communication network.
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Figure 3.2: Terrain profiles for the two terrain types. The black line is the ground level, the green
is vegetation (trees) and the red is buildings. The terrain profile is taken from the marked line in
Figure 3.1. The communication network nodes are located in the area between 0 and 12 km. The
jammer is located at 17 km (i.e. 5 km from the end of the network).

3.2 Communication network parameters

The parameters used for each communication node are presented in Table 3.1. The
network consists of 70 nodes moving around an areaof 12 x 12 kilometers. The nodes
are communicating by sending broadcast traffic in the network, i.e. all packets are sent
to al nodes. The amount of traffic in the network is low enough not to overload the
network capacity. To investigate the effect on the routing protocol, both OLSR (using
MPR-flooding) and afull flooding algorithm are analysed.

Table 3.1: Parameters of communication network nodes.

Parameter Value used

Output power 0W

Antennagain x1(0dB)

Antenna elevation height 3m

Detection sensitivity -105dBm
SNR-threshhold 7dB

Erasure correction capability  1/3

Datarate 1 Mbit/s

Freguency hop rate 1,2,4,6,8, 10 khop/s
Noise factor 20dB

Routing protocol

OLSR, Flooding
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For the communication nodes, the frequency hop rate parameter is varied between
simulation runs. The frequency hop rate is set so that asingle TDMA time slot is split
in anumber of frequency hops. The hop rates are therefore chosen so that the number
of hops per slot isan integer. In our ssimulations, the data slot length is 2 ms (excluding
preamble and guard times). Table 3.2 present the time spent per frequency hop. The
frequency hop lengths presented include a short synchronization preamble. In OLSR
there are both data and control slots. The control slots are shorter than the data slots,
only 1 ms, but the time spent per frequency hop is the same for for both control and
data slots for any given hop rate.

Table 3.2: Time per hop for different frequency hop rates.

Hoprate Time per hop
(khop/s)  (ms)

1.001
0.501
0.251
0.168
0.126
0 0.101

P00 R~NER

3.3 Jammer parameters

In these simulations is a single follower jammer is used. The jammer parameters are
presented in Table 3.3. Some of the parameters are varied between the different simu-
lation runs.

Table 3.3: Parameters of jammer.

Parameter Values used
Output power 50 W, 1000 W
Antennagain x8(9dB)
Antennaelevation height 6m

Response time 25 us, 100 us
Detection sensitivity -105 dBm
Distance from net 5km

The scenario with a jammer at a distance of 5 kilometers from the far end of the
network might seem a bit optimistic from the jammer’s point of view. However, the
terrain made it hard to find suitable jammer positions further away from the commu-
nication network. To limit the number of simulations, we chose to use the 5 kilometer
jammer distance only. To make the scenario more realistic, we run simulations with
ajammer output power of 50 W, to behave like a smaller and more mobile jamming
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platform in comparison with the 1000 W output power used as an example of a heavy
jammer.

3.4 Simulation framework

For the simulations in this study, our in-house network simulator Aquarius is used.
In this study the user traffic is broadcasted in the network using either a full flooding
agorithm or MPR-flooding using OL SR.

Aquarius has an OL SR implementation following the standard OL SR RFC 3626
[8]. Toincrease the robustness of the routes, OL SR includesan optional link hysteresis
model that, based on received control packets, tries to estimate the reliability of a
link. This hysteresis model is activated in our OLSR simulations. Using the default
parametersfor the hysteresis algorithm, OL SR will consider anew link reliableif three
consecutive control packets are received. However, if one packet is lost on areliable
link, the link will be considered unreliable.

The routing of the packets in the OL SR network is done by the Multi-Point-Relay
(MPR) method, most promptly described asthe Simplified Multicast Forwarding (SMF)
framework [9]. The MPR selection algorithm is described in the OLSR RFC 3626 [8].
At MAC-level, a basic time-division multiple access protocol, with equal static shar-
ing of time dlots, is used for all simulations. For a more detailed description of the
waveform see [10].

At the physical level of the receiving node, the signal-to-interference level (SINR)
per frequency subchannel is recorded per time event basis. The channel capacity per
subchannel C; is calculated according to Equation 3.1.

. P
C; = min (C’max,log2 (1 + WNi/:—J)> (3.1

Where P is the received signal power per subchannel, 7 is SNR margin, W is the
subchannel bandwidth, N is the noise spectral density and J is the interference per
subchannel. Thereis also a limitation on the channel capacity, C'max, to prevent the
capacity to exceed the maximum possible capacity by our specified modulation and
coding scheme.

A packet is successfully received if the total channel capacity average over time
and frequency of the entire packet arrival, exceeds the threshold C'yy,, as described in

Equation 3.2
S M,

TL% Z Z Cﬂfj > Cth (32
p

i=1 j=1

where S is the number of subchannels, 77, is the total packet length, ¢; is the time
duration over which C; is constant and M, isthe number of these time intervals.

As an example; in our case we have 1 Mbps datarate and 1 MHz bandwidth which
would gives us a capacity threshold, Cyp,, of 1 bit/Hz. This is the threshold to suc-
cessfully receive a packet. To include the SNR threshold of 7 dB, the SNR margin 7 is
used. We a so have an erasure correction capability of 1/3 which needsto be accounted
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for. Therefore the maximum channel capacity limit, C'max, is set to 2/3 so that if 1/3 or
the packet islost but the rest of the packet is received without any loss, the packet will
still be successfully received.

3.5 Simulation results

Because of the terrain, the position of the jammer is critical. A good position can give
the jammer a line of sight to the target even at long distances, but a bad position can
block the signal path entirely. These simulation results are to be seen as an exampl e of
apossible jammer position, as explained in section 3.1.

The effects of atering the terrain, the output power of the jammer and the response
time of the jammer will be presented. All other parameters, positions and movements
on the communication network are identical in all simulations. We will also show re-
sults on the impact of intelligent jamming of the communication protocol OLSR by
only jamming the control slots, in contrary to jamming all data lots. Also the differ-
ence between jamming a network running an OL SR protocol that uses M PR-flooding
for broadcast communication, compared to a more robust full flooding algorithm.

To succeed in jamming, the jammer needs to both detect the sender, have a short
enough response time, including the propagation delay, and also have a power advan-
tage over the sender at the receiving node.

The results that are to be further discussed and analyzed below are based on the
mean delivery ratio of packets in the communication network, shown in Figure 3.4 -
Figure 3.9. The delivery ratio is calculated by measuring the total amount of packets
transmitted and received in the entire network. Since broadcast traffic will be deliv-
ered to all other nodes, the delivery ratiois calculated as % wherep,., isthetotal
number of received packets, p,, is the total number of transmitted packets and N is
the number of nodes in the network. There is one figure each for the different combi-
nations of flat, hilly or no terrain and using the OL SR (MPR-flooding) protocol or the
full flooding agorithm. The parameters for the different plots in each figure are then
jammer output power, whether the jammer isjamming control slots only or all slots (in
case of OL SR routing), and the jammer response time.

3.5.1 Meeting the time criteria

First we analyse if the hop rate of the communication nodes can " outrun” the jammer.
In our case, we also have an erasure correction capability, according to Table 3.1 one
third of a packet can be lost before the packet is dropped. From this, simplifying
the argument in Equation 2.7 from section 2.1.4, we realize that the jammer can never
successfully jam anythingwhere (7', +T;r) > %wa, where T isthejammer response
time, T'; g isthe propagation delay between the jammer and the receiving nodeand 7 4,,,
is the frequency hop length, since the jammer needs to jam more than one third of the
packet length. Using this with Table 3.2, ajammer response time of 100 ps can never
successfully jam anything with hop rate 6 khop/s from a distance of 5 kilometer. A
jammer response time of 25 us on the other hand is harder to outrun. At a hop rate of
10 khop/s, the jammer can still theoretically jam more than one third of the slots from
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a5 kilometer distance. Although at larger distances, i.e. further into the network, the
jammer will not be able to jam anything at 10 khop/s.

Theresultsfrom simulations clearly showsthistoo, by looking at what hop rate the
communication network manage to stay connected at. In Figure 3.4 - Figure 3.9 we
can seethat at a hop rate of 6 khop/s the communication network is no longer jammed
when the jammer has a response time of 100 us. In the case that the jammer response
timeis 25 s, the networks with 10 khop/s only slightly affected by the jammer.

3.5.2 Terrain and power

As mentioned, the position of the jammer is critical here. A good position can give
the jammer aline of sight to the target even for long distances, but a bad position can
block the signal path entirely, especially in hilly terrains.

The resulting packet delivery ratio in the two terrains can be compared in Fig-
ure3.4- Figure3.7. Althoughit is hard to draw a general conclusion from this because
of the large variations due to the position of the jammer, our simulations show that
the network in the flat terrain is more jammed than the network in the hilly terrain,
even though the network in the flat terrain has better connectivity beforeit is jammed.
The connectivity can be seen when looking at the results from full flooding without a
jammer. The network is 100% connected in the flat terrain, Figure 3.7, but only 97%
connected in the hilly terrain, Figure 3.5.

Looking back at Figure 3.2, note that the jammer position in the flat terrainis very
favourable for the jammer. There, al the nodes in the communication network are
located below the jammer. From the terrain profile for the hilly terrain, we see that
there are more obstacles in the path between the jammer and the target nodes. It can
also be noted, although not depicted here, that these obstacles are even bigger in some
of the paths from the jammer to other spots in the communication network area, i.e.
the path to the corners of the network area, while the flat terrain profile is relatively
similar in al angles.

To get a better view of the network connectivity, Figure 3.3 shows snapshots of
the network for the different terrain types. Here, all symmetrical communication links
are marked blue and all jammed links are marked red. More specificaly, the links
considered jammed in this figure are symmetrical links that existed when there was no
jammer. With the jammer present, only the blue symmetrical links are left. Firstly,
note the different connectivity in the three different terrain types by observing the total
number of communication link (jammed plus non-jammed). Secondly, notice that the
jammed links are not necessarily only the onesthat are closest to the jammer, especially
in the case with the hilly terrain. Again, the terrain and the fact that the jammer needs
to both detect the sender and have a power advantage on the receiver makes both short
nearby links and distant long links harder to jam.

The results from the simulations with terrain can also be compared to simulations
run with a simple plane earth model, where the path gain is calculated as in Equation
2.2insection 2.1.1. Theresults shownin Figure 3.8 and Figure 3.9 differ alot from the
other results which shows the importance of using terrain in simulations of scenarios
like this. Looking at the simulation results from the plane earth simulations, we see
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that the jammer with 50 W output power is not able to do much damage. The jammer
with 1000 W output power on the other hand totaly kills the entire network for low
frequency hop rates. In the plane earth simulation the network is fully connected and
has alot more links, i.e. aternative routes, than for the scenarios with terrain. 50 W
jammer output power is simply not enough to knock them al out. When the jammer
output is raised to 1000 W, the power overtake for the jammer is enough to take out
amost the entire network. These results show that the terrain will both cause lower
connectivity in the network, but also creates a certain protection from a single jammer.
Thisis most clearly seen in the results of the scenario with the 1000 W jammer. We
know from the plane earth reference simulation that the jammer has a power advantage,
but it still does not succeed in jamming the flat terrain quite as well, and in the hilly
terrain it has an even harder time to jam the network.

3.5.3 Routing protocol

To investigate the effect of jamming the network routing protocol, different simulations
are run using either OL SR or full flooding. In our simulations, all traffic is broadcast
traffic, which means that OL SR imply M PR-flooding.

In our simulations, the network is quite sparse. As mentioned before, we can see
that the network is fully connected in the flat terrain but only 97% connected in the
hilly terrain. While using OL SR the delivery ratio of the non-jammed, fully connected
network in the flat terrain is 98% and only 94% in the hilly terrain. In the results from
the simulations with OLSR, in Figure 3.4, Figure 3.6 and Figure 3.8, we can see the
effect of loosing the MPRs when they are jammed. When jamming all slots, OLSR is
more vul nerable than the more robust full flooding a gorithm.

As another experiment on the robustness of OL SR, we |et the jammer be more in-
telligent by only jamming the control slots where the Hello messages are sent. The
results are shown as the dashed lines in Figure 3.4, Figure 3.6 and Figure 3.8. The
simulation results show that this is enough to have an impact on the network delivery
ratio. What happens when the Hello messages are jammed is that the links are con-
sidered bad by the protocol and are not used as MPRs to relay data on. Although the
closest neighbours (one hop neighbours) will still be able to receive packets over these
links.

3.5.4 Simulation result conclusions

From our simulations we can see that the terrain has great influence on the network,
both on the connectivity of the communication network alone and in a scenario with
afollower jammer. The positioning of such a jammer is critical when measuring the
impact of the jamming. Although it is hard to draw a general conclusion from this
because of the large variations due to the position of the jammer, our simulations show
that the network in the flat terrain is more jammed than the network in the hilly terrain,
even though the network in the flat terrain has better connectivity beforeit is jammed.
Hence, the terrain will both cause lower connectivity in the network, but also create a
certain protection from ajammer. Together with the fact that the jammer needs to both
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detect the sender and have a power advantage on the receiver, the hilly terrain makesit
harder to jam a communication link, since the probability is higher for any one of the
two nodes to be located behind terrain obstacles.

When investigating the network protocol in a scenario with a follower jammer,
we compare OL SR MPR-flooding with a full flooding algorithm. Note, full flooding
provides the best delivery ratio that can be obtained given the jammed links in the
network. The results show that although OL SR MPR-flooding is not as robust as full
flooding, itisstill relatively robust. Inthe case of anintelligent follower jammer, which
only jamsthe OL SR control traffic, theimpact on the network delivery ratio is evident,
although not as high as when jamming all traffic.
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Figure 3.3: A snapshot of the network links. The communication network is running the OLSR
protocol has a frequency hop rate of 4 khop/s. The jammer has an output power of 50 W and a
response time of 100 ps and is located 5 km to the right of the network plot. Jammed links are
marked red and non-jammed communication links are marked blue.
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Figure 3.4: Delivery ratio in network running OLSR protocol for broadcast communication (MPR-
flooding) in hilly terrain. The parameters for the different plots are jammer output power, whether
the jammer is jamming control slots only or all slots, and the jammer response time.
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Figure 3.5: Delivery ratio in network with full flooding broadcast communication in hilly terrain.
The parameters for the different plots are jammer output power and the jammer response time.
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Figure 3.6: Delivery ratio in network running OLSR protocol for broadcast communication (MPR-
flooding) in flat terrain. The parameters for the different plots are jammer output power, whether
the jammer is jamming control slots only or all slots, and the jammer response time.
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Figure 3.7: Delivery ratio in network with full flooding broadcast communication in flat terrain.
The parameters for the different plots are jammer output power and the jammer response time.
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Figure 3.8: Delivery ratio in network running OLSR protocol for broadcast communication (MPR-
flooding) in a plane earth simulation model, i.e. no terrain. The parameters for the different plots
are jammer output power, whether the jammer is jamming control slots only or all slots, and the
jammer response time.
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Figure 3.9: Delivery ratio in network with full flooding broadcast communication in a plane earth
simulation model, i.e. no terrain. The parameters for the different plots are jammer output power
and the jammer response time.
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4 Conclusions

How to provide protection against jamming is an important issue for tactical radio net-
work performance. Frequency hopping (FH) is an often used jamming protection tech-
nique. However, an adaptive jammer, as a fast follower jammer, can be a serious threat
to atactical ad hoc network using FH. The threat can be regarded as increasing, as
very capable real time spectrum analyzers and waveform generators are commercially
available and fast follower jammers can be built based on such commercial equipment.
Another, non-adaptive, FH jamming threat is partial-band noise jamming.

In this report, ad hoc networks exposed to jamming are examined. An approxi-
mative analytical method based on three separate follower jammer criteriais devised
(detection, power and time). We compare the three criterias for follower jamming with
the power criteriafor the partial-band jammer. Sixteen jammer-communication system
combinations has been evaluated, based on all combinations of four system options:
(1) aweak or astrong jammer (power and antenna gain), (2) aslow or afast jammer
(response time), (3) alow or a high frequency hop rate, (4) a narrow band (NBWF) or
awideband waveform (WBWF).

We summarize what is the best option for the jammer in those sixteen jammer-
communication examples. A large available bandwidth makes partial-band jamming
difficult. The partial-band jammer is rather competitive, when compared to the fol-
lower jammer for WBWF with arather small number of channelsto hop on, but inferior
the follower jammer for NBWF with a large number of channels to hop on. Follower
jamming is preferable for the fast follower jammer option against NBWF. The time
criteriais critical for the slow follower jammer performance against NBWF with low
hop rate. Here the erasure correction capability decides whether follower jamming
or partial-band jamming is preferable. For the high hop rate, the time criteria makes
follower jamming useless and the partial-band jammer must be used. For jamming
with the weak jammer against WBWF, we note that partial-band jamming is preferable
because the differencein the power criteriais quite small between the partial-band jam-
mer and the follower jammer. For jamming with the strong jammer against WBWF,
thereis alarger difference in the power criteria between the partial-band jammer and
the follower jammer. Follower jamming is preferable for the slow hop rate in this
case. For the high hop rate, the time criteria makes the follower jamming range small
compared to partial-band jamming and therefore partial-band jamming is preferable.

In order to study the network properties under follower jamming, event based net-
work simulations are performed. Focus is to examine how the terrain and the network
protocols influence the jamming resistance. To measure the performance of the net-
work the packet delivery ratio is used. The terrain influences how easy it isto jam a
network. Two areas with different terrain types are tested. An areain northern Swe-
den with hilly terrain and an area in the south of Sweden where the terrain is more
flat. Asareference, aplane earth model is also tested as the flat terrain still has some
hills and vegetation and is far from a plane earth model. The network in the flat ter-
rain becomes more jammed than the corresponding network in the hilly terrain. The
fact that the jammer needs to both detect the sender and have a power advantage on
the receiver makes it harder to jam in a hilly terrain than in a flat terrain. Of interest
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in the jamming robustness of the network protocols, we investigate a network using
OL SR MPR-flooding and compare with a network using full flooding. Also, we study
the effects of intelligent jamming that take advantage of the routing protocol structure
and only jam the protocol control traffic. Even if not as robust as full flooding, OLSR
MPR-flooding is still fairly robust under jamming. To only jam the control protocol
traffic has an impact on the network delivery ratio, but not as high impact as when al
traffic is jammed.
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