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Sammanfattning

I den hér rapporten ger vi en Oversikt dver metoder och tillimpningar med artificiell
intelligens for militart beslutsstod. Fokus ligger pa de taktiska och operativa nivaerna.
Tillimpningar finns inom analys av stora méngder spaningsdata, underrittelsedata m.m.,
samt inom stdd till planering och genomforande av operationer pé taktisk och operativ
nivd. Analysen baserar sig pa 6ppna publikationer i den vetenskapliga litteraturen inom
omrédet artificiell intelligens for militért beslutsstod och tillhdrande delomradden som
maskininlérning och djupinldrning.

Analysen &r grupperad i tre delomraden: (i) deskriptivt beslutsstod, (ii) prediktivt
beslutsstod, och (iii) preskriptivt beslutsstod. Dessa tre omraden svarar pa fragor av
typen: (i) vad dr ldget, (ii) vad kommer att hinda, och (iii) vilka handlingsalternativ har
jag och hur ska jag agera?

Studien bygger pd Horizon Scanning-sdkningar som inkluderar minst en av de
vetenskapliga termerna artificial intelligence, machine learning eller deep learning i
kombination med minst en av de militira termerna military, defense och command and
control. Sokningarna har gjorts med hjélp av FOIs datorverktyg HSTOOL.

En slutsats fran studien &r att artificiell intelligens idag kommer starkt pa alla fronter.
Artificiell intelligens omfattar ménga olika metodiker; automatiskt resonerande for att
dra slutsatser och ge rekommendationer, approximativt resonerande for att hantera
osédker information, och maskininldrning for att 1ata datorn ldra sig sjélv frdn exempel
eller frdn feed-back fran datoriserade spel eller simuleringssystem. Allra hetast inom
artificiell intelligens &r maskininldrning, och speciellt djupinldrning.

Att endast anvdnda maskininldrning kommer dock inte att vara tillrdckligt som metod
for militart beslutsstod. Det dr nodvéndigt att ta resultaten frdn maskininldrning och
inkludera dem i de beslutsstodssystem som interagerar med information fran automatiskt
och approximativt resonerande och informationsfusion. De sammanlagda resultaten
sammanstélls och presenteras for beslutsfattarna.

Det vi bor forvéinta oss under nésta decennium dr ett mycket stort antal framgangsrika
tillimpningar av Al inom manga olika avgriansade tillimpningsomraden i savil den
civila som militéra vérlden.

For den militdra sektorn géller att nyttan med artificiell intelligens 4r att leverera ett
avgorande stod nér tiden ar alltfor knapp, eller nér antalet valmdjligheter &r alltfor stort
for att minniskor ska kunna analysera alla handlingsalternativ.

Nyckelord: Artificiell intelligens, maskininldrning, neurala nitverk, djupinldrning, nésta
generations Al, XAl, militdrt beslutsstod, militdr ledning.
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Summary

In this report we provide an overview of methods and applications with artificial
intelligence for military decision support. The focus is on the tactical and operational
levels. Applications are available in analyzing large amounts of surveillance data,
intelligence data, etc., and support for planning and execution of operations at tactical
and operational levels. The analysis is based on open publications in the scientific
literature in the field of artificial intelligence for military decision support and associated
areas of machine learning and deep learning.

The analysis is grouped into three subdivisions: (i) Descriptive decision support, (ii)
Predictive decision support, and (iii) Prescriptive decision support. These three areas
answer questions of the type: (i) What is the situation, (it) What will happen, and (iii)
What action options do I have and how do I act?

The study is based on Horizon Scanning that include at least one of the scientific terms
artificial intelligence, machine learning or deep learning combined with at least one of
the military terms of military, defense and command and control. The searches have been
done using FOI’s computer tool HSTOOL.

A conclusion from the study is that artificial intelligence today is strong on all fronts.
Artificial intelligence includes many different methodologies; automated reasoning to
draw conclusions and provide recommendations, approximate reasoning dealing with
uncertain information, and machine learning to let computers learn from examples or
from feed-back from computerized games or simulation systems. The hottest area within
artificial intelligence is machine learning, and especially deep learning.

Using machine learning, however, will not be sufficient as a means of military decision
support. It is necessary to take the results of machine learning and include them in the
decision support systems that interact with information from automated and approximate
reasoning and information fusion. The aggregate results are compiled and presented to
the decision makers.

What we should expect in the next decade is a very large number of successful
applications of Al in many different defined areas of application in both the civilian and
military sectors.

For the military sector, the benefit of artificial intelligence is to deliver decisive support
when time is too short or when the number of choices is too big for people to analyze all
alternative actions.

Keywords: Artificial Intelligence, Machine Learning, Neural Networks, Deep Learning,
eXplainable Al, XAI, Military Decision Support, Military Command and Control.
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1 Inledning

I denna studie presenterar vi en Oversikt dver metoder och mdjliga tillimpningar med
artificiell intelligens' (Al) [1] for militirt beslutsstdd’. Fokus ligger p& de taktiska och
operativa nivéerna. Tillimpningar omfattar analys av stora mingder spaningsdata,
underrittelsedata m.m., och stod till planering och genomftrande av operationer pa taktisk
och operativ nivé vid ledning av bataljon och brigad, samt hantering av méjlig vilseledning.
Analysen baserar sig pa 0ppna publikationer i den vetenskapliga litteraturen inom omradet
artificiell intelligens och tillhérande delomrdden maskininldrning (eng. machine learning)
och djupinldrning (eng. deep learning) for militdra beslutsstodstillimpningar inom
ledningssystemomrédet.

1.1 Typer av beslutsstod

Problemstéllningar och &tfoljande beslutsstodsmetodik &r i rapporten grupperade i tre
delomraden utifran typ av beslutsstod: (i) deskriptivt beslutsstid, (it) prediktivt beslutsstod,
och (iii) preskriptivt beslutsstod. Dessa tre omraden svarar pd fragor av typen: (i) vad &r
laget och vad ar det som hénder, (i7) vad kommer att hinda med ldgesbilden i den néra
framtiden och hur utvecklas hotet, och (iii) vilka handlingsalternativ har jag for att mota
motstdndaren och hur ska jag agera och hantera mina resurser for att uppnd mina mal och
minimera alla risker, figur 1? De tre omradena fOljer pd varandra i en logisk
berikningsordning (7)—(ii)—(iii), men pagér alla tre kontinuerligt och parallellt. I termer av
OODA-loopen® s& motsvarar det faserna observera, besluta och agera.

Preskriptiv fas
Att gora planer

Deskriptiv fas Prediktiv fas

Lagesbild Prediktion Att viirdera

planer

Att omplanera
planer

Figur 1. Olika faser av informationsbearbetning i ett ledningssystem.

Alla tre faser anvénder metoder fran bade informationsfusion och Al. Dértill anvénds ibland
simuleringsmetodik. Fokus for Al-metoder ligger i den avslutande preskriptiva fasen, men
omfattar &ven metoder inom de tva tidigare faserna, figur 2. D4 sammanvéivda med metoder
frén informationsfusion.

! Al dr den intelligens som uppvisas av maskiner till skillnad frén den intelligens som finns hos ménniskor. Inom
datavetenskap anviands Al som begrepp for den forskning som studerar intelligenta agenter som kan resonera
om och léra sig fran sin omgivning. I dagligt tal anvinds termen Al ndr en maskin harmar kognitiva funktioner
som ménniskor forknippar med larande och problemldsning.

2 Med beslutsstdd avses anvindningen av datorsystem som analyserar och sammanstiller information fran flera
kéllor for att presentera ett underlag som leder till mer effektivt beslutsfattande.

3 OODA-loopen refererar till beslutcykeln av att observera, orientera, besluta och agera (eng. observe, orient,
decide, act).
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Deskriptiv fas i Prediktiv fas i Preskriptiv fas

Artificiell intelligens

Informationsfusion

Figur 2. Fokus for beslutsstod med Al ligger i den preskriptiva fasen; det egentliga beslutsstodet.

Den Al vi studerar i denna rapport dr den som idag och i framtiden kan bidra till att 16sa
problem inom olika omraden, hér fokuserat pa stod till militért beslutsfattande pa taktisk
och operativ niva for alla arenor. Den forskning som beskrivs dr den som under de senaste
fem aren har uppmirksammats mest i den citerande litteraturen oavsett nir
originalpublikationen publicerades. De metoder och tillimpningar som beskrivs dr ofta
realiserbara idag eller inom de ndrmsta aren. Nagra metoder har ett langre perspektiv.

Studien bygger pd Horizon Scanning-sdkningar som inkluderar minst en av de
vetenskapliga termerna artificial intelligence, machine learning eller deep learning i
kombination med minst en av de militdra termerna military, defense och command and
control. Sokningarna #r gjorda i databasen Web of Science* (WOS) hos Thomson Reuters
med hjélp av FOIs datorverktyg HSTOOL som rankar artiklar efter citeringar under fem ar,
ett ar och utifran citeringstrend dver de senaste fem dren m.m.. Analysen &r kompletterad
med artiklar som valts ut baserad pa aktuell nedladdningsstatistik (inom WOS) 6ver artiklar
som dr sd nya att de dnnu inte har hunnit fa sina forsta citeringar, samt dértill nagra resultat
fran den internationella konferensen Neural Information Processing Systems® (NIPS 2016)
och viss ovrig litteratur. En avgrinsning i denna 6versikt dr att omradet Al for cyberforsvar
inte behandlas. Omrddet ar dock betydelsefullt, med ménga tillimpningar av
maskininldrning.

1.2 Trender

En slutsats fran studien ar att Al idag kommer starkt pa alla fronter. Tva exempel pa olika
militdra nivder dr Al 1 beslutsstodssystem for central informationsbehandling i ett
hogkvarter, resp. Al i autonoma system som dr distribuerade over slagfiltet och kan fatta
egna beslut.

Al omfattar ménga olika metodiker, t.ex. automatiskt resonerande for att dra slutsatser och
ge rekommendationer i beslutsstddssystem, approximativt resonerande for att hantera
osdker information vid underrittelseanalys, och maskininldrning dér datorn lar sig sjélv,
antingen fran stora mingder exempel, eller med hjdlp av feed-back frén datoriserade spel
eller simuleringssystem. Det delomrdde av Al som varit allra hetast de senaste tre aren &r
maskininldrning, och dé speciellt den typ av maskininldrning som kallas djupinlérning.

Djupinlérning finns i fyra olika varianter:

e Djupinldrning som lér sig utifrdn exempel (eng. supervised learning) och har haft
ett revolutionerade genombrott 2014-2016. Exempel finns inom (i)
bildigenkénning (t.ex. att kéinna igen ansikten, att kora bil, tolka sensordata, och for
att kora autonoma fordon), (i) inom sprakforstaelse (automatisk dversétta texter,
lasa, forstd och sammanfatta rapporter), (iif) inom inldrning av strategier fran
exempel (t.ex. bradspelet Go, inldrning av taktik och strategier for strid).

e Djupinldrning som anvénds i situationer med alltfor lite tréningsdata kan istéllet
trdnas mot en alternativ datamdngd eller mot utdata fran ett simuleringssystem.
Darefter kan det Overflyttas till det egentliga problemet for att dir genom

4 https://www.webofknowledge.com/ (december 2017).
5 Konferensen NIPS ir virldens storsta neuronnitskonferens dér 40% av de vetenskapliga presentationerna var
inom delomradet djupinldrning, se https://nips.cc/ (december 2017).



FOI-R--4552--SE

sluttraning. Metodiken kallas for transfer learning och har ett pagaende genombrott
just nu. For militéra tillampningar pa hog niva (taktisk, operativ niva) kommer detta
bli mycket viktigt. Exempel pa sadana tillimpningar dr utvecklande av ny taktik,
beslutsstod for konfiguration av styrkor baserat pa typ av insats etc. Se [2] for en
beskrivning av DARPAs® arbete med transfer learning.

e Djupinldrning som lér sig utan exempel (eng. unsupervised learning) blir sa
smaningom &nnu viktigare dn de tva ovan. Det forvintas fa ett genombrott inom
cirka fem é&r. Tillimpningar finns idag (i) inom monsterigenkénning, (i7) inom
avvikelsedetektering och normalbild, (i) och inom automatisk klustring och
hantering av underréttelserapporter.

e Djupinldarning med sekventiell aterkoppling under inlérningen (eng. reinforcement
learning) forvintas fa ett genombrott om cirka tio ar. Exempel ar att ldra sig
strategier utan exempel pa alla nivéer tillsammans med feed-back fran
simulatorsystem eller datorspel.

Att endast anvdnda maskininldrning, oavsett hur revolutionerande och framgéngsrik den &r,
kommer dock inte vara tillracklig som metod for militédrt beslutsstod. Det ér helt nddvandigt
att ta resultaten frdn maskininldrning (vilka ofta dr pa en sub-symbolisk niva under den niva
didr minniskor tidnker) upp till den symboliska nivdn och inkludera dem i de
beslutsstodssystem som interagerar med information fran automatisk och approximativt
resonerande och informationsfusion. De sammanlagda resultaten sammanstélls for att
presenteras och visualiseras for beslutsfattarna.

Den Al som kallas artificiell generell intelligens (eng. artificial general intelligence) och
syftar till att i framtiden kunna bygga system som Overtrdffar ménniskans hjérna i
komplexitet och hastighet med en generell formdga till resonemang pa en ménsklig eller
overminsklig niva berors inte i rapporten. Trots de enorma framgéngarna inom Al de
senaste aren sd dr det langt kvar till en generell artificiell intelligens motsvarande
méinniskans intelligens. Storleken pé de storsta neuronnét som anviands inom djupinlérning
idag motsvarar ungefir storleken pa en grodas hjdrna, och vintas inte na samma storlek som
en ménniskas hjdrna forrdn omkring ar 2050. En generell artificiell intelligens ligger saledes
minst ndgra artionden fram i tiden, mdjligen mycket mer &n s [3]. Det vi bor forvénta oss
under ndsta decennium 4r istillet ett mycket stort antal avgransade (icke generella) men
spektakuldrt framgéngsrika tillimpningar av Al inom ménga olika avgrinsade
tillimpningsomraden i bade den civila och militéra vérlden.

For den militéra sektorn géller att nyttan med Al-system ér att de kan leverera ett avgorande
systemstdd nér tiden dr alltfor knapp, eller nér antalet valmojligheter &r alltfor stort for att
ménniskor ska kunna analysera alternativa handlingsalternativ. Att bedriva krigféring under
2000-talet utan stod fran Al kan komma att vara lika forédande som att kriga utan flygvapen
under 1900-talet.

Den strategiska betydelsen av att anvinda Al pé taktisk och operativ nivd kan saledes
knappast 6verdrivas. Ayoub och Payne [4] skriver att “a domain specific Al could radically
shift military power towards the side that develops it to maturity. Domain-specific AI will
be transformative of conflict, and like previous transformations in military capability it has
the potential to be profoundly disruptive of the strategic balance. (...) [T]actical and
operational systems hold most promise, and that these will have a strategic impact.” Pa
taktisk nivd 14r kraftiga nya genomslag for Al ske forst inom luftarenan (t.ex.
automatisering), den maritima arenan (t.ex. ny taktik) och inom informationsarenan (t.ex.
cyberforsvar). Pa operativ niva kan vi forvéntas se Al i kombination med simulering inom
alla arenorna (t.ex. inom operativ planering for markarenan). Strategisk niva ldr dock vara
en i huvudsak ménsklig aktivitet under lang tid, som dock kan stdttas av beslutsstod baserat
pa Al och simulering.

¢ Defense Advanced Research Projects Agency (DARPA), USA.
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I USA har det nyligen gjorts en studie om Al pé uppdrag av amerikanska Intelligence
Advanced Research Projects Activity (IARPA) (se Allen och Chan [5]). Studien noterar den
starka tekniska utvecklingen inom Al (speciellt inom den civila sektorn) under de senaste
fem é&ren. Den ldmnar f6ljande elva rekommendationer till amerikanska
forsvarsdepartementet:

e "DoD'" should conduct Al-focused war games
to identify potential disruptive military
innovations, Artificial

Intelligence and °

National Security

BELFER CENTER STUDY

e “DoD should fund diverse, long-term-focused
strategic analyses on Al technology and its
implications,

o  “DoD should prioritize AI R&D spending on
areas that can provide sustainable advantages
and mitigate key risks,

o “The U.S. defense and intel communities should
invest in ‘“‘counter-Al” capabilities for both
offense and defense,

o  “DARPA, IARPA, the Office of Naval Research,
and the National Science Foundation should be
given increased funding for Al-related basic
research,

e “DoD should release a Request for Information (RFI) on Dual-Use Al Capabilities,

o “In-Q-Tel™ should be given additional resources to promote collaboration between
the national security community and the commercial Al industry,

e “The National Security Council, the Defense Department, and the State Department
should study what Al applications, if any, the United States should seek to restrict
with treaties,

e “DoD and the Intelligence Community should establish dedicated Al-safety
organizations,

e  “DARPA should fund research on fail-safe and safety-for-performance technology
for Al-systems,

o “NIST® and the NSAM™ should explore options for countering Al-enabled forgery.”

Aven Kina satsar kraftigt pa forskning om Al Kinas mal &r att nd upp till visterldndsk
forskningsnivé inom tre ar, gora stora forskningsgenombrott till 2025 och lata kinesisk Al
bli “the envy of the world” &r 2030 [6]. Kina lanserade i juli 2017 en utvecklingsplan for en
ny generation av Al [7]. I den forsta fasen till 4r 2020 satsas 150 miljarder yuan'!, i andra
fasen till 2025 &ar omfattningen 400 miljarder yuan och i tredje fasen till 2030 &r
omfattningen 1000 miljarder yuan. Planen omfattar savél grundforskning som civil och
militér tillimpad forskning med huvudfokus pé den civila delen. Den militéra forskningen
avses att nidra integreras med den civila. Man avser att starta nya forskningsinstitut,
universitet, och militdra enheter etc. Den militdra forskningsfokusen avses omfatta Al i
ledningssystem, Al for beslutsstod, Al som stod till militirt beslutsfattande, och Al i
forsvarsmateriel 2,

Ocksa i Sverige gors en betydelsefull forskningssatsning pa Al. Knut och Alice Wallenbergs
Stiftelse meddelade i november 2017 att de ansldr en miljard kronor till forskning om Al
over tio &r'3.

7 Amerikanska forsvarsdepartementet (eng. United States Department of Defense (DOD)).

8 https://en.wikipedia.org/wiki/In-Q-Tel (december 2017).

% National Institute of Standards and Technology (NIST), USA.

19 National Security Agency (NSA), USA.

' Valutakurs: CNY 1 = SEK 1,26 (1 december 2017).

12 Analysen av [7] baserar sig p4 en text som dr maskindversatt frén kinesiska till engelska.

13 https://kaw.wallenberg.org/press/kaw-jubileumsdonation-ai-och-kvantteknologi (december 2017).

10
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2 Deskriptivt beslutsstod

I den deskriptiva fasen tar man med hjilp av metoder frén informationsfusion och Al fram
en aktuell lagesbild. Dér ingar att klassificera inkommande information, identifiera aktuell
situation, konstruera en ldgesbild som uppdateras dynamisk, samt kontrollera om det egna
systemet utsitts for vilseledning. Den deskriptiva fasen &r saledes viktig i sig, men har dartill
ocksa ett vidare syfte i att dess resultat utgor tillgénglig indata till det beslutsstdd som
beskrivs 1 de tva efterfoljande faserna (kapitel 3 och 4). Nedan ges nagra exempel Gver
forskningsresultat inom klassificering, 1agesbild och vilseledning.

2.1 Klassificering

Mycket av forskningen inom deskriptivt beslutsstdd ror ldga militdra nivder som
identifiering av fordon i bilder. Ett exempel &r Chen et al. [8] som utvecklar en metod med
transfer learning och djupinlérning for trining av modeller for identifiering av militdra
fordon nér tillgdngen pé traningsdata ar 1ag. Kruithof et al. [9] undersdker hur mycket indata
man behover for att djupinlédrning wutan transfer learning ska fa battre klassificerings-
prestanda an da transfer learning anvénds. De genomfor en rad tester for att finna gréinsen
for nér transfer learning blir nédvandigt.

Pan et al. [10] utvecklar en metod som anvénder transfer learning och djupinlérning for att
identifiera flygplan i bilder nér antalet exempelbilder ar alltfor lgt for att direkt traning med
exempel ska fungera tillfredsstillande. De anvénder ett Cascade Convolutional Neural
Network (CCNN) och tridnar forst pa en stor alternativ datamingd innan tréning paborjas
med de egentliga exempelbilderna. En CCNN bestar av en sekvens av flera Convolutional
Neural Networks'*'3(CNN) som succesivt klassificerar delar av bilder. Varje CNN
klassificerar det den kan, och de delar som inte klassificerades vél delas upp i mindre
grupper och lamnas vidare till ndsta CNN, osv. I en jimforelse med 6vervakat djupinldrning
fran de exempelbilder som fanns gav CCNN-metodiken 64% férre felaktiga klassificeringar.

Ett annat bidrag som ocksa anviander CNN 4r El Housseini et al. [12] som identifierar
militira fordon i bilder frin syntetisk aperturradar'® (SAR). Efter tréining med endast 2049
bilder av tio olika ryska fordonstyper identifierar metoden korrekt fordonstyp i 93% av
fallen.

2.2 Lagesbild

I ett beslutsstodssystem é&r visualisering av ldgesbilden ett effektivt sdtt att kommunicera
den informationsbehandling som sker i systemet med AI och informationsfusion.
Visualiseringen i beslutsstodssystemet underléttar dessutom samordning och synkronisering
av aktiviteter hos Joint Forces Command (JFC) och Component Commands. Denna process
ar en gemensam J2/J3-process och underlittar tidskinsliga beslutsprocesser som drivs av ett
snabbt fordnderlig slagfilt, och kan optimera anvéndningen av begrinsade tillgdngar for
inhdmtning, figur 3.

J2 Collection Visualisation J3 Current

Management Operations

Figur 3. Visualisering.

14 https://en.wikipedia.org/wiki/Convolutional neural network (december 2017).

15 Det stora genomslaget for CNN startar med en publikation vid konferensen NIPS 2012 av Krizhevsky et al., se
[11].

16 https://sv.wikipedia.org/wiki/Syntetisk aperturradar (december 2017).
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I planering och genomforande ér lagesbilden ett vardefullt verktyg for att styra inhdmtning
och snabbt svara mot foridndrade krav pa insamling. Baserat pd den aktuella militéra
situationen sé hjilper lagesbilden befdlhavaren att identifiera mdjligheter till operationer
mot motstandarens tidskédnsliga mal, och motivera dynamisk omallokering av
insamlingsplattformar eller vapenplattformar. Presentation av underliggande analys med Al
och informationsfusion bidrar till att klargdra vad laget ar i tvetydiga operativa situationer
genom att optimera spaning och 6vervakning av mojliga mal och hot.

Ett svenskt exempel pa kombinationen av Al och informationsfusion &r den informations-
fusionsdemonstrator (IFD03) som FOI utvecklade 2003 [13][14] inom ramen for ett projekt
fran Forsvarsmakten. FOI var, savitt vi vet, forst i varlden med att presentera metoder for
att automatiskt konstruera en dynamisk ldgesbild 6ver fordon, plutoner och kompanier frén
inkommande underréttelserapporter i samband med markstrid. Fem &r senare presenterade
USA ett liknande demonstrationssystem [15].

I IFDO3 klustras underréttelserapporter baserat pa vilket fordon de refererar till med s.k.
Potts spin-neuronndt for unsupervised learning (Potts spin dr ett 1-lagers fullt aterkopplat
neuronnit av Hopfield-typ!” som styrs av en simulated annealing-process'®.) Nir klustring
av alla underréttelserapporter dr genomford sa klassificeras varje klusters innehall med hjélp
av fuzzy logic-mallar. Det identifierar fordonstyp och férbandstyper. Denna process med
klustring och efterfoljande klassificering genomfors i sekvens pa varje militir niva (forst
fran rapporter till fordon, sedan fran fordon till plutoner pa nésta niva, darefter fran plutoner
till kompanier osv.). En mélf6ljning av fordon med s.k. partikelfiltrering inkluderades for
att presentera uppdaterade dynamiska ldgesbilder dven nér inflodet av underrittelse-
rapporter ar lagt, och majligheten till malfoljning pa hogre niva (dn fordonsniva) direkt av
abstrakta forbandssymboler beskrevs i1 en konceptstudie. Alla resultat visualiserades i en
dynamisk lagesbild. Metodiken i IFDO3 ér relativt fardig och har testats i labbmiljo.

I en amerikansk studie beskriver Tecuci et al. [16] ett system som anvinds vid US Army
War College (USAWC) for att ldra intelligenta agenter att utfora Center of Gravity (COQG)
analys. Center of Gravity dr en militér term ursprungligen utvecklad av von Clausewitz [17].
Enligt amerikansk terminologi definieras COG som “The source of power that provides
moral or physical strength, freedom of action, or will to act. Also called COG.” Metodiken
som anvénds i systemet kallas for larjunge-metoden (eng. disciple) anvinds for att lata
amnesexperter utveckla en agent for analys av COG i militéra konflikter.

Tillvigagangssittet bygger pé en intelligent agent som kan utbildas av en dmnesexpert for
att 16sa problem. Systemet innefattar en generell problemldsningsmotor som kan anvindas
for flera olika applikationer. Det innehaller ocksa en inldrningsmotor med en multistrategi
for att bygga upp en kunskapsbas genom samverkan mellan ménniska och maskin (eng.
mixed-initiative). Systemet integrerar forskning inom Al med militér forskning om COG-
analys och anvinds i utbildningen vid USAWC. Forskningsmal for Al-delen &r att utveckla
en teknik som gor det mojligt for dmnesexperter som inte har nagon erfarenhet fran
datavetenskap att utveckla intelligenta agenter som inforlivar expertens egen
problemlosningsforméaga. Malet med COG-forskningen dr att formalisera processen for
identifiering av COG for motstandaren och COG for egna styrkor pa strategisk och operativ
niva, samt att mojliggora en teknikutveckling som later en intelligent agent 16sa problemet.
Systemet anvénds i utbildningen av hdgre militéra officerare.

For att djupinldrning ska kunna bidra till att skapa situationsforstaelse stélls flera krav.
Chakraborty et al. [18] konstaterar att maskininldrning méste kunna hantera heterogena data,
tidsseriedata, och kunna kopplas till ett efterfoljande probabilistiskt resonerande. De
presenterar en oversiktlig arkitektur for databearbetningen i ett beslutsstodssystem som
kombinerar informationsfusion med maskininldrning. Arbetet dr utfort for amerikanska
armén.

17 https://sv.wikipedia.org/wiki/Hopfieldnit (december 2017).
18 https://en.wikipedia.org/wiki/Simulated annealing (december 2017).
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2.3 Vilseledning

Ett av de mest uppméirksammade forskningsomradena vid den arliga konferensen Neural
Information Processing Systems (NIPS) i Barcelona i december 2016 var utvecklingen inom
en maskininldrningsteknik som kallas generativa adversariella nétverk (GAN). Vid NIPS
2017 1 Long Beach (USA) dkade antalet publikationer om GAN dessutom kraftigt jAmfort
med 2016. GAN-metodiken som dr uppfunnen av Goodfellow et al. [19] &r ett system som
bestér av tvd neurala nitverk, ett nétverk som genererar ny (falsk) data efter inldrning fran
en méngd traningsexempel, och ett annat nédtverk som forsoker skilja mellan verkliga och
falska data. Genom att samarbeta kan dessa nédtverk producera mycket realistiska syntetiska
data.

GAN dr intressant eftersom det dr en maskininldrningsteknik som delvis inkluderar
oovervakad inldrning utan forklassificerade exempel (eng. semi-supervised learning).
Inldrning utan exempel & den metodik som beddms ha storst potential inom
maskininldrning pa sikt, men ocksa den metodik som &r svarast och kriaver mest forskning.
GAN implementeras som ett system med tva neurala nitverk som konkurrerar med varandra
i ett nollsummespel. Ett exempel pd vad man kan dstadkomma med GAN ér att generera
fiktiva fotografier och videor som ser helt autentiska ut for ménniskor.

I GAN later man det ena nitverket (kallat generatorn) generera information (t.ex. fiktiva
bilder, fiktiva videor, fiktiva 3D-objekt genererade fran dkta 2D-bilder etc.) av en typ som
ar av intresse for det andra nétverket (dvs. utifrdn en intressant sannolikhetsférdelning),
medan det andra néatverket (kallad diskriminatorn) utvarderar dem for att forsdka avgdra om
den genererade informationen kommer frdn den sanna fordelningen eller har skapats av
generatorn. Generatorns mal ar att 6ka felklassificeringen for det diskriminerande nétverket
(diskriminatorn) genom att producera ny falsk information som verkar ha kommit fran den
sanna fordelningen.

Det normala &r att diskriminatorn anvénder en kidnd dataméngd som vi vet dr dkta for den
initiala inldrningen. Diskriminatorn lar sig utifrén denna sékra dataméngd tills den uppnér
en viss noggrannhet. Generatorn far borja med en slumpvis utvald dataméngd och skickar
instanser fran denna méngd till diskriminatorn for dess vérdering. Bada néitverken anvénder
maskininldrning for att forbattra sin prestanda. Generatorn anvinder maskininldrning for att
bli skickligare pa att skicka falsk information, och diskriminatorn anvénder maskininldrning
for att bli béttre pé att avsldja falsk information. Bada anvénder s.k. backpropagation av fel
som inldrningsmetod.

Alla system med modeller framtagna med maskininldrning &r sarbara for falska exempel
som syftar till att vilseleda modellen till att gora felaktiga klassificeringar. Det gor det viktigt
for systemen att kunna motsta adversariella indata. Det har lange varit kint att en vilseledare
som har tillgang till modellen som ska vilseledas har varit framgangsrik (eng. white-box
attacks). Detta dr dock ett mindre troligt scenario i verkligheten d4 motstdndaren vanligen
kan antas ha svart att fa tillgang till vara egna modeller. Vad som dock framkommit under
det senaste aret ar att system som designats for att vilseleda och som initialt trinats mot en
kind modell for att sedan flyttas (eng. transfer learning) till att attackera en okidnd modell
(eng. black-box attacks) har visat sig vara framgangsrika, och krdver motmedel. Denna typ
av vilseledning &r svér att skydda sig emot.

Det finns tva klasser av metoder for att forsvara en djupinlérd modell mot falska exempel.
En metod &r att géra modellen mer robust med forbéttrad triningsdata eller att nyttja
forfinade inlarningsstrategier. Adversarial traning tillhor denna forsta klass. Ett exempel &r
Tramer et al. [20] som studerar hur man kan inkludera falska exempel i tréningsdata av de
egna modellerna for att oka robustheten mot attacker. De foreslar en ensemble av
adversariella traningar som innehéller indata storda av ett svagt brus vid inldrning av den
egna modellen. Metodiken visade sig avsevirt 6ka robustheten mot adversariella exempel
frén en vilseledare som trdnats pd en annan oberoende modell. Forfattarna anser att
metodiken dr en lovande inriktning for skydd mot black-box attacker. Ett alternativ till
adversarial traning &r defensive distillation. Det ursprungliga malet med distillation var att
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reducera berdkningskomplexiteten i djupinldrning genom att dverfora inlérda resultat fran
ett stort nétverk till ett mindre. Papernot et al. [21] visar att man &ven kan anvénda
distillation som motmedel mot vilseledning.

Den andra klassen dr en mekanism for att upptécka vilseledande data. Det kan dock vara
svért att uppticka vilseledande information. En felaktig klassificering av adversariella
indata beror vanligen pa sma avsiktliga men for ménniskan omérkbara stérningar. Shen et
al. [22] foreslar en algoritm for att eliminera den adversariella stérningen i vilseledande
information (t.ex. i bilder) som forsvar mot falska indata. Goodfellow et al. [19] har visat
att GAN kan generera bilder som liknar traningsuppséttningen men med ett slumpmassigt
brus. I [22] foreslar forfattarna en metodik dar GAN anvénds for att filtrera all indata genom
att skapa versioner rena fran adversarial indata dir eventuell falskgenererad storning forstors
1 bruset i de nya rena versionerna.

Aven om tillimpningar med GAN har borjat med bilder sa behdver det inte sluta dir. 1
militéra tillimpningar kommer GAN att kunna anvéndas inom vilseledning, med generatorn
som en vilseledare och diskriminatorn som ett motmedel mot vilseledning. Vid FOI har vi
nyligen arbetat med att generera egen vilseledande information och analysera information
om motstandaren vid vilseledning med hjélp av informationsteoretisk maétt [23][24].
Antagligen kan idéerna med GAN och informationsteori kombineras for att bade upptécka
och skapa vilseledning. Sddan metodik antas vara viktig vid underrittelseanalys.

2.4 Underrattelseanalys

Information extraction &r ett viktigt forskningsomrade vid analys av ostrukturerad text i
underrittelserapporter. Malet dr att automatiskt finna objekt, relationer och héndelser
omnédmnda i texten for att forstd vad som hander. Small och Medsker [25] ger en dversikt
over metoder inom omradet. Bland dessa kan ndmnas statistiska maskininldarningsmetoder
(unsupervised learning), support vector machines (SVM) for automatisk generering av
meta-data m.m.

Ett exempel ar Guo et al. [26] som utvecklar en Entity Extraction-metodik for analys av text
i underrdttelserapporter. Metodiken som kombinerar analys med naturligt sprdk och
informationsfusion utgdr en komponent i ett stdrre realtidsunderrittelsesystem utvecklat av
amerikanska Defense Advanced Research Projects Agency (DARPA). Systemet stoder
underrittelseanalytiker vid mandverkrigforing dér analytiker fokuserar pé organisationen av
fiendens forband. Med hjélp av metodiken analyseras textrapporter och en lista av
observerade enheter, deras relationer och de héndelser dir dessa enheter medverkar
konstrueras. Metodiken skapar en forbattrad forstaelse av aktuellt ldge.

En nérliggande men civil tillimpning presenteras av Razavi et al. [27] som visar hur man
kan kombinera maskininldrning med textuell analys av rapporter som beskriver risklaget vid
shipping, t.ex. avseende piratattacker etc. Metodiken bygger pa trinade klassificerare som
kanner igen sekvenser av hédndelser, och som dr avsedda att ingd som komponenter i
beslutsstodssystem for sjodvervakning.
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3 Prediktivt beslutsstod

Utgéende fran en lagesbild behdver beslutsfattaren bilda sig en uppfattning om hur laget
kommer att forédndras i en nira framtid, samt vilka konsekvenser som kommer att uppsta
dérav. Det inkluderar vad motstandaren kan antas vilja genomfora (mélet med operationen
frin motstandarens perspektiv), vilka mojligheter motstindaren har, vilket hot
motstdndarens vapen utgdr gentemot vara forband (dess rickvidder etc.). Allt som é&r
relevant for en bedomning av det framtida laget inklusive alla de konsekvenser som foljer
utav det nya ldget ingar i analysen.

En sédan prediktiv analys gors béist med ett multi-hypotes-resonerande dir man haller flera
mojliga héndelseutvecklingar aktuella i ett beslutsstodssystem. Hér kan man analysera
motstandarens olika mojligheter och ge varje moéjlig hiandelseutveckling en statistisk
beddmning. Eftersom det dr en dator som hanterar de alternativa hypoteserna behdver man
inte endast begrinsa sig till de mest farliga, mest gynnsamma och mest sannolika
hindelseutvecklingarna. Datorn kan internt halla reda pa hundratals olika mdjligheter for att
vilja ut ett mindre antal hypoteser att presentera i beslutsstodssystemet. Allteftersom
situationen utvecklas kan man genomfora tva olika uppdateringar. For det forsta, s& bor man
kontinuerligt uppdatera dessa sannolikheter 6ver alternativa héndelseutvecklingar nér ny
information anlinder, samtidigt som man ocks& uppdaterar den egna ldgesbilden. Nya
hypoteser kan tillkomma och vissa gamla hypoteser kan elimineras. For det andra, sd kan
man forfina de kvarvarande hypoteserna med hénsyn till den nya informationen, dels géra
dem mer detaljerade nér vi far béttre information och dels utstricka dem framat i tiden.

Anledningen till att vi maste ha en uppfattning om den framtida situationen &r att det &r den
situationen vi ska mota, och det dr infor detta mote som Al-metoderna ska leverera det
preskriptiva beslutsstodet. Att gora detta forberedande arbete kallar vi den prediktiva fasen.
Sadan prediktion kan ske genom identifikation av partiella kinda monster och med hjilp av
regler om hur saker &r beskaffade, och med kunskap om motstdndarens mdjliga mal.
(Exempel: Om vi ser en fordonstyp som endast finns i en viss typ av pluton sé kan vi anta
att det med en viss sannolikhet finns en sddan pluton i omgivningen, eftersom véar modell
sdger att det ofta ar sa. Kanske kan vi dven sluta oss till vad syftet 4r.) De Al-metoder som
kan anvindas for detta dr fuzzy logic-mallar, kunskapsbaserade system m.m. Efter
identifikation av hot, s ar prediktion av hotets utveckling dver tiden viktigt.

Xia, Iyengar och Brener [28] utvecklade ett doménoberoende system for hantering av
dynamiska hot och anvénder systemet for automatiserad fardplanering av militdra fordon i
ett markstridsscenario i en ostrukturerad miljo genom att konstruera en s.k. dynamisk
kostnadsyta. Den totala kostnaden for ett eget fordon att aka en viss végstricka &r en
kombination av en statisk kostnad och den dynamiska kostnaden som uppstar av att utsittas
for ett hot. Systemet genomfor ett temporalt statistisk resonemang for att berdkna hotets
dynamiska rorelseutveckling. Det uppskattar vilket hot som uppstér i en nira framtid fran
motstandarens enheter i forhallande till de egna enheternas optimala ruttplanering.
Metodiken utvecklades for amerikanska arméns system Predictive Intelligence Military
Tactical Analysis System (PIMTAS).

Duquet et al. [29] utvecklade en blackboard-teknik for att samordna olika analyser
genomforda med Al-metoder och informationsfusion, som t.ex. identitetsforfining for att
mer exakt dn tidigare kunna identifiera objekttyper i en maritim tillimpning och dédrmed dra
noggranna slutsatser om hotets karaktér, analys av hotets dynamiska utveckling, samt
rankning av alla aktuella hot utifrén hotets nivd. Med denna blackboard-teknik samarbetar
olika analysmetoder mot ett gemensamt mél for att skapa bésta mdjliga ldgesbild och
analysera hur vil de egna uppdragsmaélen kan uppnas givet hotets utveckling. Utover det
prediktiva beslutsstodet som hér beskrivs sd& kompletteras metodiken dven med en
preskriptiv analys om bésta hantering av egna resurser. Den samlade metodiken i
blackboard-systemet &dr avsedd att utgdra ett beslutsstdd for den kanadensiska flottan.
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Prediktiv analys kan anvéndas inom de flesta omrddena. Som ett alternativt exempel
utvecklar Kang et al. [30] inom ramen for telekrig en metodik som kombinerar tre metoder:
maskininldrning med neuronnét, naive Bayesian klassificering och induktion av beslutstrad
for hotanalys. Metodiken som &r avsedd for telekrig i samband med flygstrid bygger reaktiva
regler for det egna beteendet om hur vi ska agera emot det telekrighot vi méter. Dessa regler
analyserar hotet och utvirderar den forvintade nyttan av alternativa motatgérder. Reglerna
tas fram offline genom maskininldrning i samband med simulering av flygkrig och telekrig.
Metodiken ér utvecklad av Agency for Defense Development (ADD) i Sydkorea.

Det ar vért att notera att alla tre metoderna anvénder statistiska metoder (t.ex. Dempster-
Shafer-teori for [28][29] resp. Bayesiansk-teori for [30]) i kombination med olika klassiska
och nya Al-metoder. Syftet &r att 14ra systemet sannolikhetsfordelningar 6ver troliga utfall.
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4 Preskriptivt beslutsstod

Det “egentliga beslutsstodet” sker genom att foresla och utvédrdera handlingar for de egna
styrkorna. Detta ar den preskriptiva fasen. Vi kan hir identifiera tre deluppgifter: (7) att ge
beslutsstod till att gora planer, (i7) att utvardera planer som redan ar gjorda, och (ii7) att under
genomforandet av planer, ge beslutsstod till dynamisk omplanering av planer, samt att
forldnga och forfina planer allteftersom héndelseutvecklingen gér framat.

Det viktigaste bidraget till att fa ett gott preskriptivt beslutsstod ar att konstruera en adekvat
kunskapsrepresentation for den aktuella problemstéillningen. Kunskapsrepresentationen &r
den ram som Al-metoder kommer att verka inom. Att konstruera kunskapsrepresentationen
(modellen) &r ett intellektuellt problem. Givet att detta har genomforts pa ett bra sitt sé &r
resten av beslutsstodet en frdga om matematik inom representationens ram och att
sammanstélla en bra presentation med interaktion for beslutsfattaren. Om vi for tillfallet
antar att den operation som ska planeras, utviarderas, genomforas och dynamiskt omplaneras
kan fullstdndigt beskrivas i form att ett antal parametrar med flera mojliga viarden, och att
en virdering av sddana planer sker med flera measures of effectiveness (MOE) sé &r
problemet att finna en plan (eller kanske en grupp av planer) som ger goda MOE. Dock ar
att antalet planer vanligen mycket stort (ofta i intervallet 10'% till 10°%°) och dartill &r
overforingsfunktionen frén planens parametrar till MOE kraftigt olinjir. Aven om
overforingsfunktionen i teorin skulle kunna formuleras sé &r det i praktiken nédvéndigt att
simulera enskilda planinstanser for att utvirdera dem. (Vi noterar att en enskild simulering
av en militdr plan kan ta allt fran nagon tiondels sekund till flera minuter. Parallellsimulering
under nigra timmar pd en stark PC eller ett datorkluster rdcker dock till.) Sidan
planutvérderingar kan liras djupinlarning. Det dr mojligt att utvdrdera hundratusentals till
flera miljoner planinstanser och lidr upp neuronnitet. V&l upplart sd kan nétverket
generalisera nya planer som inte tidigare observerats. Detta gar mycket fort (millisekunder)
vilket ger mdjlighet att studera en storre del (jamfort med att endast anvanda simulering) av
den enorma indatarymden.

Med ett sddant upplért nétverk blir det en enkel sak att genomfora utvérderingen av planer
(uppgift ii ovan). Uppgifterna i och iii d4r dock svarare och ligger néra forskningsfronten.
Vid inldrning av ett neuronnét presenterar man en stor sekvens exempel (dvs. planer
beskrivna av parametrarna) pa indatasidan av neuronnitet tillsammans med de MOE som
simuleringssystemet ger pa utdatasidan. Dessa MOE fran simuleringssystemet jaimfors med
det svar som neuronnitet ger pa utdatasidan, varefter skillnaden mellan de tva propageras
bakat genom neuronnitet for att inkrementellt uppdatera vikterna vid varje exempel, sé att
nitverket s sméningom ger samma svar som simuleringen.

Vid DARPA har man nyligen genomfort ett forskningsprojekt med titeln Real-time
Adversarial Intelligence and Decision-making (RAID), vilket anvdnder en kombination av
prediktiv analys med Al och simulering for att analysera motstandarens handlingar [31][32].
RAID utvecklar teknik for att hjdlpa en taktisk befilhavare att uppskatta lage, styrka och
avsikt hos fientliga styrkor och att forutsédga deras troliga taktiska forflyttningar dd man
stravar efter att effektivt bekdmpa motstdndarens handlingar (eng. adversarial reasoning).
Detta omfattar igenkénning av motstdndarens avsikt, prediktion av motstandarens strategi,
upptickt av vilseledning, planering av egen vilseledning, generering av egen strategi etc.
Dessa problem upptrader vid militér planering av operationer, genomforande av operationer,
underrittelseanalys etc. For att uppna detta kombinerar RAID Al for planering med kognitiv
modellering, spelteori, styrteori, och maskininldrning. 1 ett experiment vid Fort
Leavenworth (amerikanska armén) s hjdlpte RAID en grupp unga officerare att sla en grupp
av erfarna officerare i att uppskatta ldge, styrka och avsikt hos fientliga styrkor i en
simulerad stadsmiljo.

Ett annat intressant arbete drivs av amerikanska arméns Communications-Electronics
Research, Development Center (CERDEC) som utvecklar ett ramverk kallat Automated
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Planning Framework" (APF) vilket anvinder Al for att hjilpa till med planering,
Overvakning och prediktion [33]. Detta ramverk gor det mojligt for befédlhavare och personal
att snabba upp den militira beslutsprocessen, som innefattar COA-utveckling, analys av
manovrar, och analys av logistikbehov av brénsle, ammunition etc. I senare versioner
kommer systemet dven stodja underrittelseanalys. Genom att systemet automatisera minga
av de uppgifter och funktioner i den militira beslutsprocessen sa minskar APF arbetsbérdan
for befdlhavaren och personalen sa att de kan fokusera péa operationens utveckling.

4.1 Beslutsstod vid planering av operationer

For planering av operationer &r Al i kombination med simulering en fruktbar kombination.
Jacobi et al. [34] beskriver ett simuleringssystem for system-on-system krigforing. Syftet ar
att konstruera en multi-agent arkitektur med intelligenta agenter som fungerar som ett
planerings- och traningsverktyg. De som har att planera militira operationer kan utfora what
if-tester med systemet for att méta forvintad effekt av olika planer. Simuleringarna
innehéller bade direkta effekter och kaskadeffekter inom tva system pa respektive sida, samt
effekter mellan motstandarens och det egna systemet. Mélet ar att sa realistiskt som mojligt
simulera de olika effekter som militdra operationer kommer att ha, vilket inkluderar bade
effekter pa slagféltet och effekter pa andra faktorer som moral, logistik, flyktingar m.m., i
det paverkade samhallet i stort. Forskningen utférdes pa uppdrag av amerikanska flygvapnet
och NASA?, Ett liknande system konstruerades vid FOI for nigra ar sedan inom ramen for
ett projekt fran Forsvarsmakten for att vardera planer vid internationella operation innan
genomforandet. Systemet modellerade intelligenta aktorer och métte effekten i ett vidare
samhiélle vid alternativa operationer [35].

Det dr ocksé viktigt att militdr kunskap som erhélls vid traning och 6vning kan hanteras som
ett hjdlpmedel i de beslutsstodssystem som anvénds for planering vid genomforande. Den
kunskapen behovs dels vid planering, speciellt vid generering av de mélséttningar som ska
uppnés och for en effektiv resursallokering, och dels vid genomf6randet av operationer for
Overvakning av en operations utveckling och for att foresld& omplaneringsaktiviteter vid
behov. I Liao [36] ndmner forfattaren ocksé behovet av att hantera nyuppkommen kunskap
pa ett snabbt och enkelt sdtt i operativa planeringssystem, speciellt fér omplaneringsbehovet.
Liao foreslar en arkitektur for ett kunskapsbaserat system byggt pd en fallbaserat
resonerande-metodik (eng. case-based reasoning) som inkluderar militdr kunskap och
erfarenhet i den beslutsprocess som modelleras i ett beslutsstodssystem. Pa sd sétt kan
erfarenheter som uppnds succesivt, inkluderas i redan operativa system och anvindas i
efterfoljande operationer. Metodiken &r framtagen vid National Defense Management
College 1 Taiwan.

Terriinganalys ir ett viktigt underlag vid Intelligence Preparation of the Battlefield®' (IPB)
[37] infor operationsplanering i beslutsstodssystem och som stdd for datorgenerering av
styrkor (eng. computer-generated forces). Richbourg och Olson [38] beskriver ett arbete vid
U.S. Military Academy (West Point). Flera olika datorverktyg har utvecklats som bygger pé
anvindning av spatialt resonerande, planering for autonoma agenter, sokstrategier m.m.
Forfattarna drar slutsatsen att en hybridkombination av manga olika metoder tillsammans
levererar ett gott beslutsstdd.

19 https://www.army.mil/article/193398/commanders_plan_autonomy _facilitates (december 2017).

20 National Aeronautics and Space Administration (NASA), USA.

2! Definition: “Intelligence Preparation of the Battlefield (IPB) is the systematic process of analyzing the mission
variables of enemy, terrain, weather, and civil considerations in an area of interest to determine their effect on
operations.”
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4.2 Beslutsstod for vardering av planer

Handlingsplaner kan analyseras med kvalitativa eller kvantitativa metoder under
planeringsprocessen och infor genomforandet. Bentahar ef al. [39] studerar ett kvalitativt
tillvigagingssitt for att analysera COA. Forfattarna foresldr en konceptuell ram (eng.
framework) som framhadver likheter och skillnader mellan argumentationsmodeller och
presenterar en studie som visar hur man anvénder denna ram for att vélja och forfina en
argumentationsmodell for att representera argument vid kritik av militdra COA. En séddan
ram &dr anvandbar i beslutsstodssystem som kan argumentera for och emot militéra planer.
Niér flera COA foreslas av olika planeringsgrupper anvédnds den konceptuella ramen for att
registrera doménexperternas kritik av dessa COA. For att skapa strukturerad kritik och for
att systematiskt bedoma vissa aspekter av COA, tillhandahalls en mall till experterna.
Metoden bidrar till att ge en strukturerad analys av alternativa COA under planeringsfasen.
Arbetet dr utfort av DRDC? i samarbete med kanadensiska universitet.

Som ett alternativ till kvalitativ analys stir kvantitativa metoder. I en &versiktsartikel av
Abbas et al. [40] beskriver forfattarna kombinationen av Al och multi-agent-system? for
Red Teaming. Red Teaming har en 14ng tradition i militér planering och beslutsfattande. Ett
blatt team representerar den egna sidans avsikt, mal och intressen, medan fiender
representeras av ett rott team. Genom att lata ett Red Team efterlikna fiendens motiv,
avsikter, beteenden och forvintade handlingar, kan den egna sidan testa och utvérdera sina
egna handlingsalternativ, identifiera mdjligheter till att utnyttja svagheter hos fienden, samt
att lara sig att forstd dynamiken i hur bla och rod interagerar. Red Teaming &r ett sétt att
forstd alla enheter som har potential att paverka ett system och dess beslutsfattande. I
huvudsak dr en fiende en enhet som har mal som konkurrerar med oss och som vidtar
atgdrder som hindrar oss. Forfattarna beskriver hur Al och multi-agent-system kan
integreras for att stodja beslutsfattande och planering. Det gor det mojligt for beslutsfattare
att utforska mojliga handelseutvecklingar som kan péverka malsittningarna, att uppticka
och utvirdera egna sarbarheter, att ldra sig forstd fiendens beteende etc. De beskriver en
datormiljo dir konkurrens kan modelleras och strategier for att vinna kan identifieras.
Arbetet utfordes vid Australien Defence Force Academy och DSTO*.

Virt att ndmna dr ocksd det arbete som nyligen genomforts inom arbetsgruppen Developing
Actionable Data Farming Decision Support for NATO (MSG-124) som med data farming-
metodik (dvs. massivt parallell simulering, dataanalys och visualisering) analyserar utdata
frn simuleringssystem med hundratusentals alternativa simuleringar av operativa planer for
markstrid. Detta &r ett extremt kvalitativ tillvigagangssétt som kombinerar simulering med
big data analytics®. Arbetsgruppen har utvecklat en prototyp pd TRL-niva sex till ett
beslutsstodssystem som kallas Data Farming Tool for Operation Planning (DFTOP)
[41][42] och stddjer fas 3b i NATOs COPD? for att utveckla, analysera, jimfora och forfina
egna handlingsplaner (eng. Course of Action (COA)). Prototypen &r testad med gott resultat
vid CWIX?” 2016 och CWIX 2017.

4.3 Beslutsstod vid genomforande av operationer

Vid genomforande av operationer dr det viktigt att snabbt erhalla information fran slagféltet
som fusioneras och analyseras med Al-metoder. Stone et al. [43] har utvecklat ett system
kallat Intelligent Simulation of the Battlefield (ISB) som integrerar Al och simulering for att
stodja befdlhavaren vid genomforande av en operation. ISB integrerar tva delsystem for
traning och simulering med ett tredje delsystem for stod till genomforande kallat Command

22 Defence Research and Development Canada (DRDC).

2 https://en.wikipedia.org/wiki/Multi-agent_system (december 2017).

24 Defence Science and Technology Organisation (DSTO), Australien.

25 https://en.wikipedia.org/wiki/Big_data (december 2017).

26 Comprehensive Operations Planning Directive (COPD version 2.0), NATO, 2013.

27 Coalition Warrior Interoperability eXploration, eXperimentation, eXamination, eXercise (CWIX).
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Support System (ComSS). ComSS é&r utformat for att forse befdlhavaren med information
frén slagféltet. Befilhavaren behdver information for att snabbt fatta kritiska beslut i
stressiga situationer. Méngden information som behandlas och levereras till befdlhavaren &r
ofta sa hog att risken dr pétaglig for informationséverbelastning. Problemet uppstar om
informationen inte presenterades pé ett logiskt, kortfattat och meningsfullt sétt som forstas
av befdlhavaren. ComSS fusionerar informationen och hjilper befdlhavaren att tolka det
fusionerade resultatet genom att anvénda ett omfattande kunskaps- och regelbaserat system
som stoder befdlhavarens beslutsprocess, och ddrmed f{Orbéttrar effektiviteten i
beslutsfattandet. Arbetet dr utfort vid U.S. Military Academy (West Point) i samarbete med
ett universitet.

Hognivasimulering dr en viktig metodik inom ramen for ett beslutsstodssystem dér
simulering kan samverka med Al-metoder. Moffat och Witty [44] har utvecklat en
Bayesiansk modell av beslutsfattande och militdr ledning som hjélper till att ge insikt i den
militdra beslutsprocessen. I denna modell kan en militér operation ses som en sekvens av
efterfoljande konfrontationer. Modellen bygger pa spelteori med Confrontation Analysis®.
Uppfattningarna hos de olika sidorna i konfrontationen baseras pa deras uppfattning om den
nuvarande situationen och vilka handlingsalternativ de har till sitt forfogande for att
forbittra sin situation. En analys med modellen anvinds for att utveckla hypoteser om
militdra processer och vilken lamplig struktur hos det militdra hogkvarteret som foljer som
konsekvens. Modellen kan ocksa anvidndas i simuleringsmodeller pa hég militér niva dér
anviandning av modellen undviker behovet av att ha stora uppséttningar med beslutsregler.
Modellen #r siledes mycket kompatibel med agent-baserad simulering®® av militir ledning
och kan anvéndas vid hognivasimulering for att utvirdera operationer inom ramen for ett
beslutsstodssystem. Modellen #r utvecklad vid DSTL*® i Storbritannien.

Ett delproblem som ingar i genomférandet av operationer &r resurshantering. Ett exempel &r
Gmytrasiewicz et al. [45] som presenterar ett Bayesianskt ramverk for att uppdatera en egen
intelligent agents uppfattning om andra agenter baserat pd observationer av dessa agenters
beteende. Metodiken har testats for automatisk malférdelning for luftvérn.

4.4 Beteende, traning och vardering

Att ldra sig beteende genom maskininldrning 4r ett attraktivt alternativ till att bygga
beteendetrdd eller uppsittningar med regler. Johnson och Gonzalez [46] bygger upp
beteendet hos ett lag med intelligenta agenter genom observation av andra lag. Metodiken
kan anvindas vid simuleringsévningar. Braathen och Sendstad [47] anvénde fuzzy logic
tillsammans med agent-metodik for att simulera ett hogkvarter beslutsfattande om resurser
vid flygkrig. Kamrani et al. [48] anvénder intelligenta agenter for inlérning av taktiskt
beteende for tvd militdra enheter under forflyttning.

Al kan tillsammans med simulering anvéndas for trining och 6vning av personal. Gordon
et al. [49] kombinerar flera Al-tekniker som naturligt sprék, intelligenta agenter med mixed-
initiative m.m., tillsammans med simulering i ett system for att spela markstridsoperationer
dér utfallet beror pa deltagarnas beslut. Systemet anvinder sig av prediktiva modeller for att
beridkna effekterna av deltagarnas beslut. Det anvénds av amerikanska armén for tréning av
yngre officerare. Bowman et al. [50] beskriver Disciple, ett beslutsstddssystem som
anviander mixed-initiative med vilket dmnesexperter kan bygga upp kunskapsbaser.
Systemet har flera mojliga tillimpningar, t.ex. hjdlper det &mnesexperter att dokumentera
framtagna beslutsprocesser, forser intelligenta agenter med kunskap om beteende, styra hela
inlérningsprocessen for agenterna och utvecklingen av kunskapsbasen, samt kan anvéndas
som en assistent till befdlhavaren for att analysera COA innan genomf6rande.

28 https://en.wikipedia.org/wiki/Confrontation_analysis (december 2017).
2 https://en.wikipedia.org/wiki/Agent-based_model (december 2017).
30 Defence Science and Technology Laboratory (DSTL), Storbritannien.
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Paterson et al. [51] beskriver DARPAs Command Post of the Future (CPOF). CPOF ér ett
ledningssystem i drift sedan forsta Irakkriget’!. I ett efterfoljande projekt Multi-echelon
Adaptive Command Environment (MACE) studerar man CPOF och testar olika Al-tekniker,
inklusive maskininldrning, for beslutsstod rorande problemldsning, situationsmedvetenhet,
planering, samarbetsstrategier och informationsdelning. Systemvérdering &r en annan
intressant tillimpning som kan hanteras med Al-metoder. Masud et al. [52] beskriver en
kunskapsbaserad approach for systemvirdering. Forfattarna har utvecklat ett
kunskapsbaserat system som anvinds for att rekommendera ldmpliga berdkningsmodeller
for overlevnadsanalys (eng. survivability analysis) av flygburna vapensystem. Med hjélp av
systemet kan anvdndare konstruera en komplett modellhierarki for den aktuella analysen.

4.5 Forklaring av beslutsstod (XAl)

Att ett beslutsstodssystem har formaga att forklara sina rekommendationer dr avgérande for
att beslutsfattare ska ha mdjlighet att forsta och lita pa beslutsstodssystemet. DARPA driver
ett program for Explainable Artificial Intelligence®® (XAI) med focus pa att klassificera
hindelser utifrdn heterogena data, och att skapa beslutspolicyer for autonoma farkoster.
Forskningsomréadet syftar till att skapa maskininldrningsmetodik med forklarbara modeller
dér maskininlarningssystemen maste kunna forklara sina rekommendationer, samt beskriva
styrkan och begransningar i det egna resonerandet.

Forskningsomrédet 4r egentligen inte nytt utan har funnit i flera decennier men accentueras
ytterligare i och med den 6kande anvdndningen av maskininlérning (som opererar pa en sub-
symbolisk niva*). Fér de militéra beslutsstodssystem som redan resonerar pa en hogre
symbolisk niva ar forklaringsfunktioner baserade pa kénslighetsanalys en etablerad metod
som kan anvéndas for att forklara varfor en viss foreslagen militdr plan antas vara
framgangsrik (Schubert och Horling [53]). Tre amerikanska forskare, van Lent et al. [54]
beskriver en Al-arkitektur for att for att forklara taktiskt beteende (med XAI) hos en Al-
agent i ett simuleringssystem for markstrid. Metodiken anvinds av amerikanska armén for
traning av infanteriofficerare vid Fort Benning.

For att overbrygga avstandet mellan den ldgre sub-symboliska nivan och den hogre
symboliska nivin ddr ménniskor resonerar om beslutsfattande kan man anvinda neural-
symboliska beriikningar’*. Dessa syftar till att bygga djupa berikningsmodeller och system
genom att integrera neurala och symboliska resonemang. Med neural-symbolisk
berdkningsmetodik tas ett integrerat perspektiv (bade fran ett metodologisk- och
berdkningsperspektiv) genom att sammanfoga effektiv kunskapsrepresentation, symboliskt
resonemang och inldrning. De senaste framstegen inom djupa neurala nitverk har lett till
nya former av kunskapsrepresentation. Dessa representationer dr dock inte anvindbara for
resonerande pé symbolisk nivd. Med neural-symbolisk integration (férmagan att
representera, ldra och resonera) ges nya former av kunskapsrepresentation, som kan vara
kombinationer av symbolisk representation med probabilistiska och numeriska
representationer. Med siddan ny representation ges mdjlighet att dverfora sub-symboliska
resultat (fran neuronndt) som svarligen kan forstds direkt av ménniskor, till en hogre
symbolisk niva dér resonerande pad minsklig niva sker och dér ett beslutsstodssystem kan
forklara sitt resultat som kommer frdn den sub-symboliska nivan pa ett for ménniskor
begripligt sitt.

31 CPOF introducerades operativt i Operation Iraqi Freedom i januari 2004.
32 https://www.darpa.mil/program/explainable-artificial-intelligence (december 2017).
33 http://www.thereferentialprocess.org/theory/symbolic-subsymbolic (december 2017).

3 http://www.neural-symbolic.org (december 2017).
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5 Artificiell Intelligens vid FOI

Forskning inom artificiell intelligens och maskininldrning har bedrivits vid FOI (och dess
foregangare FOA*Y) sedan 4tminstone bdrjan av 1980-talet. Tillimpningar har funnits inom
alla arenor, t.ex. inom pilotstdd, beslutsstdd vid markstrid och beslutsstod pé fartyg,
underrittelseanalys, automatisk generering av lagesbilder, forsvarsplanering m.m.

I detta kapitel ger vi en Oversikt dver publikationer skrivna av forskare vid FOI som é&r
tillgéingliga i den &ppna forskningslitteraturen. Oversikten utger sig inte for att vara en
komplett analys utan baserar sig istdllet pa interna sokning av publikationer skrivna av
forfattare verksamma vid FOI med samma soktermer som redovisas i kapitel 1.1 vid
sOkningen i databasen WOS. Négra publikationer skrivna av forskare vid FOI &r redan
citerade 1 kapitel 1-4 och inkluderas darfor inte har.

Nyligen skrev en av véara forskare en teknisk prognos dver Al-omrddet med fokus pé
internationella trender under de senaste aren [55]. Nagra omraden som berdrdes var
bildbehandling, 6vervakning, autonoma farkoster, cyberforsvar och kommunikation. Inom
omrédet bildbehandling finns forskning inom igenkdnning av fordon och ménniskor m.m.
[56—-62]. Forskning om intelligent spaning [63] och metoder for robust malfoljning [64] dr
andra forskningsomrdden. Ett omrdde med omfattande verksamhet &r metoder for
underrittelseanalys  [65-79], speciellt neuronndtsmetoder fér  klustring av
underréttelserapporter. Nyligen har ett antal forskningsartiklar pd 14g TRL-niva publicerats
inom vilseledningsomradet [80—84]. Det dr ett omrade som bade dr av akademisk och militér
art. Ett relativt nytt omrade inom beslutsstodsmetodik dr computational creativity [85-89].
Syftet ar att modellera, simulera och replikera den kreativa processen hos méanniskor for att
uppna kreativitet i datorprogram eller for att stodja den kreativa processen hos manniskor.

Ett forskningsomrade dir det rdder samverkan mellan Al-metoder och informationsfusion
ar automatisk generering av dynamiska ligesbilder och automatisk forbandsaggregering
[90-95]. Hér har FOI konstruerat metoder till Informationsfusionsdemonstratorn (IFD03)
som anvander neuronnét, fuzzy logic och statistiska metoder for att konstruera en lagesbild
utifrén ett flode av inkommande spaningsrapporter. Under de senaste halvdecenniet har FOI
forskat om Al-metodik for taktisk och operativ planering och forsvarsplanering [96—104].
Det ar ett omrade dér Al och simulering samverkar ttt.

Ett annat omrade ér forskning om unsupervised och supervised maskininldrning for analys
inom sociala medier [105]. Mélet ar att upptécka falska Twitter-konton etc.

Vid simulering dr anvidndning av intelligenta agenter en viktig metodik. Agenternas
beteendemodell kan ldras upp med reinforcement learning [106-109], vilket &r en
maskininldrningsmetod som bygger pa sekventiell aterkoppling frén ett spel eller ett
simuleringssystem. Hantering av upplopp &r ett problemomrade som ocksé kan hanteras
med maskininldrning. FOI har studerat anvindningen av genetiska algoritmer for att lira
strategier for effektiv hantering av upploppssituationer [110-111].

Systemprediktion for analys av systemtillstand [112] &r ett forskningsomrade av generisk
karaktdr. Systemen som analyseras kan vara sévél teknisk som samhélleliga. For tekniska
informationssystem &r cybersdkerhet av hogsta vikt bade civilt och militart [113], darfor ar
det vid utveckling av IT-system viktigt att géra en analys av alla avgorande faktorer bade
avseende cybersékerhet och andra viktiga faktorer [114].

35 Totalforsvarets forskningsinstitut (FOI) bildades 1 januari 2001 genom en sammanslagning av Forsvarets
forskningsanstalt (FOA) och Flygtekniska forsoksanstalten (FFA).
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6 Slutsatser

En slutsats frn studien &r att artificiell intelligens idag kommer starkt pd alla fronter.
Artificiell intelligens omfattar manga olika metoder; automatiskt resonerande for att dra
slutsatser och ge rekommendationer, approximativt resonerande for att hantera osdker
information, och maskininldrning for att 1ata datorn ldra sig sjdlv frdn exempel eller frin
feed-back fran datoriserade spel eller simuleringssystem. Allra hetast inom artificiell
intelligens dr maskininldrning, och speciellt djupinldrning.

Maskininldrning kommer dock inte vara tillrdcklig for militdrt beslutsstdd. Det &r
nddvéindigt att ta resultaten frdn maskininldrning och inkludera resultaten i de
beslutsstodssystem som interagerar med och sammanstéller information fran automatisk och
approximativt resonerande, och fran informationsfusion for att presenteras for
beslutsfattarna. Forst med detta helhetsperspektiv kan vi fa ett effektivt beslutsstod som talar
med ménniskor pd ménniskors niva.

Det vi bor forvinta oss under ndsta decennium &r ett mycket stort antal framgingsrika
tillimpningar inom manga olika avgrinsade tillimpningsomraden i bade den civila och
militdra virlden. Nagon generell Al ligger dock antagligen minst flera decennier bort.

For den militdra sektorn géller att nyttan med artificiell intelligens ar att leverera ett
avgorande stod nér tiden &r alltfor knapp, eller nér antalet valmojligheter &r alltfor stort for
att méanniskor ska kunna analysera alla handlingsalternativ. Ett sddant beslutsstdd kan vara
helt avgorande for utgangen.

Den sida som snabbare och béttre &n motstdndaren far in all operativt relevant information
frén slagfiltet med ett militirt nternet of Things (10T), skyddar hela sitt ledningssystem
med ett cyberforsvar, och effektivt behandlar all information med AI (och
informationsfusion och simulering) bade centralt i ett hogkvarter och distribuerat dver
slagfiltet med hjilp av autonoma system dir sd &r ldmpligt, kan komma innanfor
motstandarens OODA-loop och har da en mgjlighet att utmandvrera och vinna mot en
jambordig eller starkare motstandare.
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8 Appendix: Sammanfattningar av
citerande artiklar

Detta appendix innehdller sammanfattningar av de artiklar som citeras i kapitel 1-4.
Artiklarna kan enkelt hittas genom sokning med bifogad digital object identifier (doi) via
https://doi.org (december 2017) eller med bifogad url*®-link for de fall nir doi saknas.
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Sammanfattning This article focuses on a broad framing of the DARPA Transfer Learning Program
(abstract) research and an assessment of its progress, limitations, and challenges, from an

admittedly personal but DARPA-influenced perspective. | will focus on a broad
framing of TL that that will allow us to talk about this body of work as a whole,
and use this to look towards work yet to be done in this area. | will consider both
indicated application areas for transfer learning, as well as indicated future
research challenges. With each of these | will also venture assessment of the
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the TL program.
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Sammanfattning We argue that Artificial Intelligence (Al) will, in the very near future, have a
(abstract) profound impact on the conduct of strategy and will be disruptive of existing
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and explore the ways in which Al will impact human decision-making. We then
review current and evolving capabilities in ‘narrow’, modular Al that is optimised
to perform in a particular environment, and explore its military potential. Lastly,
we look ahead to the more distant prospect of a general Al.

36 Uniform resource locator (url).

30



FOI-R--4552--SE

Referens 5
Forfattare Allen, G., Chan, T.
Ursprungsland USA

Titel

Artificial intelligence and national security

Kalla

Harvard Kennedy School, Cambridge, MA.

url

https://www.belfercenter.org/publication/artificial-intelligence-and-national-
security (december 2017)

Sammanfattning
(abstract)

Partially autonomous and intelligent systems have been used in military
technology since at least the Second World War, but advances in machine
learning and Artificial Intelligence (Al) represent a turning point in the use of
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national security: preserving U.S. technological leadership, supporting peaceful
and commercial use, and mitigating catastrophic risk. By looking at four prior
cases of transformative military technology—nuclear, aerospace, cyber, and
biotech—we develop lessons learned and recommendations for national security
policy toward Al.
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China’s Al awakening

Kalla MIT Technology Review 120(6):67—72
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(december 2017)
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Ursprungsland Kina

Titel

A new generation of artificial intelligence development plan

Kalla The State Council [2017] No. 35

url http://www.gov.cn (december 2017)

Sammanfattning The rapid development of artificial intelligence will profoundly change the human

(abstract) social life, change the world. To seize the major strategic opportunities for the
development of artificial intelligence, to build China's artificial intelligence
development of the first-mover advantage, speed up the construction of
innovative countries and the world's science and technology, in accordance with
the requirements of the CPC Central Committee and State Council, the
development of this plan.

Referens 8

Forfattare Chen, Y., Yang, C., Yang, S.

Ursprungsland Kina

Titel

A method for special vehicle recognition based on deep-transfer model

Kalla Proceedings of the 2016 Sixth International Conference on Instrumentation &
Measurement, Computer, Communication and Control, pp. 167-170

doi 10.1109/IMCCC.2016.35

Sammanfattning As an application of image recognition, special vehicle recognition is very

(abstract) important in military field. This paper proposes a deep-transfer model (DTM) to

overcome the problems in existing recognition methods. The DTM combines
deep-learning and transfer-learning to solve the difficulty in training deep model
with insufficient simples, improving the performance of the recognition
algorithm. At last, the special vehicle dataset is built to evaluate the proposed
DTM method. The results demonstrate that the DTM method outperforms the
existing method in special vehicle recognition application.

37 Denna referens dr maskindversatt fran kinesiska till engelska.
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Object recognition using deep convolutional neural networks with complete
transfer and partial frozen layers

Kalla

Proceedings SPIE Vol. 9995, Optics and Photonics for Counterterrorism, Crime
Fighting, and Defence XIl, paper 99950)

doi

10.1117/12.2241177

Sammanfattning
(abstract)

Object recognition is important to understand the content of video and allow
flexible querying in a large number of cameras, especially for security
applications. Recent benchmarks show that deep convolutional neural networks
are excellent approaches for object recognition. This paper describes an approach
of domain transfer, where features learned from a large annotated dataset are
transferred to a target domain where less annotated examples are available as is
typical for the security and defense domain. Many of these networks trained on
natural images appear to learn features similar to Gabor filters and color blobs in
the first layer. These first-layer features appear to be generic for many datasets
and tasks while the last layer is specific. In this paper, we study the effect of
copying all layers and fine-tuning a variable number. We performed an
experiment with a Caffe-based network on 1000 ImageNet classes that are
randomly divided in two equal subgroups for the transfer from one to the other.
We copy all layers and vary the number of layers that is fine-tuned and the size of
the target dataset. We performed additional experiments with the Keras platform
on CIFAR-10 dataset to validate general applicability. We show with both
platforms and both datasets that the accuracy on the target dataset improves
when more target data is used. When the target dataset is large, it is beneficial
to freeze only a few layers. For a large target dataset, the network without
transfer learning performs better than the transfer network, especially if many
layers are frozen. When the target dataset is small, it is beneficial to transfer (and
freeze) many layers. For a small target dataset, the transfer network boosts
generalization and it performs much better than the network without transfer
learning. Learning time can be reduced by freezing many layers in a network.
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Cascade convolutional neural network based on transfer-learning for aircraft
detection on high-resolution remote sensing images

Kalla Journal of Sensors 2017, article 1796728
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Sammanfattning Aircraft detection from high-resolution remote sensing images is important for
(abstract) civil and military applications. Recently, detection methods based on deep

learning have rapidly advanced. However, they require numerous samples to
train the detection model and cannot be directly used to efficiently handle large-
area remote sensing images. A weakly supervised learning method (WSLM) can
detect a target with few samples. However, it cannot extract an adequate
number of features, and the detection accuracy requires improvement. We
propose a cascade convolutional neural network (CCNN) framework based on
transfer-learning and geometric feature constraints (GFC) for aircraft detection.
It achieves high accuracy and efficient detection with relatively few samples. A
high-accuracy detection model is first obtained using transfer-learning to fine-
tune pretrained models with few samples. Then, a GFC region proposal filtering
method improves detection efficiency. The CCNN framework completes the
aircraft detection for large-area remote sensing images. The framework first-
level network is an image classifier, which filters the entire image, excluding most
areas with no aircraft. The second-level network is an object detector, which
rapidly detects aircraft from the first-level network output. Compared with
WSLM, detection accuracy increased by 3.66%, false detection decreased by 64%,
and missed detection decreased by 23.1%.
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ImageNet classification with deep convolutional neural networks

Kalla

Advances in Neural Information Processing Systems 25, pp. 1097-1105

url

http://papers.nips.cc/paper/4824-imagenet-classification-with-deep-
convolutional-neural-networks.pdf (december 2017)

Sammanfattning
(abstract)

We trained a large, deep convolutional neural network to classify the 1.2 million
high-resolution images in the ImageNet LSVRC-2010 contest into the 1000
different classes. On the test data, we achieved top-1 and top-5 error rates of
37.5% and 17.0% which is considerably better than the previous state-of-the-art.
The neural network, which has 60 million parameters and 650,000 neurons,
consists of five convolutional layers, some of which are followed by max-pooling
layers, and three fully-connected layers with a final 1000-way softmax. To make
training faster, we used non-saturating neurons and a very efficient GPU
implementation of the convolution operation. To reduce overfitting in the fully-
connected layers we employed a recently-developed regularization method called
“dropout” that proved to be very effective. We also entered a variant of this
model in the ILSVRC-2012 competition and achieved a winning top-5 test error
rate of 15.3%, compared to 26.2% achieved by the second-best entry.
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Deep learning for target recognition from SAR images
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Sammanfattning
(abstract)

This paper deals with the problematic of automatic target recognition (ATR) using
Synthetic Aperture Radar (SAR) images. In this work, the Deep Learning (DL)
architecture is proposed and applied in order to recognize military vehicles from
SAR images. We propose mainly in this work the deep learning algorithms based
on convolutional neural network architecture. In the second step and in order to
optimize the convolution of DL steps, we propose to use a convolutional auto-
encoder which may be better suited to image processing. Its use provides several
areas of the best results in the presence of noise on shifted and truncated images.
To validate our approach, some experimentation results are given and compared.
The obtained results show that the proposed approach of DL achieves a height
recognition accuracy of 93%.
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Sammanfattning
(abstract)

The Swedish Defence Research Agency (FOI) has developed a concept
demonstrator called the Information Fusion Demonstrator 2003 (IFD03) for
demonstrating information fusion methodology for a future Network Based
Defense (NBF) C4ISR system. The focus of the demonstrator is on real-time
tactical intelligence processing at the division level in a ground warfare scenario.
The demonstrator integrates force aggregation, particle filtering, and sensor
allocation methods to create, dynamically update, and maintain components of
a tactical situation picture. This represents an important step towards the goal of
creating in real time a dynamic, high fidelity representation of a moving
battalion-sized organization, based on sensor data as well as a priori intelligence
and terrain information. The motives behind this project, the fusion methods
developed for the system, its scenario model simulator architecture, as well as
key aspects of its development process, are describes. The main services of the
demonstrator are discussed, and essential experience from the use and
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development of the system is shared. Further development of the techniques used
in IFDO3 may eventually permit concurrent tracking of solid objects and group
objects, as well as more powerful sensor resource management methods. Also,
studies are being carried out which are likely to lead to capability to automatically
recognize certain kinds of tactical plans and intentions.
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Sammanfattning
(abstract)

The Swedish Defence Research Agency (FOI) has developed a concept
demonstrator called the Information Fusion Demonstrator 2003 (IFD03) for
demonstrating information fusion methodology suitable for a future Network
Based Defense (NBD) C4ISR system. The focus of the demonstrator is on real-time
tactical intelligence processing at the division level in a ground warfare scenario.
The demonstrator integrates novel force aggregation, particle filtering, and
sensor allocation methods to create, dynamically update, and maintain
components of a tactical situation picture. This is achieved by fusing physically
modelled and numerically simulated sensor reports from several different sensor
types with realistic a priori information sampled from both a high-resolution
terrain model and an enemy organizational and behavioral model. This
represents a key step toward the goal of creating in real time a dynamic, high
fidelity representation of a moving battalion-sized organization, based on sensor
data as well as a priori intelligence and terrain information, employing fusion,
tracking, aggregation, and resource allocation methods all built on well-founded
theories of uncertainty. The motives behind this project, the fusion methods
developed for the system, as well as its scenario model and simulator architecture
are described. The main services of the demonstrator are discussed and early
experience from using the system is shared.
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Sammanfattning In today’s fast paced military operational environment, vast amounts of
(abstract) information must be sorted out and fused not only to allow commanders to make

situation assessments, but also to support the generation of hypotheses about
enemy force disposition and enemy intent. Current information fusion technology
has the following two limitations. First, current approaches do not consider the
battlefield context as a first class entity. In contrast, we consider situational
context in terms of terrain analysis and inference. Second, there are no integrated
and implemented models of the high-level fusion process. This paper describes
the HiILIFE (High-Level Information Fusion Environment) computational
framework for seamless integration of high levels of fusion (levels 2, 3 and 4). The
crucial components of HiLIFE that we present in this paper are: (1) multi-sensor
fusion algorithms and their performance results that operate in heterogeneous
sensor networks to determine not only single targets but also force aggregates,
(2) computational approaches for terrain-based analysis and inference that
automatically combine low-level terrain features (such as forested areas, rivers,
etc.) and additional information, such as weather, and transforms them into high-
level militarily relevant abstractions, such as NO-GO, SLOW-GO areas, avenues of
approach, and engagement areas, (3) a model for inferring adversary intent by
mapping sensor readings of opponent forces to possible opponent goals and
actions, and (4) sensor management for positioning intelligence collection assets
for further data acquisition. The HiLIFE framework closes the loop on information
fusion by specifying how the different components can computationally work
together in a coherent system. Furthermore, the framework is inspired by a
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military process, the Intelligence Preparation of the Battlefield that grounds the
framework in practice. HiLIFE is integrated with a distributed military simulation
system, OTBSAF, and the RETSINA multi-agent infrastructure to provide agile and
sophisticated reasoning. In addition, the paper presents validation results of the
automated terrain analysis that were obtained through experiments using
military intelligence Subject Matter Experts (SMEs).
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Sammanfattning This paper presents new significant advances in the disciple approach for building

(abstract) knowledge-based systems by subject matter experts. It describes the innovative
application of this approach to the development of an agent for the analysis of
strategic centers of gravity in military conflicts. This application has been
deployed in several courses at the US Army War College, and its use has been
evaluated. The presented results are those of a multi-faceted research and
development effort that synergistically integrates research in artificial
intelligence, center of gravity analysis, and practical deployment of an agent into
education.
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Deep learning for situational understanding
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Proceedings of the 20th International Conference on Information Fusion
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Sammanfattning
(abstract)

Situational understanding (SU) requires a combination of insight - the ability to
accurately perceive an existing situation - and foresight - the ability to anticipate
how an existing situation may develop in the future. SU involves information
fusion as well as model representation and inference. Commonly, heterogenous
data sources must be exploited in the fusion process: often including both hard
and soft data products. In a coalition context, data and processing resources will
also be distributed and subjected to restrictions on information sharing. It will
often be necessary for a human to be in the loop in SU processes, to provide key
input and guidance, and to interpret outputs in a way that necessitates a degree
of transparency in the processing: systems cannot be “black boxes”. In this paper,
we characterize the Coalition Situational Understanding (CSU) problem in terms
of fusion, temporal, distributed, and human requirements. There is currently
significant interest in deep learning (DL) approaches for processing both hard and
soft data. We analyze the state-of-the-art in DL in relation to these requirements
for CSU, and identify areas where there is currently considerable promise, and key
gaps.
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Sammanfattning
(abstract)

We propose a new framework for estimating generative models via adversarial
nets, in which we simultaneously train two models: a generative model G that
captures the data distribution, and a discriminative model D that estimates the
probability that a sample came from the training data rather than G. The training
procedure for G is to maximize the probability of D making a mistake. This
framework corresponds to a minimax two-player game. In the space of arbitrary
functions G and D, a unique solution exists, with G recovering the training data
distribution and D equal to 1/2 everywhere. In the case where G and D are defined
by multilayer perceptrons, the entire system can be trained with
backpropagation. There is no need for any Markov chains or unrolled
approximate inference networks during either training or generation of samples.
Experiments demonstrate the potential of the framework through qualitative and
quantitatively evaluation of the generated samples.
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Ensemble adversarial training: attacks and defenses
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Sammanfattning
(abstract)

Machine learning models are vulnerable to adversarial examples, inputs
maliciously perturbed to mislead the model. These inputs transfer between
models, thus enabling black-box attacks against deployed models. Adversarial
training increases robustness to attacks by injecting adversarial examples into
training data. Surprisingly, we find that although adversarially trained models
exhibit strong robustness to some white-box attacks (i.e., with knowledge of the
model parameters), they remain highly vulnerable to transferred adversarial
examples crafted on other models. We show that the reason for this vulnerability
is the model's decision surface exhibiting sharp curvature in the vicinity of the
data points, thus hindering attacks based on first-order approximations of the
model's loss, but permitting black-box attacks that use adversarial examples
transferred from another model. We harness this observation in two ways: First,
we propose a simple yet powerful novel attack that first applies a small random
perturbation to an input, before finding the optimal perturbation under a first-
order approximation. Our attack outperforms prior "single-step" attacks on
models trained with or without adversarial training. Second, we propose
Ensemble Adversarial Training, an extension of adversarial training that
additionally augments training data with perturbed inputs transferred from a
number of fixed pre-trained models. On MNIST and ImageNet, ensemble
adversarial training vastly improves robustness to black-box attacks.
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Distillation as a defense to adversarial perturbations against deep neural
networks
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Sammanfattning Deep learning algorithms have been shown to perform extremely well on many
(abstract) classical machine learning problems. However, recent studies have shown that

deep learning, like other machine learning techniques, is vulnerable to adversarial
samples: inputs crafted to force a deep neural network (DNN) to provide
adversary-selected outputs. Such attacks can seriously undermine the security of
the system supported by the DNN, sometimes with devastating consequences.
For example, autonomous vehicles can be crashed, illicit or illegal content can
bypass content filters, or biometric authentication systems can be manipulated
to allow improper access. In this work, we introduce a defensive mechanism
called defensive distillation to reduce the effectiveness of adversarial samples on
DNNs. We analytically investigate the generalizability and robustness properties
granted by the use of defensive distillation when training DNNs. We also
empirically study the effectiveness of our defense mechanisms on two DNNs
placed in adversarial settings. The study shows that defensive distillation can
reduce effectiveness of sample creation from 95% to less than 0.5% on a studied
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DNN. Such dramatic gains can be explained by the fact that distillation leads
gradients used in adversarial sample creation to be reduced by a factor of 1030.
We also find that distillation increases the average minimum number of features
that need to be modified to create adversarial samples by about 800% on one of
the DNNs we tested.
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Sammanfattning
(abstract)

Although neural networks could achieve state-of-the-art performance while
recongnizing images, they often suffer a tremendous defeat from adversarial
examples--inputs generated by utilizing imperceptible but intentional
perturbation to clean samples from the datasets. How to defense against
adversarial examples is an important problem which is well worth researching. So
far, very few methods have provided a significant defense to adversarial
examples. In this paper, a novel idea is proposed and an effective framework
based Generative Adversarial Nets named APE-GAN is implemented to defense
against the adversarial examples. The experimental results on three benchmark
datasets including MNIST, CIFAR1I0 and ImageNet indicate that APE-GAN is
effective to resist adversarial examples generated from five attacks.
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Sammanfattning
(abstract)

Den som har inblick i och genom vilseledning kan pdverka motstdndarens
ldgesuppfattning ges 6vertaget i militdra operationer: egna operationer gynnas,
och skyddas mot liknande metoder frén motstdndaren. Vilseledning kan delas in
i tvd kategorier, antingen fér att framhdva en viss verksamhet eller fér att délja
en annan. | vart arbete har vi valt att fokusera pd det tidigare, dvs. att uppvisa
skenbar aktivitet for att ddrmed pdverka motstdndarens beslut i en fér oss
gynnsam  riktning. Detta dokument utgér slutrapporten for det
avdelningséverskridande  kompetensutvecklingsprojektet.  Vilseledning av
ldgesbild som har pdgdtt under dren 2014 och 2015. Projektet omfattar tre
avdelningar (IAS, STS, FA) och fyra systemperspektiv: ett operativt perspektiv, ett
informationsperspektiv, ett telekrigsperspektiv, och ett cyberperspektiv.
Spénnvidden i kompetenser ger mdjlighet till 6verblick och tvérvetenskapliga
angreppssdtt som spédnner éver stora delar av vilseledningsinsatser. Med hjdlp av
detta tvdrvetenskapliga projekt har vi skapat ny kunskap inom FOI som lyfter
forskningen om informationskrigféring till en hégre niva dn tidigare genom att
koppla ihop den med informationsfusion. Centralt i arbetet har varit
integrationen av de olika perspektivens metoder. De olika perspektiven har
utvecklat en I6sning for sin respektive domdn samt ett sdtt att integrera
perspektiven till ett enhetligt system fér vilseledning. Ett markldgesscenario
beskrivs och anvéinds fér att demonstrera det féreslagna vilseledningssystemet.
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Sammanfattning In this article, we develop an entropy-based degree of falsity and combine it with
(abstract) a previously developed conflict-based degree of falsity in order to grade all belief

functions. The new entropy-based degree of falsity is based on observing changes
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in entropy that are not consistent with combining only truthful information. With
this measure, we can identify deliberately deceptive information and exclude it
from the information fusion process. An experiment is performed comparing
conflict and entropy measures and their combination. The effectiveness of the
combination of the two measures is suggested.
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Sammanfattning
(abstract)

Information extraction (IE) is an important and growing field, in part because of
the development of ubiquitous social media networking millions of people and
producing huge collections of textual information. Mined information is being
used in a wide array of application areas from targeted marketing of products to
intelligence gathering for military and security needs. IE has its roots in artificial
intelligence fields including machine learning, logic and search algorithms,
computational linguistics, and pattern recognition. This review summarizes the
history of IE, surveys the various uses of IE, identifies current technological
accomplishments and challenges, and explores the role that neural and adaptive
computing might play in future research. A goal for this review is also to
encourage practitioners of neural and adaptive computing to look for interesting
applications in the important emerging area of IE.
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Extracting meaningful entities from human-generated tactical reports
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Sammanfattning
(abstract)

Military intelligence analysts use automated tools to exploit physics-based sensor
data to construct a spatio-temporal picture of adversary entities, networks, and
behaviors on the battlefield. Traditionally, tools did not exploit human generated,
textual reports, leaving analysts to manually map dots on the map into
meaningful entities using background knowledge about adversary equipment,
organization, and activity. Current off-the-shelf text extraction techniques
underperform on tactical reports due to unique characteristics of the text. Tactical
reports typically feature short sentences with simple grammar, but also tend to
include jargon and abbreviations, do not follow grammatical rules, and are likely
to have spelling errors. Likewise, named entity recognizers have low recall,
because few of the names in reports appear in standard dictionaries. We have
developed an entity extraction capability tailored to these challenges, and to the
specific needs of analysts, as part of a comprehensive exploitation and fusion
system. With fewer cues from syntax, our approach uses semantic constraints to
disambiguate syntactic patterns, implemented by a hybrid system that post-
processes the output from a standard Natural Language Processing (NLP) engine
with our custom semantic pattern analysis. Additional functionality extracts
military time and location formats — essential elements that enable downstream
fusion of extracted entities with sensor information resulting in a compact and
meaningful representation of the battlefield situation.
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Sammanfattning In this paper, we propose an auxiliary Machine Learning (ML) and Natural

(abstract) Language Processing (NLP) integrated system for maritime situational awareness

(MSA) operations. We bring into account a new and influential asset - human
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intuition and perception - to the existing semi-automated decision support
systems that mostly rely on numerical data collected by electronic sensors or
cameras located either directly on the vessels or in the maritime command-and-
control centers. For our project, we gathered weekly textual reports spanning
twelve months from the United States Worldwide Threats to Shipping Reports
repository that belongs to the National Geospatial-Intelligence Agency (NGA), We
considered the maritime incident reports written by human operators as a
valuable and accessible unstructured textual input source in which a span of text1
is called “risk” if it expresses one of the following kinds of vessel incidents: fired,
robbed, boarded, hijacked, attacked, chased, approached, kidnapped, boarding
attempted, suspiciously approached or clashed with. Our approach benefits from
probability distributions of some useful features annotated based on a list of
lexicons that contain expressions denoting vessel types, risks types, risk
associates, maritime geographical locations, dates and times. These distributions
are captured and used to anchor the span of “risks” as they are described in the
textual reports. After some preprocessing steps that include tokenization, named
entity extraction and part-of-speech tagging, the textual risk mining system
applies a variety of sequence classification algorithms, e.g., Conditional Random
Fields, Conditional Markov Models and Hidden Markov Models in order to
compare the risk classification performance. Empirical results show that our
NLP/ML-based system can extract variable-length risk spans from the textual
reports with about 90% correctness.
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Sammanfattning
(abstract)

This paper presents an attempt to devise and develop a domain-independent
reasoning system (DIRS) scheme for handling dynamic threats, and uses the
scheme for automated route planning of military vehicles in an unstructured
environment. Automated route planning is a very important branch in
applications of artificial intelligence. In a dynamic unstructured environment,
instead of simply using static cost from a mobility model, a dynamic cost surface
is constructed in which the total cost is a linear combination of the static cost and
the dynamic cost. The principal contributions of this paper are as follows: (i) A
reasoning model called “DIRS” is proposed to quantitatively embed dynamic
information, coordinate use of static and dynamic information, and handle real
time events that happen outside the system. (ii) A temporal relation is applied in
the route planning process for handling dynamic threats. (iii) Dempster-Shafer
evidential theory is used to evaluate propagation of a dynamic threat. (iv) A
detailed experimental analysis on automated route planning of military vehicles
was conducted to study the performance of the DIRS model.
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Sammanfattning The Research and Development group at Lockheed Martin Canada, in

(abstract) collaboration with the Defence Research Establishment Valcartier, has

undertaken a research project in order to capture and analyze the real-time and
functional requirements of a next generation Command and Control System (CCS)
for the Canadian Patrol Frigates, integrating Multi- Sensor Data Fusion (MSDF),
Situation and Threat Assessment (STA) and Resource Management (RM). One
important aspect of the project is to define how the use of Artificial Intelligence
may optimize the performance of an integrated, real-time MSDF/STA/RM system.
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A closed-loop simulation environment is being developed to facilitate the
evaluation of MSDF/STA/RM concepts, algorithms and architectures. This
environment comprises (1) a scenario generator, (2) complex sensor, hardkill and
softkill weapon models, (3) a real-time monitoring tool, (4) a distributed
Knowledge-Base System (KBS) shell. The latter is being completely redesigned and
implemented in-house since no commercial KBS shell could adequately satisfy all
the project requirements. The closed- loop capability of the simulation
environment, together with its ‘simulated real-time' capability, allows the
interaction between the MSDF/STA/RM system and the environment targets
during the execution of a scenario. This capability is essential to measure the
performance of many STA and RM functionalities. Some benchmark scenarios
have been selected to demonstrate quantitatively the capabilities of the selected
MSDF/STA/RM algorithms. The paper describes the simulation environment and
discusses the MSDF/STA/RM functionalities currently implemented and their
performance as an automatic CCS.
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Sammanfattning
(abstract)

This paper investigates the autonomous decision-making process of threat
detection, classification, and the selection of alternative countermeasures
against threats in electronic warfare settings. We introduce a threat model, which
represents a specific threat pattern, and a methodology that compiles the threat
into a set of rules using machine learning algorithms. This methodology based
upon the inductive threat model could be used to classify real-time threats.
Further, we calculate the expected utilities of countermeasures which are
applicable given a situation, and provide an intelligent command and control
agent with the best countermeasure to threats. We present empirical results that
demonstrate the agent’s capabilities of classifying threats and choosing
countermeasures to them in simulated electronic warfare settings.
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Sammanfattning
(abstract)

DARPA has recently undertaken a research project titled Real-time Adversarial
Intelligence and Decision-making (RAID), which provides in-execution predictive
analysis of probable enemy actions. A particular focus of the program is tactical
urban operations against irregular combatants — an especially challenging and
operationally relevant domain. The RAID program leverages novel approximate
game-theoretic and deception-sensitive algorithms to provide real-time enemy
estimates to a tactical commander. In doing so, the RAID program is addressing
two critical technical challenges: (a) adversarial reasoning: the ability to
continuously identify and update predictions of likely enemy actions; (b)
deception reasoning: the ability to continuously detect likely deceptions in the
available battlefield information. Realistic experimentation and evaluation is
driving the development process using human-in-the-loop, wargames to compare
humans and the RAID system. This paper provides a discussion of the techniques
and technologies chosen to perform the adversarial and deception reasoning. It
also provides details about the experiments and experimentation environment
that are used to demonstrate and prove the research goals.
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Sammanfattning
(abstract)

This paper defines adversarial reasoning as computational approaches to
inferring and anticipating an enemy’s perceptions, intents and actions. It argues
that adversarial reasoning transcends the boundaries of game theory and must
also leverage such disciplines as cognitive modeling, control theory, Al planning
and others. To illustrate the challenges of applying adversarial reasoning to real-
world problems, the paper explores the lessons learned in the CADET — a battle
planning system that focuses on brigade-level ground operations and involves
adversarial reasoning. From this example of current capabilities, the paper
proceeds to describe RAID — a DARPA program that aims to build capabilities in
adversarial reasoning, and how such capabilities would address practical
requirements in Defense and other application areas.
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Sammanfattning Al and machine learning are shaping the U.S. military’s decision-making
(abstract) processes.
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Building intelligence in third-generation training and battle simulations
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Sammanfattning Current war games and simulations are primarily attrition based, and are

(abstract) centered on the concept of force on force. They constitute what can be defined as

“second generation” war games. So-called “first generation” war games were
focused on strategy with the primary concept of mind on mind. We envision “third
generation” war games and battle simulations as concentrating on effects with
the primary concept being system on system. Thus the third generation systems
will incorporate each successive generation and take into account strategy,
attrition and effects. This paper will describe the principal advantages and
features that need to be implemented to create a true “third generation” battle
simulation and the architectural issues faced when designing and building such a
system. Areas of primary concern are doctrine, command and control, allied and
coalition warfare, and cascading effects. Effectively addressing the interactive
effects of these issues is of critical importance. In order to provide an adaptable
and modular system that will accept future modifications and additions with
relative ease, we are researching the use of a distributed Multi-Agent System
(MAS) that incorporates various artificial intelligence methods. The agent
architecture can mirror the military command structure from both vertical and
horizontal perspectives while providing the ability to make modifications to
doctrine, command structures, inter-command communications, as well as model
the results of various effects upon one another, and upon the components of the
simulation. This is commonly referred to as “cascading effects,” in which A affects
B, B affects C and so on. Agents can be used to simulate units or parts of units
that interact to form the whole. Even individuals can eventually be simulated to
take into account the affect to key individuals such as commanders, heroes, and
aces. Each agent will have a learning component built in to provide “individual
intelligence” based on experience.
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Sammanfattning
(abstract)

In this article, we describe simulation-based decision support techniques for
evaluation of operational plans within effects-based planning. Using a decision
support tool, developers of operational plans are able to evaluate thousands of
alternative plans against possible courses of events and decide which of these
plans are capable of achieving a desired end state. The objective of this study is
to examine the potential of a decision support system that helps operational
analysts understand the consequences of numerous alternative plans through
simulation and evaluation. Operational plans are described in the effects-based
approach to operations concept as a set of actions and effects. For each action,
we examine several different alternative ways to perform the action. We use a
representation where a plan consists of several actions that should be performed.
Each action may be performed in one of several different alternative ways.
Together these action alternatives make up all possible plan instances, which are
represented as a tree of action alternatives that may be searched for the most
effective sequence of alternative actions. As a test case, we use an expeditionary
operation with a plan of 43 actions and several alternatives for these actions, as
well as a scenario of 40 group actors. Decision support for planners is provided by
several methods that analyze the impact of a plan on the 40 actors, e.g., by
visualizing time series of plan performance. Detailed decision support for finding
the most influential actions of a plan is presented by using sensitivity analysis and
regression tree analysis. Finally, a decision maker may use the tool to determine
the boundaries of an operation that it must not move beyond without risk of
drastic failure. The significant contribution of this study is the presentation of an
integrated approach for evaluation of operational plans.
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Sammanfattning
(abstract)

For a military commander, a system that can offer decision support in the process
of command and control, a tool that can provide the space in which to exercise
his command and control ability have always been ultimate goals. This is not only
because of the complexity of the problem domain but also because of the
difficulty in obtaining help from past knowledge and extend past knowledge for
solving new problem. This paper intends to present an architecture which
incorporates case-based reasoning (CBR) and decision support system (DSS) as a
tool for military officers to simulate and to train the military Standard Operation
Procedure (SOP) in the decision-making process of command and control. The
experiment and evaluation of the case-based decision support system (CBDSS) are
also presented.
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Sammanfattning
(abstract)

Terrain analysis in support of planned military training or combat operations is a
task which requires considerable training, skill and experience. Military planners
must synthesize knowledge of both their own and their expected adversary's
tactics, weapons systems and probable courses of action with descriptions of the
physical battlefield area to identify key terrain, those features in the environment
which have the greatest potential to influence the outcome of military operations.
Terrain analysis is the cornerstone activity during the “intelligence preparation of
the battlefield”, an analytic process designed to reduce uncertainty, identify likely
enemy courses of action, and help select the most favorable friendly course of
action. Automated tools to assist in this process are now being constructed to
support a variety of Defense Advanced Research Projects Agency (DARPA)
programs. The tools rely on the combination of several concepts and techniques
that have been developed within the artificial intelligence field. These include
knowledge representation schemes, spatial reasoning techniques, autonomous
agent planning methods, rule-based paradigms, and heuristic search strategies.
While no single technique in isolation can fully solve the broad problems of
military operations planning, their combination provides a synergy that results in
a useful end product.

Referens

39

Forfattare

Bentahar, J., Moulin, B., Bélanger, M.

Ursprungsland

Kanada

Titel

A taxonomy of argumentation models used for knowledge representation

Kalla

Artificial Intelligence Review 33(3):211-259

doi

10.1007/510462-010-9154-1

Sammanfattning
(abstract)

Understanding argumentation and its role in human reasoning has been a
continuous subject of investigation for scholars from the ancient Greek
philosophers to current researchers in philosophy, logic and artificial intelligence.
In recent years, argumentation models have been used in different areas such as
knowledge representation, explanation, proof elaboration, commonsense
reasoning, logic programming, legal reasoning, decision making, and
negotiation. However, these models address quite specific needs and there is
need for a conceptual framework that would organize and compare existing
argumentation-based models and methods. Such a framework would be very
useful especially for researchers and practitioners who want to select appropriate
argumentation models or techniques to be incorporated in new software systems
with argumentation capabilities. In this paper, we propose such a conceptual
framework, based on taxonomy of the most important argumentation models,
approaches and systems found in the literature. This framework highlights the
similarities and differences between these argumentation models. As an
illustration of the practical use of this framework, we present a case study which
shows how we used this framework to select and enrich an argumentation model
in a knowledge acquisition project which aimed at representing argumentative
knowledge contained in texts critiquing military courses of action.
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Sammanfattning The combination of Computational Intelligence (Cl) techniques with Multi-Agent
(abstract) Systems (MAS) offers a great deal of opportunities for practitioners and Artificial

Intelligence (Al) researchers alike. Cl techniques provide the means to search
massive spaces quickly; find possible, better or optimum solutions in these spaces;
construct algorithms, functions and strategies to control an autonomous entity;
find patterns and relationships within data, information, knowledge or
experience; assess risk and identify strategies for risk treatment; and connect the
dots to synthesize an overall situational awareness picture that decision makers
can utilize. MAS provide the structured, modular, distributed and efficient
software environment to simulate systems; the architecture to represent systems
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and entities naturally; the environment to allow entities to observe, communicate
with, negotiate with, orient with respect to, and act upon other entities; the
modular representation that allows entities to store and manipulate
observations, forming beliefs, desires, goals, plans, and intentions; and the
framework to model behavior. By bringing Cl and MAS together, we have a
powerful computational environment that has the theoretical potential to do
many things that one can expect when attempting to structure, understand, and
solve a problem.
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Data farming decision support for operation planning
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Sammanfattning
(abstract)

Data farming is a modelling, simulation and data-analysis methodology that
provides the possibility of examining vast solution spaces. In this paper, we
describe how to provide support to decision makers in operation planning using
data farming in an actionable support mode. We develop a Data Farming Tool for
Operation Planning (DFTOP) to streamline this support to reduce the effort
needed to prepare analyses and to facilitate the collaboration between decision
makers and analysts. With DFTOP, the possibilities of quantitative simulation-
based analysis are made readily available to decision makers and planners at the
operational level. DFTOP supports evaluation of operation plans by data farming
a broad set of Courses of Action (COA). The support is aligned with the planning
process of the NATO Comprehensive Operations Planning Directive (COPD),
providing support for the planning group. Based on initial validation efforts and
user acceptance tests, it has been concluded that DFTOP meets the needs of the
military planner and successfully brings data farming into the actionable decision-
support domain. This tool aids in making decisions based on considerably broader
decision grounds in selecting the best COA to achieve the goal with well-managed
risk, adding operational value by increasing the quality of the decisions. The
overall conclusion and recommendation to military leaders is that data farming
is feasible for NATO and nations and should be used as a methodology for
actionable decision support in operation planning.
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Sammanfattning This paper discusses the development of a meta-expert system, the Intelligent
(abstract) Simulation of the Battlefield (I1SB), for assisting military commanders with

managing battlefield information and decision making. The three main
components of the ISB are the Standard Army Training System-Training Exercise
Development System (SATS-TREDS), the Janus combat simulation model and the
Command Support System (ComSS). Integrating simulation with artificial
intelligence, the three main components of the ISB merge to enhance the
command and control process. ISB creates an environment to measure the
effectiveness of battle commanders to focus and operate in a simulated, yet
realistic, dynamic, information-driven, knowledge-assisted environment. The
front-end training preparation component of the ISB structures the exercise based
on mission requirements and tasks. Once the training scenario is specified
through SATSTREDS, the ISB utilizes a command interface designed to build
information templates for displaying information based on a commander's profile
and the particular mission. The ISB system's network is configured to
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accommodate the flow of information generated by the Janus simulation
program. With assistance by ISRA intelligent agents and associates, the
information is then pushed to the ComSS decision support system. Due to the
enormous flow of information, only certain, preselected data are queried and
reported during the battle. Through the SATS-TREDS program, the remainder of
the information is stored for later preference and review for feedback on future
training needs. The ISB system promises to be a beneficial tool for classroom,
training and operational environments as it conforms to the demanding
requirements of realistic, dynamic and flexible simulation users.
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Sammanfattning
(abstract)

We discuss firstly the problem of military decision, in the context of the more
general development of ideas in the representation of decision making. Within
this context, we have considered a mathematical model—Bayesian Decision—of
decision making and military command. Previous work has been extended, and
applied to this problem. A distribution of belief in outcome, given that a decision
is made, and a Loss function—a measure of the effect of this outcome relative to
a goal—are formed. The Bayes’ Decision is the decision which globally minimises
the resultant bimodal (or worse) Expected Loss function. The set of all minimising
decisions corresponds to the surface of an elementary Catastrophe. This allows
smooth parameter changes to lead to a discontinuous change in the Bayes'
decision. In future work this approach will be used to help develop a number of
hypotheses concerning command processes and military headquarters structure.
It will also be used to help capture such command and control processes in
simulation modelling of future defence capability and force structure.
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Sammanfattning
(abstract)

We present a framework for Bayesian updating of beliefs about models of
agent(s) based on their observed behavior. We work within the formalism of the
Recursive Modeling Method (RMM) that maintains and processes models an
agent may use to interact with other agent(s), the models the agent may think
the other agent has of the original agent, the models the other agent may think
the agent has, and so on. The beliefs about which model is the correct one are
incrementally updated based on the observed behavior of the modeled agent
and, as the result, the probability of the model that best predicted the observed
behavior is increased. Analogously, the models on deeper levels of modeling can
be updated; the models that the agent thinks another agent uses to model the
original agent are revised based on how the other agent is expected to observe
the original agent's behavior, and so on. We have implemented and tested our
method in two domains, and the results show a marked improvement in the
quality of interactions with the belief update in both domains.
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Sammanfattning This paper describes an approach to creating a simulated team of agents through
(abstract) observation of another team performing a collaborative task. Simulated human

teamwork can be used for a number of purposes, such as automated teammates
for training purposes and realistic opponents in games as well as in military
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training simulation. Current simulated teamwork representations require that the
team member behaviors be manually programmed into the agents, often
requiring much time and effort. None of the currently documented techniques for
multi-agent learning employ observational learning and a context-aware
framework to automatically build agents that replicate the collaborative
behaviors observed. Machine learning techniques for learning from observation
and learning by demonstration have proven successful at observing the behavior
of humans or other software agents and creating a behavior function for a single
agent. This technique described here known as COLTS combines current research
in teamwork simulation and learning from observation to effectively train a multi-
agent system capable of displaying effective team behavior in limited domains.
The paper describes the background and the related work by others as well as a
detailed description of the learning method. A prototype built to evaluate the
developed approach as well as the extensive experimentation conducted is also
described. The results indicate success in the selected experiments.
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Sammanfattning
(abstract)

Possible techniques for representing automatic decision-making behavior
approximating human experts in complex simulation model experiments are of
interest. Here, fuzzy logic (FL) and constraint satisfaction problem (CSP) methods
are applied in a hybrid design of automatic decision making in simulation game
models. The decision processes of a military headquarters are used as a model for
the FL/CSP decision agents choice of variables and rulebases. The hybrid decision
agent design is applied in two different types of simulation games to test the
general applicability of the design. The first application is a two-sided zero-sum
sequential resource allocation game with imperfect information interpreted as an
air campaign game. The second example is a network flow stochastic board game
designed to capture important aspects of land manoeuvre operations. The
proposed design is shown to perform well also in this complex game with a very
large (billionsize) action set. Training of the automatic FL/CSP decision agents
against selected performance measures is also shown and results are presented
together with directions for future research.
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Sammanfattning This paper presents a data-driven approach towards the modeling of agent

(abstract) behaviors in a full-fledged, commercial off-the-shelf simulation milieu for tactical

military training. The modeling approach employs machine learning to identify
behavioral rules and patterns in data. Potential advantages of this approach are
that it may improve modeling efficiency and, perhaps more importantly, increase
the realism of the training simulator. In this work, we present an architecture
outlining the main components of the data-driven behavior modeling approach.
Using a prototype that implements the approach, we conduct and present results
from an experiment targeting the learning of cooperative military movement
tactics. It is shown that the prototype is capable of identifying the rules of the
tactics. Moreover, it is shown that the agents are able to generalize such that the
learned behavior can be applied in a new setting different from the one observed
in the training data.
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Sammanfattning
(abstract)

Simulation-based training is increasingly being used within the military to
practice and develop the skills of successful soldiers. For the skills associated with
successful military leadership, our inability to model human behavior to the
necessary degree of fidelity in constructive simulations requires that new
interactive designs be developed. The ICT Leaders project supports leadership
development through the use of branching storylines realized within a virtual
reality environment. Trainees assume a role in a fictional scenario, where the
decisions that they make in this environment ultimately affect the success of a
mission. All trainee decisions are made in the context of natural language
conversations with virtual characters. The ICT Leaders project advances a new
form of interactive training by incorporating a suite of Artificial Intelligence
technologies, including control architectures, agents of mixed autonomy, and
natural language processing algorithms.
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Sammanfattning This paper describes Disciple, an Artificial Intelligence based decision aid which

(abstract) subject-matter experts can train and use when making decisions under stressful,
complex, and constrained conditions. The tool was developed and used under the
Defense Advanced Research Projects Agency's High Performance Knowledge Base
and Rapid Knowledge Formation programs. Some domains in which the tool
would be applicable are described, with particular emphasis on military battle
planning. The paper concludes with a discussion of future trends in decision-
support application tools.
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Sammanfattning Command Post of the Future (CPOF) is distributed, collaborative Command and

(abstract) Control (C2) system developed as part of a research and development program

by the Defense Advanced Research Projects Agency (DARPA). It was introduced in
Operation Iraqi Freedom in January, 2004 and has been in continual use since that
time. Anecdotal evidence indicates that CPOF, in the field, has facilitated new
ways of sharing information and collaborating. MACE is a follow-on project (not
a DARPA program) that intends to (a) verify and quantify the kinds of information
sharing and ad-hoc collaboration in CPOF; (b) investigate the potential role of
machine learning and other “cognitive” technologies in further facilitating
collaboration, problem-solving, situational awareness, strategic and tactical
planning, and other aspects of command and war-fighting; and (c) develop a
research plan to develop the next generation C2 system that learns to support the
decision-makers and facilitates ad-hoc collaboration and information sharing.
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Sammanfattning
(abstract)

For the survivability analysis of a weapon system, an analyst has to consider and
choose from a large number of available models the set of models that best fits
the study requirements. This paper presents a knowledge-based approach for this
Model Management System (MMS) problem. A hierarchical structure of the
models is used in the MMS, where a lower level model's output must match the
input requirements of a higher level model. The search procedure for the
appropriate model set is driven by the user defined weapon analysis
requirements. This type of search procedure ensures that the final output of the
selected models would provide the required information to the user and the set
of selected models would be properly matched. A prototype of the knowledge
system has been developed using a commercially available PC-based shell.
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Sammanfattning
(abstract)

In this application oriented paper we develop information fusion explanation
functions for simulation-based decision support for evaluation of military plans in
expeditionary operations. The explanation function is based on a sensitivity
analysis on the impact of different actions upon the success of the plan where we
systematically vary the alternatives of each action of the plan, one action at a
time, keeping all the other actions unchanged in a series of simulations. This
sensitivity analysis shows the relative level of importance of making the correct
selection of alternative for each action. Using the explanation function, a decision
maker can find the most important actions of a plan and focus his attention on
actions where successful decision making is crucial to the success of the entire
plan.
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Sammanfattning As the artificial intelligence (Al) systems in military simulations and computer

(abstract) games become more complex, their actions become increasingly difficult for users

to understand. Expert systems for medical diagnosis have addressed this
challenge though the addition of explanation generation systems that explain a
system’s internal processes. This paper describes the Al architecture and
associated explanation capability used by Full Spectrum Command, a training
system developed for the U.S. Army by commercial game developers and
academic researchers.
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